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No Trace Project / No trace, no case. A collection of tools to help
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enemies, undermine surveillance efforts, and ultimately act without
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Depending on your context, possession of certain documents may be criminalized or attract
unwanted attention—be careful about what zines you print and where you store them.




Ba3za, Ha KOTOPOII MO>KHO CTOATH: pazmune Mmexxgy OpSec u
KYJIBTYPOII 6e30IIacHOCTH

Original text in English

A Base to Stand On: Distinguishing OpSec and Security Culture
No Trace Project

Mapr 23,2023

Translation and layout
No Trace Project

notrace.how/blog/a-base-to-stand-on/baza-na-kotoroi-mozhno-stoiat.html



OJIHO He 3aMeHseT apyroe. PasBuBas Goiee riry6okoe
IIOHMMaHMe 00eMX CTPYKTYP, MbI MOKEM ITOIIBITATh-
cq ybepeus ceOd 1 APYT Apyra OT TIOPbMBI, IIPOTOJI-
’Kasg CTPOMTBH CBSI3M M PaCIIMPATHh HeopMajbHbIe
IPY>KEeCKIE CBSI3I.

I/IHOI‘JIa POACTBEHHBIE TEPMIHBI CTAHOBATCA CHUHO-
HMaMI, I VTHOTOa 3TO BIIOJIHE HOPMAaJIbHO. B au-
TJIMIICKOM S3BIKE UX II0JIHO, HAIIpMIMED, «amazing» n
«awesome»—OTTEeHKI 3HAaUeHUII 3[IeCh He Ba>KHHI.

Onnako MHOTHA, eCiM pasHMUIA MEXAy TepMIHAMU
TepgeTcs, Mbl TepsdeM U II0JIe3HYI0 YacThb CMBbICTA.
Omnepatusnas 6Gesomacuocts (OpSec) m Kyznbrypa
6e30I1acCHOCTI—/Ba TePMIHA, KOTOPbIe MMEIOT CXO-
Kie, HO pas3Hble 3HAUeHMsd, 1 oba ABJIAIOTCI HeoO-
XOAVMMBIMY YaCTIMIU aHApPXMCTCKOV ITPaKTUKM Oe3-
OIIACHOCTY IIPOTUB PeIIpeccuii.

OpSec orHOCUTCH K KOHKDETHBIM IIPAKTMKaM, JIC-
MOJI3YE€MBIM IJISI TOTO, UTOOBI He OBITH ITOMIMAaHHBIM
3a OIpefieJIeHHOe JeiicTBIe 1iIu IpoekT. Hekoropsre
mpaktuky OpSec BKIIOUAIOT B ce0s HOLLIGHNe Ilepya-
TOK ¥l MACOK, ICIIOJIb30BAHIIE APYTOIT 00YBU, MEPHI 110
npeporspatuenuio ocrasiaeHus [JHK, ogexxay uepHo-
ro 6J0Ka, MCIOJNb30BaHMe lails [HIg aHOHMMHOTIO
mocrymna B MHTepHet 1 Tak ganee. OpSec Haxomurcs
Ha YpOBHE aKUMV VUIM MPOEKTa. DTUM IPAKTUKAM
MOYXHO 00YYITb, HO B KOHEYHOM UTOTe TOJIHKO JIIOM,
BBIIIOJIHSIOIIMIe KOHKPETHBI IIPOEKT BMeCTe, TOJIK-
HBI JOTOBOPUTBCI O ToM, Kakme mpaktuku OpSec
JICIIOJIL30BATh.

Inrara n3 texcra «Confidence Courage Connection
Trust»' (YBepenHocTb. Xpabpocts. CBasb. [loBepue):
«Kynbrypa 6e30macHOCT OTHOCUTCS K HaGOpY IpaK-
TUK, pa3paGOTaHHBIX JJIS OLEHKM PUCKOB, KOHTPOJIS

1 https://notrace.how/resources/ru/#confidence-courage-
connection-trust
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[I0TOKa MH(pOpMAIU Yepes BaIlly CETV U IIOCTPOe-
HIIS IPOYHBIX OPTaHM3AMOHHBIX CBsAdel». Kynprypa
0€30I1aCHOCTY BO3HMKAET HA YPOBHE OTHOIIEHUI
min cetut. UTo6bl 3TU mpakTuku Obutu 3¢ derTus-
HBIMI, X HEOOXOJUMO PACIIPOCTPAHATH KaK MOXHO
mpe.

Ha nepserit B3risag, OpSec MoxeT mokasatscs 6oiee
BakHOIL. Ecitut y Hac ecTh MpakTuKu, HEOOXOMUMBIE
Ui obecrieueHMs Ge30TIACHOCTI, TO KaKas pasHuUIa,
UTO [IeJIAIOT JpPYTUe JIIAU B Halleil cpene? Muorue
aHapXMCTHI (BIIOJIHE 0O0OCHOBAHHO) CKEIITIMUECKN OT-
HOCATCH K OKPY’KEHIIO U HE CUMTAIOT ce0sl CBA3aHHBI-
MU WIU 3aBUCUMBIMU OT JIFOJEI], C KOTOPBIMI OHU He
UMeEIOT OJIM3KOI CBA3U. MHOrO SHepruu B aHapXMCT-
CKOM IIPOCTPAHCTBE YXOMUT Ha COBEPIIEHCTBOBAHIIE
OpSec, 4To KaskeTCS YMeCTHBIM, IIOCKOJIBKY, €CJIN BbI
XOTUTE TIPEANPUHATh HACTyIaTeJbHbIE NeVCTBUS,
[IPeAIOUTUTENIbHEE He TIOMACThCS.

OpHako KynbTypa 0e30TACHOCTM TaKKe BayKHA, U
XOPOILNIL OpSec He 3ameHUT ee. OHa obecreunBaeT
COLMJIbHBIN KOHTEKCT—OCHOBY, Ha KOTOPOI CTPO-
UTCA BCA Hallla fedTeIbHOCTb. [loToMy 4TO, HpaBUTCA
HaM 3TO JUIM HET, MBI BC€ BCTPOEHBI B CETHU, I LI€HA
TIOJIHOM M30JALM OT HIUX BBICOKA. Be3 cTabmiIbpHOI
6as3pl ropasgo TpyAHee IpeANpUHNMATh Ge30I1acHbIe
IEeVICTBUL.

ABTOpBI CcTaThU «YBepeHHOCTh. XpabpocTs.CBs3b.
JloBepume» IMUIITYT, YTO KYJIbTypa 6€30I1aCHOCTI—3TO
He 3aKpBITOCTb, @ IIOMCK CIIOCO00B 6e30I1acHO OCTa-
BaTbCA OTKPBITBIM IJI CBA3€M C OPYTMMM JIOObMIL.
Omna npeprosnaraeT yecTHble PasrOBOPHI O PUCKaX U

yCTAaHOBJIEHJe HEKOTOPBIX 0a30BBIX HOpPM c Ooilee
IIMPOKMM KPYTOM JIIOfIeil, UeM Te, C KeM MBI CoOMm-
paeMcs meiictBoBaTh. KyibTypa GesomacHoOCTM He
CTAaTMYHA—3TO He IIPOCTO HAbOp IpaBIJI, KOTOPBIE
IOOJDKHBL 3HATh JIIOOM U3 «PAaTUKAIBHBIX» CYOKYJIb-
Typ. OHa mOJDKHA OBITH AMHAMUIYHOIN, OCHOBAHHOI
Ha IIOCTOSHHBIX PasroBOpax M HallleM JIy4llleM aHa-
JIM3e TEeKyIIMX MOJeJIeN pellpecCuil.

Takme MeTOOBI, KAK IOPYUUTEIbCTBO, IPOBEPKA CBS-
3eil B COLMATBHBIX CeTIX M IIpoBepKa Omorpadum,
moryT mokasatbcs OpSec m Moryt GBITH Ba)KHOI
YacThl0 IIJIAaHMPOBAHUSA OIIPENEJI€HHBIX IEJVICTBUIL,
HO OHU SIBIAIOTCS Pe3yJIbTaTOM KyJIbTYphI Oe3omac-
Hoctu. KyipTypa GesomacHocTy IofpasyMeBaeT BO-
npoc: «9To Hy>XKHO cIenaTh, UTOOBI S BaM JOBEPSIIP».
ITO He O3HAUaeT, UTO BbI JOJDKHBI IOPYUUTHCI 32
KaXJ[0T0, KOTO BBl 3HAETE, VIIJ UTO BBl He IIPOBOJNTE
BpeMs C JIOAbMMU, 32 KOTOPBIX Bbl He MOPYUMIINCDH,
IIPOCTO BBI JOJIKHBI UETKO 3HATh, KOMY BBI JOBepde-
Te, YTO ¥ IIOYEMY, I UTO Y BaC €CTb MEXaHU3MBI I
006yueHMs 6€30I1aCHOMY TOBEPUIO HOBBIM JIIOISIM.

Huxakoe KOIMUYECTBO XOPOIUMX IPUBBIUEK O TOM,
KaK TOBOPUTH O JEVICTBUAX, IPOUCXOIAIINX B BallleM
ropoje (KynbTypa 6e30MacHOCTI), He 3allUTUT Bac,
ectu Bbl octaBuTe [HK Ha Mecre mpecTymniaeHus
(OpSec), 1 HuKaKoe KOIMUeCTBO OOHApYKeHUs -
snueckoro Habuonenus (OpSec) He 3ammTuT Bac OT
IIOJIUIIENICKOTO IO MPUKPBITUEM, KOTOPBIL TOAPY-
JKIJICS € BALLIUM COCEIOM, UTOOBI IIO00PAThCSA K BaM
(kynbrypa 6esomacHoctn). [Ipaktuka OpSec u Kyub-
Typa 6€30IacHOCTU OTIMUYAIOTCA APYT OT APYra, U



