Ears and Eyes is a searchable database
of cases of physical surveillance
devices (microphones, cameras, location
trackers...) hidden by law enforcement and
intelligence agencies to surveil people or
groups engaged in subversive activities.

WAV No Trace Project / No trace, no case. A collection of tools to help anarchists and other
¥,  rebels understand the capabilities of their enemies, undermine surveillance efforts, and
ultimately act without getting caught.

Depending on your context, possession of certain documents may be criminalized or attract unwanted attention. Be
careful about what zines you print and where you store them.

Ears and Eyes

With Pictures

Part 1/2
Belgium-Ireland




November 5, 2025

A summary of updates since this date is available at:
notrace.how/earsandeyes/changelog.html

Ireland

Vehicles

Unknown location, March 2019

A GPS tracker and a listening device were
found in the car of an Irish republican. They
were hidden in the undercarriage of the car.
Shortly after the discovery of the device, the
car owner's home was raided by the Special
Detective Unit (SDU), and the car was seized.

PicTures

SOURCES

https://republican-news.org/current/news/2019/03/

harassment_of_republicans_dire.html

Ears and Eyes, With Pictures
Part 1/2: Belgium-Ireland
Part 2/2: Italy-Unknown country

Original text in English

No Trace Project
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notrace.how/earsandeyes



PicTurEs

The camera hole is cir-
cled in red

One of the people re-

trieving the car

SOURCES

https://athens.indymedia.org/post/1632831

Chania, October 2025

A camera was found in a car parked in front
of a squat, pointed towards the entrance of
the squat. It was located inside a stuffed toy
installed on the car's dashboard. Shortly after
the discovery of the camera a man arrived, got
into the car and quickly drove away.
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https://www.facebook.com/share/v/1IDMKVnVRYs
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About Ears and Eyes

'The Ears and Eyes project is a searchable data-
base of cases of physical surveillance devices
(microphones, cameras, location trackers...)
hidden by law enforcement and intelligence
agencies to surveil people or groups engaged
in subversive activities. Our goal is to help the
potential targets of such surveillance practices
to better understand and resist them.

Overview

This section provides a brief overview of the
surveillance devices included in the database.
It is intended to answer common questions
you can have about such devices.

When are they installed?

Microphones found inside a power
outlet in a building in Bologna, Italy,
in January 2018."

Hidden physical surveillance devices are typi-
cally used by law enforcement and intelligence
agencies to obtain information about a target
when traditional surveillance methods are in-
sufficient. For example, if a suspect never talks
about sensitive topics on the phone—making
the monitoring of their phone useless—law

'https://notrace.how/earsandeyes/#bologna-2018-
01

enforcement may resort to installing a hidden
microphone in the suspect's home, in the hope
of capturing interesting conversations. In many
countries, the installation of such devices is
regulated by law and must be approved by
a judge.

Devices are often installed for long-term sur-
veillance, and may remain in place for weeks,
months, or years before being removed or, in
some cases, discovered by the people under
surveillance. They can also be installed for
short-term surveillance of specific events.

Where are they hidden?

¥ ; ! . ‘

Microphones and a GPS tracker
found in the fuse box of a car in
Lecce, Italy, in December 2017.2

In buildings

Microphones and cameras can be installed in
buildings to surveil what goes on inside. Such
devices have been found:

*https://notrace.how/earsandeyes/#lecce-2017-12
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https://athens.indymedia.org/post/1615218

Athens, June 2022

A camera was found in a car parked in front of
an apartment building, pointed towards the
entrance of the building. It was located inside
the car rearview mirror. It was connected to
wires concealed with a black cloth. Shortly after
the discovery of the camera someone arrived,
got into the car and drove away.
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https://athens.indymedia.org/post/1619185

Athens, June 2022

A camera was found in a car parked in front of
ahouse. It was located inside the car rearview
mirror. It was connected to wires concealed
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with a scarf. A few minutes after the discovery
of the camera, police offiers arrived and arrested
the person who discovered it. The person was
released after spending 10 minutes at the police
station, during which the car disappeared.
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SOURCES

https://athens.indymedia.org/post/1619514

Athens, November 2024

A camera was found in a car parked in front of
an apartment building, pointed towards the
entrance of the building. It was located inside
the car rearview mirror. It was connected to
wires concealed with a small cloth. Twenty
minutes after the discovery of the camera two
people arrived, got into the car and quickly
drove away.



Archanes, Heraklion, Crete, March
2020

A GPS tracker was found under a car. It was
attached with a magnet.
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https://athens.indymedia.org/post/1603722

Athens, February 2021

Microphones and GPS trackers were found
in three vehicles.
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https://athens.indymedia.org/post/1610264

Other

Athens, December 2019

A camera was found in an air condition box.

It was pointed towards a spot which was used
as a starting point for actions in the area.

PicTures
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Thessaloniki, November 2021

A camera was found in a car parked in front
of an apartment building, pointed towards
the entrance of the building. It was located
under the headrest of the driver seat.

* Inside objects: electrical outlets, ceiling
lights, air vents, power strips, intercom
systems and electric meters.

* Inside furniture: an amplifier, a television,
a printer and a kitchen hood.

* Behind walls, ceilings, and floors.

Microphones and cameras can also be installed
in buildings close to the actual place under
surveillance. Typically, they are installed behind
windows so that they can monitor the place
under surveillance, its main entrance, or the
way leading to it.

In vehicles

Microphones and location trackers can be
installed in all types of vehicles: cars, trucks,
motorcycles, bicycles, etc. Such devices have
been found:

* In parts of vehicles that are accessible
from the outside: inside a wheel, in a spare
wheel bracket, on a rear bumper, behind
a horn grid, behind a battery ventilation
grid, or inside a bicycle seat. They are
sometimes held in place with magnets.

* Inside vehicles: between a car body and
its interior coating, inside a car ceiling, in
an interior air vent, inside a car seat head,
behind a speedometer or inside a fuse box.

Other

Microphones and cameras can also be installed
outdoors. Such devices have been found:

* In urban environments: in streets sur-
rounding places under surveillance, in-
cluding inside a fake electrical box> or
inside a fake rock.*

* In rural environments, hidden in vegeta-
tion.

8 https://notrace.how/earsandeyes/#torino-2014-02

*https://notrace.how/earsandeyes/#cuneo-2019-06

How do they work?

A device equipped with a SIM card
found in a vehicle in Italy, in August

2019.°

Power supply

Devices require a power supply, which can
be either a battery or the electrical system of
the building or vehicle in which the device is
installed, or both. In rare cases, they may be
powered by Power over Ethernet (PoE).

To save battery power and make it harder to
detect them, the devices may not be powered
on all the time. Some microphones can turn
on only when there is sound. Some cameras
can use an infrared sensor to turn on only
when there is motion. Some location trackers
installed on vehicles can turn on only when the
vehicle is turned on, or only when it is moving
by using a motion sensor.

Data collection

Different devices can collect different kinds
of data:

* Microphones can record sound.

* Cameras can record images. Some cam-
eras have infrared vision, allowing them
to “see in the dark”.

* Location trackers can record their geo-
graphical location. They usually use the
Global Positioning System (GPS), allow-
ing them to record their location almost
anywhere on the surface of the Earth. In

*https://notrace.how/earsandeyes/#italy-2019-08






