Ears and Eyes is a searchable database of cases
of physical surveillance devices (microphones,
cameras, location trackers...) hidden by law
enforcement and intelligence agencies to
surveil people or groups engaged in subversive
activities.

WAV No Trace Project / No trace, no case. A collection of tools to help anarchists and other
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T rebels understand the capabilities of their enemies, undermine surveillance efforts, and
ultimately act without getting caught.

Depending on your context, possession of certain documents may be criminalized or attract unwanted attention. Be
careful about what zines you print and where you store them.
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November 5, 2025

A summary of updates since this date is available at:

notrace.how/earsandeyes/changelog.html I re la n d

Vehicles

Unknown location, March 2019

A GPS tracker and a listening device were found in
the car of an Irish republican. They were hidden in the
undercarriage of the car. Shortly after the discovery
of the device, the car owner's home was raided by the
Special Detective Unit (SDU), and the car was seized.

PicTUurEs

SOURCES

https://republican-news.org/current/news/2019/03/harassment_
of_republicans_dire.html

Ears and Eyes, With Pictures
Part 1/2: Belgium—Ireland
Part 2/2: Italy-Unknown country

Original text in English
No Trace Project

notrace.how/earsandeyes
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PicTurESs

The camera hole is circled
in red

One of the people retriev-
ing the car

SOURCES
https://athens.indymedia.org/post/1632831

Chania, October 2025

A camera was found in a car parked in front of a
squat, pointed towards the entrance of the squat. It
was located inside a stuffed toy installed on the car's
dashboard. Shortly after the discovery of the camera
a man arrived, got into the car and quickly drove away.
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SOURCES

https://www.facebook.com/share/v/IDMKVnVRYs
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About Ears and Eyes

'The Ears and Eyes project is a searchable database of
cases of physical surveillance devices (microphones,
cameras, location trackers...) hidden by law enforce-
ment and intelligence agencies to surveil people or
groups engaged in subversive activities. Our goal is to
help the potential targets of such surveillance practices
to better understand and resist them.

Overview

'This section provides a brief overview of the surveil-
lance devices included in the database. It is intended
to answer common questions you can have about such
devices.

When are they installed?

Microphones found inside a power outlet
in a building in Bologna, Italy, in January
2018.1

Hidden physical surveillance devices are typically
used by law enforcement and intelligence agencies to
obtain information about a target when traditional
surveillance methods are insufficient. For example,
if a suspect never talks about sensitive topics on
the phone—making the monitoring of their phone
useless—law enforcement may resort to installing
a hidden microphone in the suspect's home, in the

'https://notrace.how/earsandeyes/#bologna-2018-01

hope of capturing interesting conversations. In many
countries, the installation of such devices is regulated

by law and must be approved by a judge.

Devices are often installed for long-term surveillance,
and may remain in place for weeks, months, or years
before being removed or, in some cases, discovered
by the people under surveillance. They can also be
installed for short-term surveillance of specific events.

Where are they hidden?

Microphones and a GPS tracker found

in the fuse box of a car in Lecce, Italy, in

December 2017.2

In buildings

Microphones and cameras can be installed in buildings
to surveil what goes on inside. Such devices have
been found:

* Inside objects: electrical outlets, ceiling lights, air
vents, power strips, intercom systems and electric
meters.

*https://notrace.how/earsandeyes/#lecce-2017-12

Thessaloniki, November 2021

A camera was found in a car parked in front of an
apartment building, pointed towards the entrance
of the building. It was located under the headrest of
the driver seat.
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SOURCES

https://athens.indymedia.org/post/1615218

Athens, June 2022

A camera was found in a car parked in front of an
apartment building, pointed towards the entrance
of the building. It was located inside the car rearview
mirror. It was connected to wires concealed with a
black cloth. Shortly after the discovery of the camera
someone arrived, got into the car and drove away.
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SOURCES

https://athens.indymedia.org/post/1619185

Athens, June 2022

A camera was found in a car parked in front of a
house. It was located inside the car rearview mirror.
It was connected to wires concealed with a scarf. A
few minutes after the discovery of the camera, police
offiers arrived and arrested the person who discovered
it. The person was released after spending 10 minutes
at the police station, during which the car disappeared.
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https://athens.indymedia.org/post/1619514

Athens, November 2024

A camera was found in a car parked in front of an
apartment building, pointed towards the entrance
of the building. It was located inside the car rearview
mirror. It was connected to wires concealed with a
small cloth. Twenty minutes after the discovery of
the camera two people arrived, got into the car and
quickly drove away.






