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Avtr 1) éxdoon Tng prpocobpag Tpororouifnke TeAevtaio Popd oTIg
2024-04-23. Emoxéyov to anarsec.guide/el yia va deig edv Exel evnpe-
pwBei amd toTE.

To ovpPoro otiréto T oe pua AEEN onpaivel OTL LITEPXEL PO KATOXDOPL-
o1 670 YAwoo&pl yix autiv. Ai ferri corti.

To AnarSec eivon éva véo PorOnpa mov £xet oxediotel yix vo fondi-
0L TOUG avapyLKoUg var tAonynBolv oto exBpikod édapog tng ey vo-
Aoylag — apuvikol 0dnyol yior Ynelokr) Ao @oAELX KoL VYOI, KO-
B¢ kou embetikoi 0dnyoi yux yaxivyk. OAot ot 0dnyoi dwxtibevton oe
popot) booklet yix extimwon ko Ba evnpepovovTat.

Apvva

Tails

« Tails for Anarchists
« Tails Best Practices

Qubes OS
+ Qubes OS for Anarchists
TnAépwve

+ TKOTWOGE TOV UTATGO GTNV TOERT GOV
+ GrapheneOS for Anarchists

I'svixa

+ Linux Essentials

+ Remove Identifying Metadata From Files
+ Encrypted Messaging for Anarchists

+ Make Your Electronics Tamper-Evident
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H amoteleopatikn KOVATOOPO (O PAAELNG KOLL T) ETLYELPTIOLOKT) AOPX-
Aero? epmodilovv TIg SUVAELS KATAGTOANG VO YVopilovv Y TIG oL-
YKEKPIHEVEG EYKANHATIKEG PoG OpoaTnploTNTES, CAAK Ko yior T {wn
HOG, TIG oXECELS Hag?, To HOTifar peTakivong Hog Ko oUTw kabeEng.
Avth 1) yvoon eivat Eva TepROTIO TAEOVEKTILO Y10 TOV TEPLOPLOUO
TWV VIOTTGOV Kol T dteEoywyn) oToXEVHEVNG TapakoAovBnong. AvTtod
To &pBpo Oox mepLyphPet pepikég OTPATNYIKEG VIO VX OKOTOOETE TOV
UTATOO GTNVY TOEMN 6OG

H tomoBesia Tov nAepovou coag mapakorovbeital avé thoo oTiypr?
KoL UTé To Sedopéva cUAAEYOVTOL aTtd WO TLKEG eTaupeieg, emTpémno-
VTOG OTTV RO TUVOI vor Topokael TNy avérykn £kxdoong evidApa-
10G. Tt vy vepLoTik LALKOD KoL oL TAN popopieg cuvdpopng* Tov
THAEPOVOL KaTaypapovTal amd k&be TOPYo KIVNTHAG ThAEPOVIaG 6TOV
omoio ouvdéeTon To TNAEPWVO cog. Yrnpeoieg hacking, 6mwg n
Pegasus®, Bétovv Tov AN pn cVUPIPACHS TV THAEPOVWY GE amooTa-
OT) VATTVOTG KO KoL artd TIG TOTLKEG opXEG ETLBOANG TOL VOHOU
ka eivon “pundevikd kAk”, wov onpaivel 6T Sev e€apTdVTOL 0UTO TO ALV
KéveTe KAIK o évay ouvdeopo 1) avoikete éva apyeio Yo vor Yok pouvv
To TNAEPWVO oag. Ao TNV GAAN TAeLP&, KoL TeploadTEPOL atd 30
epmpnopol oe pue pikpry TOAN g Foddiag épevav aveliyviaotol, ot ¢-
pevvnTég mapoamovédnkav® 0T «eivar adbvarto va ypnoiporowmbovv
dedopéva TAeP@VOUL 1) OXNHATOG £TTELdT) AELTOLPYOLY XwPig THALPWVX
1 avTokivnTa!»

‘notrace. how/blog/a-base-to-stand-on/mia-base-gia-na-statheis.html
’notrace.how/threat-library/techniques/network-mapping.html
*vice.com/en/article/m7vqkv/how-fbi-gets-phone-data-att-tmobile-verizon
*anonymousplanet.org/guide html#your-imei-and-imsi-and-by-extension-your-
phone-number
*amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-
catch-nso-groups-pegasus/
actforfree.noblogs.org/post/2022/04/17/grenoblefrance-these-saboteurs-of-the-
ultra-left-have-been-elusive-for-five-years/
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VolP (Voice over Internet Protocol)

Google Voice is a well-known and insecure VoIP service; this
technology routes your calls over the Internet (as Signal does) instead
of using standard cell tower transmission. Unlike Signal, VoIP allows
you to receive calls from anyone, not just other Signal users. The
advantage of using VoIP for calls over a data plan is that you can
create different numbers for different activities (one for bills, one for
signing up for a Signal account, etc.), and you never need to turn off
Airplane mode. The advantage of using a data plan instead is that you
can use it away from Wi-Fi, at the cost of geolocation (i.e. it will be
possible for your service provider and possibly other parties to know
where your device is at any given time).
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Tor network

Tor** (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor “the King of
high secure, low latency Internet anonymity” with “no contenders for
the throne in waiting”. The Tor network can be accessed through the
Tor Browser on any operating system. The Tails* operating system
forces every program to use the Tor network when accessing the
Internet.

For more information, see Tails for Anarchists®® and Privacy Guides®’.
To understand the limitations of Tor, see the Whonix documentation®®.

Two-Factor Authentication (2FA)

Two-factor authentication (or “2FA”) is a way for a user to identify
themselves to a service provider by requiring a combination of two
different authentication methods. These can be something the user
knows (such as a password or PIN) or something the user has (such as
a hardware token or mobile phone).

*torproject.org/

>’anarsec.guide/glossary/#tails
**anarsec.guide/posts/tails/#tor
"privacyguides.org/en/advanced/tor-overview/
**whonix.org/wiki/Warning
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Kpuntoypdaenon_kat
YEWEVTOMIGHOG

Y o TPOCPUTI) KATAOTOATIKT emiyeipnon’ evavtiov evog avapyl-
KOV, 1 acTuvopia Tapakorovdnoe tn yewypapikr 8éomn tov flip phone
TOUL LTTOMTOL Ge TPAYHATIKO XpOvo ko EPTiake i AloTa pe OAoug O-
oovg eixe kaAéoel o vmortog. Eivo yvawoto 011 Tétoleg mopakoAovdr-
oelg dev eivon acvvrfioTeg, ko OpwS ToArol cUvTpogol éxouv poli
TOUG £vat KIVITO TNAEQP®WVO OTTOU KL 0V TAVE, 1) KAVOLV 1) KPLTTTOYPO-
enpéveg kAnoelg oe GAAovg avapyikous. Ilioteboupe 0TL ko o1 §o
QUTEG TPOKTIKEG TTPETEL Ve amropevyBolv. Ag unv k&voupe T dovAeld
TNG KOTUVOHING KOL TWV VINPECLDV TANPOPOPLOY TOCO E0KOAT), TOPO-
didovThG TOUG T KOWVMVIKG oG SKTLX KoL TO IGTOPIKO YEWYPOAPLKOD
EVTOTILGHOV O€ KOTHEVLO TTLATO.

E&v dev puyete amod 1o omiti pe TNALQWVO, 1) aoTuvopia Do mpémel va
KaTopLyel oe Quoikn apakolotinon yix va Tpoodiopicet wob Bpi-
OKeOTE, 1) oToia coontel TOPOLG Kal eivon aviyvevoipn. Eqv woté fpe-
Beite LITO PuoKY TapakorotBnon, To TPOTO Prifa TOL epeLVNTH Elvor
VOl KUTAVONOEL TO «TTPOPIA KIVIOTG» GOG KL TO LOTOPIKO YEWYPOPL-
KNG BE0NGg TOL TNAEPOVOL OaG TOPEYEL LLOL AETTTONEPT) ELKOVE TWV KO-
Onpepvev oag potifwv.

Mepikoi avapyikoi avramokpivovral ota TPpoPANpaTa pe To
smartphones ypnopomrowwvroeg flip phones 1 otabepd TAépwvo yia
VO ETLKOLVOVOLY PeTaED TOUG, AL aruTO dev eivon piex kodr) Avor. Ta
KwnTé ko otofepd TnAépwva Sev LITOGTNPILOLY KPLTTOYPAPNHEVT)
emkowvevial, omote To kpdtog pobaivel To10G HIAGEL GE TOLOV KL Y10
TL pidGeL. Evag Tpotopyikdg 0TOX0G TNG OTOXEVHEVNG ETLTAHPNONG Ei-
VUL 1) XXPTOYPAPTOT) TOV KOLVOVIKOU SIKTOOL TOU GTOXOL TTPOKELHEVOL
VO eVTOTLOTOOV GAAOL 6TO)O0L. O HOVOG TPOTTOG Y1 VO KITOQUYOUHE VO
dWoovE qUTEG TIG TANPOPOpieg oToug exOpolc pag eival va xpnoio-

"notrace.how/resources/el/#ivan



TOLGOVHE HOVO KPUTTOYPOPNHEVO HEGH® YIX VOL ETILKOLVVI|GOULE |LE
GAAOUG AVEPYLKOUG HECK TNG TEXVOAOYING.

Mortifa petade60pévav

H xavovikomoinon tng ouvexoig cuvdesIHOTNTHG EVTOS TNG Kupiap-
XNG KOveviog éxel 00N YOl 0PLOHEVOUG aVOPXLKOUG VO GTHELDG OV
owoth OTL Tar peTadedopéva’ Tov TnAepdvou eivon xpricylo yio Toug e-
pevvnTéG. Q0T000, TO CUUTEPAGHA TTOL Pydlovy KATOLoL Ao KUTH TN
Swamiotworn, 0T dnAadr) “Sev mpémel ToTé var KAEivoupe TO TNALPw-
vo™’, pag odnyei oe AdBog xartevBuvon. H Aoyikr) Toug eivar 6TL ot oh-
AnAemdphoelg oog pe TV Texvoroyio oxnpatifouv éva Paoikd poti-
Bo petadedopévev kol oL GTLYHEG TOL amokAivouy amd autr) T Poot-
K YPOUWT YivOvTol OTOTTES 4V CUUITITTOLY [ TO TOTE CUUPaiveL pia
dphon, 1) omoia popel vo ypnopomomnfel amd Toug epevvnTEG YO VO
EePLOPicoLV TOUG LITONTOVG. Evdy arutd eivon adBeiet, o avribeto ov-
prépoopa eivon ToAs mo Aoyiko: oL avapyikol o Tpémel vo eAoyl-
otomolcovy Tn Snpovpyia potifwv petadedopévev ot omoic ot -
pevvntég Ba éxouvv mpooPaon.

O1 ovvdéoelg pag pe TIG LITOJONEG TNG KLPLXPYLOG TPEMEL VO TTopoplei-
vouv adlxpaveig kot anpofrenteg, av OéAovpe va Siatnpricovpe TV
IKAVOTNTA pog v xTumroouvpe Tov ex0po. Ti yiveton av 1) avayvopilon
oL aranteiton yuo P Splon meprthapfavel éva oAokAnpo Zaffaro-
KOPLOKO porkpux ard nAekTpovikég ovokevég H ag Eekivijooupe pe to
OMAO YEYOVOG OTL T TNAEPOVH TPETEL VAL LPT)VOVTHL OTO GTITL KT
n Sibprerlx g dpaong - avtod yivetou 1) eEaxipeon oe Eva potifo po-
VO oV To THAEPOVO LG GUVOOEDOLY KATh To GAAX OTTOL KL OV TTOe. X
e Kovovio Tk “mavto ouvdedepévn” (i), omoladrrote amd outég
TIG aAAayég petadedopévwy Oo KoAAoEL Gy TOVEEVOG OVTIXELPXG,
oAAG autd dev oupPaivel eqv apvnBeite va eiote cuvex®g ouvdedepé-

*anarsec.guide/posts/e2ee/
*web.archive.org/web/20210126183740/https://325.nostate.net/2018/11/09/never-
turn-off-the-phone-a-new-approach-to-security-culture
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Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Synchronous communication

Unlike asynchronous communication®’, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as “peer to peer”.

Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals*®, and vulnerabilities*’,
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack®®) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity
of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library®?,
Defend Dissent: Digital Threats to Social Movements®? and Defending
against Surveillance and Suppression™.

“"anarsec.guide/glossary/#asynchronous-communication
*anarsec.guide/glossary/#security-goal
“anarsec.guide/glossary/#vulnerability
*anarsec.guide/glossary/#ddos-attack
'notrace.how/threat-library/
open.oregonstate.education/defenddissent/chapter/digital-threats/
>*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/
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messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

End-to-end encryption (e2ee)

Data is encrypted®' as it travels from one device to another — endpoint
to endpoint — and cannot be decrypted by any intermediary. It can
only be decrypted by the endpoints. This is different from “encryption
at rest”, such as Full Disk Encryption*’, where the data stored on your
device is encrypted when the device is turned off. Both are important!

For more information, check out Encrypted Messaging for
Anarchists*, and Defend Dissent: Protecting Your Communications**.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to
create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files*
and Defend Dissent: Metadata®®.

“anarsec.guide/glossary/#encryption

“anarsec.guide/glossary/#full-disk-encryption-fde

“anarsec.guide/posts/e2ee

“open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

“anarsec.guide/posts/metadata

*open.oregonstate.education/defenddissent/chapter/metadata/
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vol. o va eAayioTonooete 10 anoTOTONT peTodedopivov,
TPEREL VO PV GETE TO TNAEPOVO GOG 6TO OTITL XTO TPOETIAOYN.

Xperd(eote MPAYHATIKY Eval
NALQwVO;

To tnAépwva £xovv amotkioel Tnv kabnpepivy {wn emeldr) ot avBpw-
1ol éxouvv evatoroyBel pe Tnv memoibnon 6T xperdlovton ovyypovy e-
mkowvevia k&Be otiypn. Xoyypovy™ onpaivel 611 dvo 1 TeplocoTEPRL
HEPT) ETIKOLVOVOUV O€ TPAYHATIKO XpOVo, o8 avTifeon pe KATL aovy-
xpovo' 0mwg To NAekTpoVIKO ToryLdpopieio, OOV Ta HNVOHAT KO-
OTEAAOVTOL & DLLPOPETIKES XPOVIKEG OTLYHEG. AUTH 1) «OVAYKN» EXEL
kovovikomownBel, aAr & o€ilel v avTioTalfoVpE HECK GTOV OVIPYLKO
xopo. H avapyio propei va eiven povo avrifropnyoviki™. Ipémel v
pé&Boupe va LoOpe Xwpig TIG AVEGELS TOL HAG TWAOUV OL ETULPELEG TT)-
AETLKOLVOVLDV, TPETEL VO LITEPACTILOTOVHE (1] Vo vl wTUPHOOOVHE)
NV KavOTnTa pog va {obpe xwpig va eipacte ouvdedepévol ato Ala-
dikTLOo OVl Thoa oTIYpN, XWPIg adyoplBuLkég odnyieg oe TpaypaTiko
XPOVo kol Ywpig Tnv amelpn eveAikio vo aArdlovpe oxédio Trv TeAev-
Tl oTLYT.

E&av amopacicete vo XprOYLOTOOETE £V TNAEPMVO, TTPOKELLEVOL VO
dvokoréYete 060 TO SuVATOV TEPLETOTEPO EVOV KVTITOAO VX TO YeEW-
TopokoAovOnoel, Voo LITOKAEYEL TO PN VOPATE TOU 1) VO TO XOKAPEL,
xpnopomnotote To GrapheneOS*. Av umopoije va GULP®VGOUHE VO
XPNOIHOTOL00|E HOVO KPURTOYPUPHEVEG EXIKOLVOViEG'? Y var
EMKOLVOVOUHE HE GAAOVG arvopxIkolg, auTd amokAseiel To flip
phones kot ta otaBep& TnAépwva. To GrapheneOS eivon To povo Aet-
TouvpylKkd cvoTnua smartphone mov mapéyel ebAoyo amdppnTo KoL o-
ocpaAela.

“theanarchistlibrary.org/library/bismuto-beyond-the-moment#toc1
“anarsec.guide/posts/grapheneos/
anarsec.guide/posts/e2ee/



INa va arotpéPpete TV TopocorotONon TOV KIVIGEQOV 6OG, O-
vTipetoniote To smartphone coav 61aBepo TnAépowvo ko agn-
OTE TO 6TO OXiTL OTOV EioTE £ OO TO 6TiTL. AKOpA KL OV XPNOL-
poroteite pia kdpta SIM mov ayophooate avdvopa, ebv ouvdebel pe
TNV TRUTOTNTA 060G 6TO HEAAOV, pmopel vor LToPANOel avadpopucd e-
POTNHX GTOV TEPOXO LTNPESLOV Yio dedopéva yewypapikng Oéong. E-
&V YPNOYLOTOLEITE TO TNAEPMVO OTMG CUVICTOVE (WG GLOKELT) HOVO
Wi-Fi** tov Swxtnpeiton oe Agitovpyio nrriong avé oo oTiypn), dev
B ouvdebei o kepaieg KIVNTAG TNAEPOVING. Aev apkel Vo XQrjveTe TO
TNAEPWVO GTO OTITL HOVO OTAV TNYAIVETE G IO GUVAVINOT), TOPELX 1
dphon, emeldn) avtod Ba eivon pia e€aipeon) amd o kovoviko potifo ou-
preprpopdc oag kot Ba xproyevoel wg £vdelfn 0TL 1 eYKANHATIKE
dpaotnplotnTa AapPdvel xdpo oe qvtd TO Xpovikd mopdbupo.

Mmopeite va emAéEere va {rjoete xwplg TNAEQoV €€ OAOKATPOU, GV
dev cuoB&veote OTL yperdleote éva “kpumtoypa@npévo otabepd TnAé-
ewvo”. Or akoAovbeg oTPpATNYIKEG VI TNV EAXLIOTOTOINGT) TNG ovr-
YKNG v TnAépwva Paciloviol oe LITOAOYLOTES, OTTOL 1) GUYXPOVT ETTL-
Kowevin eival emiong Suvath oA A& Lo TePLOPLOpEVT.

I'pagerokpoartia

TToAroi ypagelokpatikol Oeopoi pe TOUG 000G EIPHAOTE AVAYKOGHE-
vol vae acxoAnBolpe kabiotobv dvokoAn 1 {wn xwpig TNAéPwvo: v-
yeltovopukt) mepiBaiyn, tpamelivéc ovvaliayég k.Am. H emrowevia
He TIG Ypogelokpatieg Sev xpeldleTon va eival KpLTTTOYPUPTHEVT), ETTO-
HEVWG PITOpEiTE VO XPTOpOTOIoETE Pl epoppoyT) Voice over Internet
Protocol (VoIP)'. Autd cog emitpémel voe TPoypaTtonoleite THAePwvL-
KéG kANoel péow Tov AladikTOOU Kol 0L HEGK TOPYWV KIVITHG TNAE-
pwviag. Orowdnrote epappoyr VoIP mov eivon Siebéoyn oe évav v-
moAoyloTh eivon aoOyypovn eneldn) dev kovdouvvilel 0TaV 0 LITOAOY!L-
oTig eival amevepyomolnpévog — Pacileote oTn Asltovpyio aLTOHA-
TOU TNAEPOVNTH YO v emloTpéPete avoamavtnteg kAfoels. [ mopd-

**anarsec.guide/posts/grapheneos/#what-is-grapheneos

8

Operating system®*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials*’. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists®.

See When to Use Tails vs. Qubes OS*’. We do not offer “harm
reduction” advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists®®
Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

Hapapnpoa: F'Awccdapt

Asynchronous Communication

Unlike synchronous communication*’, both parties do not need to be
online at the same time. This relies on some sort of server to store

*anarsec.guide/posts/linux

*¢anarsec.guide/posts/qubes/
*’anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
*8anarsec.guide/posts/e2ee/

*anarsec.guide/posts/tamper/
*anarsec.guide/glossary/#synchronous-communication
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You may also be interested in the Threat Library’s “Digital Best
Practices™®.

Your Phone

Operating system?®”: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists®®. If you decide to have a phone, treat it like an
“encrypted landline” and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket®.

Your Computer

Operating system®’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network®'. See Tails for Anarchists®* and Tails Best
Practices®.

**notrace.how/threat-library/mitigations/digital-best-practices.html
?’anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/grapheneos/

#anarsec.guide/posts/nophones/
*anarsec.guide/glossary#operating-system-os
*lanarsec.guide/glossary#tor-network

*anarsec.guide/posts/tails/

*anarsec.guide/posts/tails-best/
**anarsec.guide/glossary#operating-system-os
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dewypa, pia v pecio Omwg to jmp.chat™ cog divel évav apBpd VolP,
Tov onoio propeite va TAnpwoete o Bitcoin ko wpaypatomroteite
KAfo el xpnopomoldvag P epoppoyrn) XMPP — 1o Cheogram? Aet-
Tovpyel KOAL.

To VoIP cuvviifwg Aettovpyel yio omolovdnmote EAeyxo TRLTOTNTHG V-
o mapoyovtwv' (2FA) xperdleote (0Tav P vnpeoio omontel vo Ad-
Bete évay Tuyaio opiBpd yia v ouvdebeite). O Sradiktvakoi apiBpoi
TNAEPOVOL™® givan pue GAAT emAoyr. Av kol ouvifwg mo akplfo oo
0o VoIP, éva amokielotiko flip phone 1§ otabepd tnAépwvo Aeitovpyei
eMionG KOAQ Y10 TNV TPXYHATOTOINOT) KoL AT «YpOQELOKPATIKMOV»
KANOEW®V atd TO OTITL, OTTWS AUTES OV AVRPEPOVTHL TOPUITAVE.

Emukowovia

To va pnv xovPforare To TNAEP®VO TOVTOL amaltel i cAAayry ooV

TPOTO TOL KoLvwVIKoToLeioTe, av £xete NN mxotei oto dixtv®. To va
npocTabolpe oKOMA v eAXIGTOTOGOVE T Siapecordfnon Twv
o0Bovev oTIg oxéoelg pag eivan Evag TTOAVTIHOG GTOXOG KO HOVOS TOV.

H yprjon evog “kpurtoypagnuévov otabepold TnAepmvon” yix Tnv
TPAYHATONOINOT) TNAEPWVIKOV KATCE®V KoL £VOG LTOAOYLOTH Y1
KPUTLTOYPAPTHEVO PN VOHOTO PHOG ETLTPENEL VAL XITOPUYOUHE TNV OLTE-
Aelwtn por) eldomoloewy o€ Pl GLOKELY TTOL eival Thvta TpocPhot-
.

Oa fxave oe 6AOLG pog Kahd vo pifoupe pia oKANPT) HOTIX OTH HOVO-
KoAALEpYELR TV opadik®Vv cuvopiAley Signal ov éxovv avTikoTo-
OTACEL TIG TPOCWTO e TPOTMITO GUVAVTIOELG G€ OPLOUEVX HEPT) TOV
oVoPYLKOD X®Opov. AuTr 1) GOAANYN TNG OPYAVWOTS TWV GXEGEWV OTTO
TNV KOLATOUpa Twv smartphones pog avoaykdlel oe o ateleinTn ov-
VAVTN O OV eival oXeTIké evkoAo va emitnpnBel.

*kicksecure.com/wiki/
Mobile_Phone_Security#Phone_Number_Registration_Unlinked_to_SIM_Card

Ycheogram.com/

**anonymousplanet.org/guide html#online-phone-number

"theanarchistlibrary.org/library/return-fire-vol-4-supplement-caught-in-the-net
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Tobtov AexBivTog, 1) KPUITOYPAPNHEVT] EMKOLVEVIC PITOPEL Vi Eivor
XPTCIUT YL TOV OPLOUO TJHEPOUNVIOG KO PG CLVAVINGNG 1] YL £p-
yo ov polpalovrol oe peydieg amootdcels. Aeite o Encrypted
Messaging for Anarchists™ yia Sikpopeg emAoyEg KATAAANAES Vi €-
VO OVOPYLKO HOVTEAD atelAngT.

KAfog1g EKTAKTNG XVAYKNG

‘Evag mepaotikdg oto dpopo Ba cag daveioel ouxvé 1o TNAEPwVO TOL
vl va kévete pux emteiyovoo kKAon edv Tou meite 0L To S1k0 oug £xel
Eepeivel oo pratopio. T va Adapfdvete KANoeLg EKTOKTNG AVAYKNG,
eV Ogv PHITOPOLV VOl EMIKOLVOVIGOUY pali o0g OTWG TepLypaPETL TaL-
POTTaVE®, LITOPOVLE VO CTOPKTICOVHE 0 £VaG otd TO GTiTL TOL GAAOL 1)
Vo Kovoviooupe ek TV tpotépwv check-in péow kpuntoypapnpévev
pnvopdrev. Iowx oeviplo amantody Tpoypatiké vo eiote diabéoipon
v va AaPete P KARoT) av oo GTLYHT); AV GUTA DITXPYOUV TPOLY-
potiké o1n {wn oog, propeite va opyavwbeite yopw Toug ywpig va
TPOPAAAETE AUTT) TNV EMELYOLOX AVALYKT) GE OAOUG TOVG XAAOVG TOHELG
KOl OTLYHEG.

Odnyieg

AyopoTte évov XEPTIVO XXPTH TNG TEPLOXAS GG Kol péPTe TOV pali
cog. N peyohtepeg dradpopég 1) Sradpopéc dmov xperileote odnyi-
eg, xpnoomojote To OpenStreetMap™ yia vor TIG OTHELOCETE €K TV
TPOTEPWV.

Movoikn kot podcast

EfaxorovBoilv va kévouv MP3 players! ' oAb yapnAotepn T,
propeite va maiete povoikn ko podeast, aAAd 1 cvokevr) dev Sradé-
el GPS 1) padrogmvikd vAiukd. Qotdco, avtd dev onpaivel 0TL dev pmo-
peite va evromioete yeoypapikd arnd évo MP3 player. Eav ocuvdéeton

**anarsec.guide/posts/e2ee/
Popenstreetmap.org/
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popeTikd kOopo; Kot av Sev pmopoipe kav va JuA)Goupe yix évary G-
A0 KOO0, TWG HTOPOVHE VO TOV PTRGOUVE;

H épeon emkowovia petafd avtdvopmv atopwy eivon 1) faon kéOe
kowrng ekéyepong, eivon To onpeio ekkiviong KoveV ovelpwv Kkal Kot-
VOV aydvev. Xoplc adiapecordPnTn emikolvovia, £vag ay®ovog eva-
VT 0€ QUTOV TOV KOO0 Kol i TNV eAevBepia eivon advvartog. Ag Ee-
@opTwlovpe Aowdy ta smartphones kot ag cuvavtnBolue TpodcwITO
He TPOCKTO o€ i eE£YEPOT) EVOVTIOV UTOD TOL KOGHOUL! A yivoupe
oaveEédeykTol!

ano athens.indymedia.org®

Iapapmpa: Ipotdceig

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance® for
the purposes of incrimination®® and network mapping**. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France®: “So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken” and must remain so, even if it’s

switched off, we become a potential state informer..”

*athens.indymedia.org/post/1631201

»notrace.how/threat-library/techniques/targeted-digital-surveillance.html

®notrace.how/threat-library/tactics/incrimination.html

*notrace.how/threat-library/techniques/network-mapping html

Pactforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
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yvwpilouvv ol kuPfepviTeg yio Tor TOIPVLE TOUG, TOGO KaADTEPX [ITO-
POV VO T KUPLAPYTICOLV — LE CUTH) TNV £VVOLX, 1) TEXVOAOYio 6TO O0-
VOAO TG eivan éva Loxvpd epyaieio eAéyyxov yia va tpofAéyel ko é-
TOL VO AOTPEYEL TOLG avOpOTOLG ad To Vo evebovy yix va emiTe-
Bolv oe avTd oL TOLG KUTOMIELEL.

Avté T smartphone gaiveton vo ypetbllovtol Aiyo teplocotepo oo
Alyn nAextpikr) evépyela... 2T YeVid pag, 1) 0Ol TOVAGXLIOTOV YV&-
pile Evay kOGO Ywpig smartphones, propel va vT&pyoOLY KO pept-
kol avBpwmoL mov kaToAafaivovy yix TL TPaYHK PAK®D, TTOL eE0Ko-
AovBolv va E€pouv TTag eivan va EXeELg Pla oLTNTNOT XWpPIg Vo KOLTHG
0 TNALPWVO TOug kéBe TpLhvTa SeLTEPOAEMTA, VO YAVEC KL KOLL VOL O
VOKOAOTTTELG VR PEPT) e QUTOV TOV TPOTO 1) val cLTNTAG KATL XWPig
Vo pTEG opéowg v Google yia tnv andvinon. AAA& dev BéAw va ¢-
moTpéYw oto moapeAbov, Taporo mov dev Bu rav duvatd oVTHG 1)
OAAG, aAAL 000 epLoTOTEPO 1) TEXVOLOYia dieladvel otn {wh) pog,
600 o dUoKoAO Yiveton va TV kataoTpéYoupe. Ti yiveton av eipo-
ote pio amd TIg TeAevTaieg YEVIEG TTOU PITOPOTY VI GCTUUATIIGOVY KUTH
v eEEMEN TV avBpOTwV o TANPOG EAEYXOHEV POUTTOT;

Ko 11 yiveton av kémowx otiypny dev Pmopécoupie v avTioTpEYoupe
outn) v eEMEn; H avBpomdtnta éxel ptdoel ot éva 1IoToplich vEo
otddio pe tnv texvoloyia. Eva otddio dmov eivon oe Béon var expnde-
vioer OAn v avBpomivr {wr (Ttupnviky evépyela) 1) va TNV TPOTOTOL-
foel (yevetikn) Tpomomoinom). To yeyovog autd vroypoppilel yior GAAN
Hit POPE TNV avAyKT) vor SPAGOUHE CTHEPE YL VO KATAGTPEYOUE OL-
v TNV Kowevia. [o va yivel auto, Tpémel vo oLVaVToovpe GAAOLG
avOpOITOUG KOL VO ETIKOLVOVIGOULE TIG LOEEC HOKG.

Aev elval TPOQAVEG OTL OV oVTL VOr JLAGE HETOED HOG, ETILKOLV(VOULLE
HOVO G€ UNVOHOTA TV TEVTE TPOTATEDY 1) AlyOTepo, Ba vtdpEouy po-
kpomtpoBeapeg emntooelg; IIpopavag oxt. IIpdta o *oAw, o TpdITOg
OV OKEPTOPAOTE eMNPEAlEL TOV TPOTTO TOL PIAKHE KOL XVTIGTPOPA - O
TPOTOG TOU HIAGYLE KOl ETTLKOLVWVOUHE e ped{el TOV TPOTO MOV OKe-
QTOpHaoTE. AV PLITOPOVHE VO AVIAAAXGGOUHE PHOVO TU TTLO CUVTOHE KOl
CUVOTTIKK UIVOHOTA, TG HTOPOVHE Vo HIAGHLE YL £VaY EVIEAWS dlo-
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oe Wi-Fi, nj xath mtpooéyyion tonobeoia TnG GLOKELNG AVATXPRY-
y1ig MP3 pmopei va tpocdiopiotei amd tn dievBvvon IP e

Iapapnpa: Evaviia 1o
smartphone

ano Fernweh (#24)”°

Eivon mavto pali pog, mévta evepyo, aveEaptnto amod 1o mob Bploko-
HOOTE 1) TL KAVOURE. MaG KpaTé eVIJEPOLS Y1 TO TAVTA KL YO O-
Aovg: TL kévouv oL Pilol HuG, TOTE PEDYEL TO EMOPEVO HETPO KO TTHG
B eivon 0 kapog adpro. Mag epovtilel, pog Eumvéel 1o Tpoi, Hog v-
mevOLPilel onpavTIKG pavTePoU Ko TAVTH PoG KOVEL. EEpEL Tar TTh-
VT YO EPAG, TTOTE TIYCVOUHE Yl DITVO, OV EPOGTE KL TTOTE, e
TTOLOVG EMIKOLVEVOULE, TTOLOL eivort oL KAADTEPOL PIAOL HOG, TL HOUOIKT
oKOUHE KoL o eivort Tor yoprm poc. Ko to povo mov {ntéel eivon Alyo
NAEKTPLKO pebpa oL Kol 7Tov;

Orav mepratiw oe pia teployxn 1 Taipve To peTpod, To PAénm oxedov
ot OA0LG, Ko Koveig Sev propel va avTéEel TePLOCOTEPO ATO PePLKE
devTepOrenta Ywpig va Tho el Hoviwd®g TNV TEETT TOL: TO KIvNTO
Byaivel, éva pvopa otédvetal, éva email eAEyyeTa, pix poTOYpopio
apéoel. To Balovpe maiL otV dxpr), éve cOVTOHO SAEPPL, Kl VO
‘HaoTe TOAL EePUANILOVTOG TIG ONpEPLVEG ELOT|OELG KOIL TOEKXPOVTOG
TL K&VOULV OAoL oL pidot...

Eivon 0 oOvTpo@og pog 0Tav eipaote 6TV TOLOALTY, 6T SOVAELA 1)
oTo oyoieio kol TpoPavmg Ponda oty katamoAépunon tng TANENG &-
v meplpévoupe 1) epyalopaote k.AT. Eivon iowg avtdg évag amd Toug
AOYOUG VI TNV ETLTUXIN OAWDV QUTOV TV TEXVOAOYIK®OV GUCKELGV, O-
T 1) Tpoypartikn {on eivon 1060 BapeTh Kol HOVOTOVY) TTOL HepLKd Te-
TPAYWVIKE ekaTocTd 000VNg eiva oxeddv TEVTH M0 CUVAPTACTLKA
oo Tov KOGHO Kot Tovg avBpomoug yopw pag; Eivan cav ebiopog (o1

*fernweh.noblogs.org/texte/24-ausgabe/gegen-das-smartphone/
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avOpwTOL £XOUV GlYOUPA CUPTTOHATA GTEPNOTG...) 1) EXEL YiveL akOun
KO(L LEPOG TOV OWHATOG Hag; Xwpig avtod, dev Eépoupe TALOV TOG var
TPOGAVATOALGTOVHE KoL ViwBoupe 0TL kK&TL Agimel; Emopéveg, dev eivon
TAEov pOVo Eva epyaheio 1) éva touyvidl, cAAG éva pEPOG LG TOL a-
okel emiong évav oplopévo EAey Yo TV PHOG, GTOV 0TTOL0 TPOCAPHO-
Covpe, yior TopaSELYHO, VO UV QUYETE OO TO GTTITL HEYPL VL (POPTL-
otel TANpwg 1) pratoapic; Eivon To smartphone to mpwto fripa yie vo
BoAwaoel T ypoppr) petafl avBp@dmov Kol popToT;

Ortav Aémovpe TL TPoPNTELOLY TEXVOKPATEG OAWY TV 100V (YuorAuk
Google, epputevpéva Tout KAL), paiveton oxedov oav v 0deboupe
7pog To va yivoupe cyborgs, avBpwrol pe epputevpéva smartphones
oL eAEYYOULE PEOw TV okéPedv pag (Léxpl v eAeyxBolv TeAkd ot
id1eg o1 okéYelg pug). Aev mpokahel £kAngn To yeyovog 0TL Ta péoa
HoCIKNG eVIHEP®ONG, Ol EKTPOGHITOL TNG Kuplapyiag, Hog deiyvouv
povo Tig OeTucég mTuyég avThg NG eEEMENG, aAAd eivan CUYKAOVIOTIKO
TO YEYOVOG OTL 0Xed0V kaveig dev appiofntel avtr tnv droyn. Eivou i-
O0WG TO TL0 TPeAO Ovelpo k&Be kuPepvrity: va propel va apokorovBet
TIg okéPelg ko TIg TPGEelg Tov Kabevog ovl mAoa GTLYHN KOl Vi TTo-
peppaivel apécwg oe mepinTwon omowcdnrote Sutopoyng. ATOALTH
EAEYXOHEVEG KO ETTLTNPOVHEVEG EPYUTIKEG HEALGTEG OV TOVG EMLTPE-
meton va Stokedalovv (sikovikd) wg avtapoPr), eved kérolot Alyol
kepdilouv.

Me 115 TephoTieg TooOTNTEG Sedopéviyv TTOL eival TALOV TOCO KHECK
SraBéoeg o omolovdnmoTte Kol amd OAOLG OTOLHdNTOTE GTLYHY TNG
NUEPOG, O KOWVWVIKOG EAEYXOG KOL T) ETLTHPTOT) EXOVV ETIONG PTACEL
o¢ £va evTeAMG vEo emtinedo. AuTod TP myaivel ToAL Tépa amd TV
THPOKOAOVON G KIVIITOV TNAEPOVOVY 1} TO KOGKIVIGHA UNVUUETOVY (6-
TG KT T Sidprelx Twv Tapoxdv Tov 2011 oto Hvwpévo Baoilero).
Me npocPoon ot évay amioTevTo OYKO TANPOPOPLOY, OL LI PECieg
TANPoPopLDVY eival oe Béam va opioouv TL eivan «pualoroyikod». Mmo-
poLV va kxBopicovy Toleg TomoBeaieg eivar «QUGIOAOYIKEG» Yot EHAC,
TOLEG ETAPEG elval «PLOLOAOYIKEG» K.AT. Ev 0Aiyolg, pmopobdv ypriyo-
PO VoL SLALTTLO TG OLY Kol oYEDOV O€ TPAYHATIKO XpOvo e&v oL GvBpw-
TTOL LTOKALVOUV IO TNV «KAVOVIKH» GURTEPLPOPA TOVG. AuTo Sivel ot
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Heplkovg avBpwmroug Tepiatia dbvapun, 1y omoia xproyomnoleiton 6mo-
Te LIaPYEL 1) evkaupia va emEeAnBoy amd avth Tn dvvopn (SnAadn
va TapoakorovBobv Toug avBpomoug).

H texvoloyia eivan pépog tng e€ovaiag, Tpoépyeton amd v efovoia
ko ypetleton eEovaio. Xpeldletal évag kKOGHOG 6TOV 0T0i0 oL avBpw-
1ol éyouv akpaic efovaia Y vor KATooTeL SUVATH 1) TOPOYWYT) KETL
oav to smartphone. OAn n texvoloyia eivon tpoidv Tov onpepvoL Ka-
TOMIEGTIKOV KOGHOU, givan PEPOG Tov kol Oa Tov evioyboel. 2Tov onple-
po kOG0, Timota Sev eivor ovdéTepo. MéxpL orjpepa, OAa 6oa £xouvy
oavamtuyBel 1) avamticoovtal éxovv oxediaotel yio vo emekteivouy
Tov éAeyyo kol va kepdicovv ypriparta. ITIoAAég amd TIg KavoTopieg
TV TeAevTainy dekaeTidv (0wg To GPS, n mupnviky evépyeia 1) To
SradikTvo) Tpoépyovtar akopn ko arevbeiog otd Tov otpatd. Tig me-
plocoTepeg PopEg aLTEG 01 OV TTUXEG TThve XEPL-XEPL, CAAK 1) «EUNE-
pio g avBpwmoTnTag» oiyovpa dev amotelel kiviTpo, edikd O6TOV
oVUTOOOETOL KITO TOV GTPATO.

Towg TaipvovTog TO TapAdeLYHN TNG XPXLITEKTOVIKNG HITOPEL VO OITEL-

Kovioel KaAUTepa K&TL TOGO TepimAoko 6060 1) TeXVoAoyio: g ThpoULpE
pioe &dela ko eYKaTaAEAEYPEVT) PUANKT), TL TTPETEL VOL YIVEL e QUTH TN
dopn extdG amd To va TV ykpepioovpe; H idix ) apyitextovike Tov, o
TOLYOL TOV, TO TUPATIPIITHPLY TOV, T KEALX TOV, TEPLEXOLV 1)1 TOV
O0KOTTO GLTOL TOU KTIPIOL: Vo PUANKITEL TOLG VO PHOITOVG KXL VI TOUG
KatooTpéPel Puyoroylkd. Ou NToy adbvato yio péva va {Now ekel, o-
TAG emeld) To KTiplo eivon kotamieatiko. Eivan To idio pe 0Aeg Tig Te-
XVoAoyieg TOU ONpHepX TOL PAG TaPOLOLALOVTOL WG TPOOSOG KAl (OG
K&TL oL K&vel T {wr) evkoAOTepr). ZyedkoTnray e Tnv Tpodbeon va
Bydhovv xpriporto kool voe poeg eAEyEouv, ko thvta Bo To pépouvv auto.
AveEaptnTo 0t 10 TOG K LITOTIOEPEVT OPEAT) GG TPOTPEPEL TO
smartphone cag, 6601 mtAovtilovv cLAAEYOVTaG Ta dedopéva oog Ko
nopokorovfovtag ooug Qo emweelobvrol TAVTH TEPLOGOTEPO Ao €-
0aG.

Av o710 opeABOV AeyoToav OTL «1) yvwon eivon SOvoapn», orjpepo mpé-
meL va elwBel 0TL «1) TAnpogopia eivan Suvopun». Oco meplocodTepa
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