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ITa Bepcus 3uHa ObLNa IMOCIeTHUIT pa3 06HoBIeHa 2024-04-23. 3aii-
IUTe Ha caiiT anarsec.guide/ru u mocMoTpuTe, HeT Ju 60Jiee IMO3THUX
penaKLuiL.

Cumsoxa ' o3Hauaer, UTO 3TOT TEepMUH ecTh B cioBape. Ai ferri corti.

AnarSec 3T0 pecypc KOTOPBII IIPU3BAH IIOMOYUb AaHAPXUCTAM OPHEH-
THPOBATHCA BO BpaKAeGHOM MIUpe TeXHOJIOTUII — rmoabopka mocoduit
o obecrieueHNI0 MGPOBOI 6€30IIACHOCTI M AHOHMMHOCTH, a TAKKe
10 IIPOBeeHUIO XaKepCKuX aTak. Bee mocobusa mocTynHb! B Buge OykK-
JIeTOB, UTOOBI X MOKHO OBLIO pacreuaTaTs U Gy YT MOCTOSHHO 06-
HOBJIATHCH.

3awmra

Tails

« OnepanuonHas cucrema Tails - st amapxucros
« JIyumme npaxtuku Tails

Qubes OS
+ Qubes OS for Anarchists
TenegoHsbi

« M36aBbest OT MINMOHA B TBOEM KapMaHe
+ GrapheneOS for Anarchists

O6wme Bonpocsl

+ Linux Essentials

» Remove Identifying Metadata From Files
+ Encrypted Messaging for Anarchists

+ Make Your Electronics Tamper-Evident
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SddextuBHaT KyTbTYpa 6e30IaCHOCTY' M BHUMAaHIE K 6e30IacHOCTI
Ha aKIMAX He IIO3BOJIAIOT PeIIPeCCUBHEIM CTPYKTypaM Y3HATh He
TOJIBKO O Halllell KOHKPEeTHOM HeJleTaIbHOM AeTeNbHOCTH, HO M O Ha-
1iIei1 )KU3HY, B3aMMOOTHOIIIEHNAX , cCXeMaX IlepeABIDKeHII U TaK Ja-
Jlee. ITU 3HAHUA ABAAIOTCA OTPOMHBIM IIPEUMYIIECTBOM IIPU 0TOOpE
oA03peBaeMbIX M BeleHMM LieJleHAIpaBIeHHOro HabmoneHus. B
3TOJI CTaThe MBI PACCMOTPMM HECKOJIBKO CTPATeruii, Kak yOUThb I10JIN-
LeJICKOTo B BallleM KapMaHe.

MecTomnonoxeHne Bamrero TexedoHa OTCIEKMBAETCA IIOCTOTHHO, I
3TM JaHHBIe COOMPAIOTCA YaCTHBIMIU KOMIIAHUAMM, UTO IT03BOJIAET
oMY 06XOAUTh He0OOXOAMMOCTh IoIyueHns opaepa. Mnentudn-
KaTophl 060pyaoBaHMA TesedoHa ¥ MHPOPMAIUA O COeMHEeHNN® pe-
TUCTPUPYIOTCA KaKIOM BBILIKOM COTOBOM CBA3M, K KOTOPON IIOJKIIIO-
yaeTcd Baml TesxedoH. Takme xakepcKkme cepBMCE, Kak Pegasus®, neia-
0T ITOJIHYI0 KOMIIPOMETAIMIO TeledoHa JOCATaeMOI fake I MeCT-
HBIX IIPAaBOOXPAaHUTEIBHBIX OPTaHOB U IBIFIOTCA «zero-click», To ects
He 3aBMCAT OT HAXKATNA Ha CCBUIKY MM OTKpBITUA (aiiia JiId B3jIoMa
tenedona. C Apyroil cTOpOHSEI, ITOCIE TOTO Kak 6ojee 30 IIOKOTOB B
HeO6O0JIBIIOM ropoake B0 ®PpaHINI OCTATNCH HEPACKPBITEIMU, CIIEN0-
BaTeJIN IT0KATOBANICH®, UTO « HEBO3MOKHO JCIIOJIb30BATh JaHHEIE
Tesle()OHOB JUIM PeTUCTPALMOHHEIe JaHHEBIe aBTOMOOMIIell, ITIOTOMY
uTO OHM paboTaroT Ge3 TesehOHOB U aBTOMOOILIEN! »

B XoJie HelaBHel pEHPECCI/IBHOﬁ onepaul/n/[7 IIPOTUB aHAPXIVICTA I10-
JIMNOVIA B PEXKIIME PEATTPHOTO BpEMEHN OTCIECKIMBAJIA I'€OJIOKALIO
Q)HMH-TEJICQ)OHEI II0JO03PEBAEMOT0 N COCTaBILJIA CIINMICOK BCEX, KOMY OH

‘notrace. how/blog/a-base-to-stand-on/baza-na-kotoroi-mozhno-stoiat.html
*notrace.how/threat-library/techniques/network-mapping html
*vice.com/en/article/m7vqkv/how-fbi-gets-phone-data-att-tmobile-verizon
*anonymousplanet.org/guide html#your-imei-and-imsi-and-by-extension-your-
phone-number
*amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-
catch-nso-groups-pegasus/
*actforfree.noblogs.org/post/2022/04/17/grenoblefrance-these-saboteurs-of-the-
ultra-left-have-been-elusive-for-five-years/
"notrace.how/resources/ru/#ivan



for the throne in waiting». The Tor network can be accessed through
the Tor Browser on any operating system. The Tails** operating
system forces every program to use the Tor network when accessing
the Internet.

For more information, see Tails for Anarchists®® and Privacy Guides®’.

To understand the limitations of Tor, see the Whonix documentation®®.

Two-Factor Authentication (2FA)

Two-factor authentication (or «2FA») is a way for a user to identify
themselves to a service provider by requiring a combination of two
different authentication methods. These can be something the user
knows (such as a password or PIN) or something the user has (such as
a hardware token or mobile phone).

VolIP (Voice over Internet Protocol)

Google Voice is a well-known and insecure VoIP service; this
technology routes your calls over the Internet (as Signal does) instead
of using standard cell tower transmission. Unlike Signal, VoIP allows
you to receive calls from anyone, not just other Signal users. The
advantage of using VoIP for calls over a data plan is that you can
create different numbers for different activities (one for bills, one for
signing up for a Signal account, etc.), and you never need to turn off
Airplane mode. The advantage of using a data plan instead is that you
can use it away from Wi-Fi, at the cost of geolocation (i.e. it will be
possible for your service provider and possibly other parties to know
where your device is at any given time).

>*anarsec.guide/glossary/#tails
>*anarsec.guide/posts/tails/#tor
"privacyguides.org/en/advanced/tor-overview/
**whonix.org/wiki/Warning
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3BOHIWIL. XOPOILIO M3BECTHO, YTO IIONOOHAA CJIeXKKa — He PeKOCTh, U
BCe e MHOTMe TOBAapUIIY HOCAT ¢ cO00IT MOOIUIBHBIN TesrehOH, Kyaa
OBl OHM HM ITOIILIN, JUIM JeJNaloT He3aln@poBaHHBIe 3BOHKM JPYTUM
aHapXJICTaM.

MBI cunrtaeMm, uTo 06eMX ITUX MPAKTUK cleayeT nsberars. [aBaiite
He OymeM o6xeruaTs paboTy IMOIMLNY U CIIEICITY>K0, Bpyuas MM Ha
OmIoeuxe ¢ roxy6oif KaeMOUKOJ HAIIY COIMATIbHbBIE CETU U VICTOPUIO
reosokanuu. Eciiu BB He BRIXOAUTE U3 AOMa C Tele(hOHOM, TIONNIINI
npuaercsa IpuberHyTh K (pMU3MUecKOMy HaOJIONeHNIO, UTOOBI OIIpeie-
JIUTH Ballle MECTOHAXOXAEHNe, UTO TpeOyeT 3HAUNTEIbHBIX PECYPCOB
¥ MOXeT O5ITh 06HapyxkeHo. Eciu 3a Bamu 6ymer ycraHoBIeHO P13n-
yeckoe HabMIOfNeHMe, TO IIEPBBIM IIIATOM CJIe{OBATeld CTAHET U3yde-
HIIe BAILIETO «IIPO(UIIA IepeBIDKEHNA», A ICTOPUS T'e0JIOKAI{NM Ba-
1rero TexedoHa naeT MogpobHOe MpeACTaBIeHME O BAILINX eKeTHEB-
HBIX MaplIpyTax.

HexoTophle aHapXMCTHI OTBEUAOT Ha IIPOOIeMBI cO cMapToHaMm
TeM, UTO MCIIOJNB3YIOT I 0OLIeHNs OpyT ¢ ApyroM ¢unim-reredoHsI
(o6BIUHBIe MOOVIIBHEIE TeleOHBI, He CMapT(hOHBI) MM CTAI[MIOHAD-
HBIe TeJepOHBI, HO 3TO He Jyulllee perreHMe. ®inmn-reredoHs! u cra-
IMOHApHBIe TeledOHBI He MOAAEPKUBAIOT IIN(PPOBAHHYIO CBASB,
II03TOMY T'OCY[apCTBO Y3HAET, KTO ¢ KeM I O ueM pasroBapusaer. Oc-
HOBHaf I[eJIb IleJIeHAaIIPaBIeHHO CJIeKKI — COCTABUTh KapTy COIM-
QJIBHOIL CeTH I1eJIN, UTOOBI BBIABUTH APYTHe Lelu. ENHCTBeHHBIIT
croco6 nsbekaTh epegaun 3Toil MHGOPMAIUM HAILIMM BparaM — MC-
IIOJIb30BATh TOJIBKO 3alimppoBaHHBIE CpefcTBa® NI OOIIEeHN C APY-
TYIMM aHAPXJMCTAMI C IIOMOIIIBIO TEeXHOJIOT M.

Hopmanuzanys IocTOSHHOI CBA3M B JOMUHNPYIOIieM 00IIeCTBe
npuBesia K TOMY, UTO HEKOTOphIe aHAPXMCThI IIPABIJIBHO OTMEUAIOT,
uTO MeTafaHHbIe' Tele)OHHBIX Pa3TOBOPOB IOJIE3HBI I CIeoBaTe-
seit. OMHAKO BBIBOJ, KOTOPBIII HEKOTOPHIE AeJaloT U3 ITOM MBICIN —

*anarsec.guide/posts/e2ee/



YTO MBI JOJIKHBI «HUKOIZIA He BBIKJIIOUATh TexedoH»’ , — BeeT Hac B
HeBepHOM HampasieHuu. Ilo ux roruke, Baiie B3aMOAeIICTBUE C
TexHoJXoruei GopMupyer 6a30ByI0 MOJENb MeTaTAHHBIX, & MOMEHTBI,
OTKJIOHAIOIMECH OT 3TOI 6a30BOII MOJEINN, CTAHOBATCH IIOJO03PU-
TEJIBHBIMM, €CJIM OHU COBIIaal0T C MOMEHTOM COBEpIIeHUS Aeii-
CTBYS, KOTOPOe MOXKeT OBITh MCIIOIb30BAHO CIeOBATENAMM AN BBI-
ABJIEHNA ITOf03peBaeMbIX. XOTd 3TO U BepHO, TOpasao OoJee JIOTUeH
IPOTUBOIOJIOKHBII BBIBOM: aHAPXMCTAM ClIeAyeT MUHUMU3MPOBATh
cosmaHue NIAGIOHOB MEeTAJAHHEBIX, K KOTOPBIM MOTJIY ObI IIOIYUNTE
IOCTYII CIeJOBaTel.

Harum cesasu ¢ I/IH(bpaCTPYKTypaMI/I TOCIIOOCTBA OJOJIZKHBI OCTaBaThCA
HEIIPO3pAaUHBbIMMN M HEIIPEACKA3YEMBIMH, €CIINT MBI XOTUM COXPaHHTDH
CIIOCOOHOCTh HAHOCUTh YAAapkI I10 Bpary. qTO, €CJIN pa3BeKa, Heo0-
xoamMmast AJId IIpOBEACHNA aKINI, 3aHIMaeT uem)n?[ YI/IK-SHJI?

Wnu pasarite HauHeM ¢ pocToro (akTa, uro TeixedoHBI HYKHO
OCTaBIATH [OMAa BO BpeMs JelCTBUSI — 3TO CTAHOBUTCI UCKIIOUEHUEM
13 11abJI0Ha, eCIM B OCTATLHOM TeleOHBI CONPOBOKIAIOT HAC Be3Je,
KyZa ObI MbI HU ITOILTY. B HOpMaTUBHO KUSHU «BCETra HA CBA3M»
m060e U3 3TUX U3MeHeHUT MeTafaHHbIX Oymer 6pocaTscd B I1asa, HO
3TO He TaK, €CJIM BbI OTKA3bIBaeTeCh OBITh IOCTOAHHO IIOTKIIOUECH-
HEBIM K ceTit. YTOOBI MUHNMHU3HPOBATH CBOII METaNaHHBI CJief,
BBI JOJDKHBI II0 YMOJIUAHUIO OCTABIATH TexedoH qoMa.

TenedoHbI KOTOHM3NPOBATIY IIOBCENHEBHYIO KU3HB, IOTOMY UTO JIIO-
IAM BHYIIVUIN, UTO OHY HYXKHAIOTCA B CUHXPOHHOM OOLLIEHNN B KaXK-
IBII MOMEHT BpeMeHN. CuHXpoHHas' o3HadaeT, UTO ABe 1IN Goyee
CTOPOHEI OOIIAIOTCA B PeXKIIMe PeaIbHOTO BpeMeHI, B OTJINYMe OT
ACUHXPOHHOU', HATIpUIMeD 3JIeKTPOHHOII IIOUTEI, Iie COOBIIeH NS OT-
NIPaBJIAIOTCA B pa3HOe BpeMd. ITa «IIOTPeOHOCTb» cTala HOPMOIL, HO
el CTONT IPOTUBOCTOATh B aHAPXJICTCKOM IIpOCTpaHCTBe. AHapXUA
MO>KeT OBITh TOJIBKO aHTUMHIYCTPMATIBHOI’. MBI MOJDKHBI HAYUMTh-

*a2day.org/nikogda-ne-vyiklyuchay-telefon-novyiy-podhod-k-kulture-
bezopasnosti/
“theanarchistlibrary.org/library/bismuto-beyond-the-moment#toc1
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Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals*®, and vulnerabilities*’,
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack®’) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity
of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library*?,
Defend Dissent: Digital Threats to Social Movements®* and Defending
against Surveillance and Suppression®.

Tor network

Tor>* (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders

**anarsec.guide/glossary/#security-goal

“anarsec.guide/glossary/#vulnerability

**anarsec.guide/glossary/#ddos-attack

*'notrace.how/threat-library/

>*open.oregonstate.education/defenddissent/chapter/digital-threats/

>*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

>*torproject.org/
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For more information, check out Encrypted Messaging for
Anarchists*, and Defend Dissent: Protecting Your Communications**.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to
create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files*
and Defend Dissent: Metadata®®.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Synchronous communication

Unlike asynchronous communication®’, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as «peer to peer».

“anarsec.guide/posts/e2ee

“open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

“anarsec.guide/posts/metadata

*open.oregonstate.education/defenddissent/chapter/metadata/

*"anarsec.guide/glossary/#asynchronous-communication
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cd XKUTh Oe3 yooOCTB, IIpofaBaeMbIX HaM TeJIeKOMMYHMKAIVIOHHBIMI
KOMITAaHMAMIU, MBI JOJDKHBI 3alIUTUTD (VTN BO3POANTD) HAIITY CIIO-
COOHOCTB KITB Ge3 ITOCTOAHHOTO MogKIIoueHnd k MuTepHeTy, O3
AITOPUTMIYECKUX YKa3aHUII B peaIbHOM BpeMeHU 1 6e3 OecKoHeu-
HOII TMOKOCTY, IIO3BOJAIONIell MEHATH IIaHBI B ITOCIeJHIOI0 MUHYTY.

Eciut BBI penimnm nConbp30BaTh TexedoH, YTo6bI MAaKCHUMAIBHO 3a-
TPYAHUTD IPOTUBHUKY €0 Ie0JIOKALNIO, IIepexBaT COOBIIeH I WiIn
B3JIOM, ucronb3yiire GrapheneOS* . Eciiu MBI JOTOBOPMMCS MCIIOJIb-
30BaTh TOJIBKO 3aIn@poBaHHbIe CPEACTBA CBA3M' IS 001IIe-
HIIS ¢ APYTYIMM aHAPXMCTAMM, TO 3TO MCKIIOUNT UCIIOJIb30BaAHME
¢bun-renxedoHOB U CTAMIOHAPHBIX TeJle(hOHOB.

GrapheneOS — equHcTBeHHad oIlepallOHHAs CUCTeMa I cMapTdo-
HOB, KOTOpas obecIleunBaeT pasyMHYI0 KOH(PMIeHIMAIBHOCTE U Oes-
OIIaCHOCTb.

Y1061 HPeFOTBPATUTD OTCIEKUBAHIE BAIINX IePeMeleHNIA,
oOpaaiitech co cMapT(OHOM KaK O CTAIMIOHAPHBIM Texedo-
HOM U OCTABJIANMTE €ro JoMa, KOTraa Bac HeT qoma. [{ake eciu BbI
JCIIOJIb3YyeTe aHOHMMHO npuobpererHyto SIM-kapry, ecau B 6yny-
IifeM OHa Oy/eT cBA3aHa C Balllell IMUHOCTHIO, y IIOCTABIIMKA YCIYT
MOKHO 6yJeT 3aJHIM YMCIOM 3allpOCUTh NaHHbIEe 0 reookanmu. Ec-
JIV BBI UCIIONIb3yeTe TeedOH TaK, KaK MBI peKOMeHyeM (KaK yCcTpoit-
cTBO, paboraroiiee ToIbKO uepe3 Wi-Fi'* u nmocroanHo Haxogd1eecs
B aBUApeXyMe), OH He OyaeT IMOAKIIOUATECA K BBIIIIKAM COTOBOI CBSI-
3u. HemocTaTouHO 0CTaBIATH TestehOH AOMA TOJIBKO TOTAA, KOTAA BBI
cobupaerech Ha BCTpeuy, JEMOHCTPALNIO WM MEPOIIPUATIE, IIOTOMY
uTO 3TO OyeT OTKJIOHEHMEM OT Ballleyl OOBIYHOM MOAEIN II0BEJeHIST
¥ TIOCIYKUT IPU3HAKOM TOTO, UTO B 3TO BpeMs IIPOMCXOIUT IIpe-
CTYIIHAs AeATeIhHOCTb.

Ecyyt BBI He cunTaeTe, UTO BaM HyKeH «3aIlIM(pOBaHHBIN CTALVO-
HapHBII TelxedoH», BRI MOKeTe XKUTh coBceM Oes TexedoHa. Cireqyro-

“anarsec.guide/posts/grapheneos/
anarsec.guide/posts/e2ee/
Panarsec.guide/posts/grapheneos/#what-is-grapheneos
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e CTpaTermy MMHIIMI3aln HOTPE6HOCTI/I B TeJIE(bOHaX OCHOBAHBI
Ha MCIIOJIb30BAHNN KOMIIBIOTEPOB, TN€ CMHXPOHHA CBA3b TAKXKE BO3-
MOXHA, HO boiee OTpaHNYIECHA.

Biopokparusa

MHorne GI0poKpaTHuecKue yupeKaeHusI, C KOTOPBIMI HaM IIPUXO0-
IOUTCS MIMeTh JeJI0, He IT03BOJILIOT KUTh Oe3 TexedoHa: 3ApaBoOXpa-
HeHe, GaHKOBCKOe feio u T. 1. ObiieHne ¢ 610pokpaTueil He 0613a-
TEJIBHO JOJDKHO OBITh 3aIM(pPOBAHO, I09TOMY BbI MOXKeTe UCIIONb30-
BaTh npwioxenue Voice over Internet Protocol (VoIP)'. 9to mossoant
BaM COBepIlIaTh TededOHHbIe 3BOHKY uepes IHTepHeT, a He uepes co-
TOBBIE BBILLIKMA.

Jro6oe npunoxenne VoIP, mocTymHoe Ha KOMIBIOTEpE, BIAETCI
ACMHXPOHHBIM, [I0TOMY UTO OHO He 3BOHUT, KOIJa KOMIIBIOTED BhI-
KJIIOUEH — BBI [0JIaraeTech Ha (PYHKIMIO TOJIOCOBOM IIOUTHI AJIA BO3-
Bpara IpoITyIieHHbIX 3BOHKOB. Hanpumep, Takoit cepBuc, Kak
jmp.chat™, mpemocrasnger Bam VoIP-HoMep, KOTOPHIiT BBI MOKETe
OILIATUTH B OMTKOJIHAX, U BBI COBEpIIIAeTe 3BOHKM C IIOMOILIBIO
XMPP-npunosxenus — Cheogram® pabortaeT XopoIiio.

VoIP 06BIUHO MOAXOMNT AJIA JTI000I ABYX(aKTOPHOI ayTeHTUdIKa-
uu’ (2FA), koTopast Bam HyxHa (KOTJa cepBHC TpeOyeT IOTyUUTh
CIIyJaifHBI HOMep JJIT BXoAa B cucTeMy). Ellte omHuM BapuaHTOM
ABJIAIOTCAOHIAITH-TelepOHHbIe HOMepa'®.

Xota 00BIMHO 3T0 Hopoxe, ueM VoIP, BbigeneHHbII TemedoH 1IN cTa-
LIMOHAPHEI TeedOH TAKKe XOPOIIO ITOAXONUT IJII COBEPIIEHUT 1
npuema «OIOpOKpaTUUeCKUX» 3BOHKOB M3 JOMa, KaK, HallpuMep, YIIO-
MSHYTBIX BBIIIIE.

*kicksecure.com/wiki/
Mobile_Phone_Security#Phone_Number_Registration_Unlinked_to_SIM_Card

Ycheogram.com/

**anonymousplanet.org/guide html#online-phone-number
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See When to Use Tails vs. Qubes OS*. We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists®®
Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

MNpunoxenune: Cnoeapsb

Asynchronous Communication

Unlike synchronous communication®, both parties do not need to be
online at the same time. This relies on some sort of server to store
messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

End-to-end encryption (e2ee)

Data is encrypted* as it travels from one device to another — endpoint
to endpoint — and cannot be decrypted by any intermediary. It can
only be decrypted by the endpoints. This is different from «encryption
at rest», such as Full Disk Encryption*’, where the data stored on your
device is encrypted when the device is turned off. Both are important!

*’anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
**anarsec.guide/posts/e2ee/

*anarsec.guide/posts/tamper/
*anarsec.guide/glossary/#synchronous-communication
“anarsec.guide/glossary/#encryption
“anarsec.guide/glossary/#full-disk-encryption-fde

17



«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket®.

Your Computer

Operating system®’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network®!. See Tails for Anarchists** and Tails Best
Practices®.

Operating system**: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials*’. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists®®.

*anarsec.guide/glossary#operating-system-os
*lanarsec.guide/glossary#tor-network
*2anarsec.guide/posts/tails/
**anarsec.guide/posts/tails-best/
**anarsec.guide/glossary#operating-system-os
*anarsec.guide/posts/linux
*¢anarsec.guide/posts/qubes/
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Cesasb

Uto6b1 He HOCUTH ¢ c060it TeredoH MOBCIOAY, HEOOXOAMMO U3MEHNUTh
crioco6 ob11eHNA, eIy BEI yoKe momnanu B cetn’’. HameperHoe cBefe-
HIe K MIHIMYMY [I0CPeJHIYECTBA S9KPAHOB B HAIIIMX OTHOIIEHWSIX —
LieHHad 1eIb caMa I10 cefe.

Hcnonp3oBaHme «3alIMPPOBAHHOTO CTAIMIOHAPHOTO TeseOoHa» I
coBepliIeHNd Tesle()OHHBIX 3BOHKOB I KOMITBIOTepa JI1 o6MeHa 3a-
mQpPOBaHHBIMY COOOIEHMAMIY IT03BOJIAeT HaM M36e:KaTh HECKOH-
YaeMOoro IIOTOKA YBeJOMIEHII Ha yCTPOIICTBe, KOTOPOe BCerja HaXo-
JUTCA O] PYKOIL.

Ham BceM He noMenrano 6b1 BHIMATEIBHO IIOCMOTPeTh Ha MOHO-
KyJBTypy I'PYIIIIOBBIX UaTOB Signal, KoTopad saMeHMIa JINMUHbIe
BCTpeul B HEKOTOPBIX UACTAX aHAPXMCTCKOIO IIpocTpaHcTBa. To, UTo
KyJBbTypa CMapT(POHOB 3aXBaTIUIA OPTAHM3ALNIO OTHOILICHNIL, IIPH-
Hy’KJaeT Hac K 0eCKOHEUHBIM BCTpeuaM, 32 KOTOPBIMY OTHOCUTEIBHO
JIeTKO HabII0aTsh.

Tem He MeHee, 3amn$pPOBaHHEBIE COOOIEHNT MOTYT OBITH ITOJI€3HEI
I OIIpefiesIeHN OaThl M BpeMeHU BCTPeUM WIIM LA IIPOEKTOB, BBI-
nosHAeMBIX Ha paccrogaum. CMm. «Encrypted Messaging for
Anarchists»*®, rme onmcaHbI pasIMUHbIe BAPMAHTHI, IOAXONAIIINE I
aHAPXMCTCKOI Mofean yrpos®.

DKCTPEHHbIE 3BOHKM

IIpoxo:xuil Ha yJInIle 4acTo OJOJUKUT BaM CBOIL TeledoH, UTOOHI ce-
JIaTh CPOUHBII 3BOHOK, €CJIU BBI CKa)KeTe eMy, UTO B BallleM paspaau-
sack G6atapes. [[4 MOTydeHNA S3KCTPEeHHBIX 3BOHKOB, €CJIM BBI He MO-
JeTe JO3BOHUTHCA, KaK OINICAHO BBIILIe, MBI MOXeM 3aXOJUTh APYT K
IOpYTy B TOCTM VIJIN 3apaHee JOTOBAapMBAThCA O BCTpeUe ¢ IIOMOIIBIO
mm@poBaHHBIX coobueHmit. Kakue ciieHapuy Tpe6GyIoT, UTOOBI BBI

"theanarchistlibrary.org/library/return-fire-vol-4-supplement-caught-in-the-net
anarsec.guide/posts/e2ee/



OBLIM T'OTOBHI IPVMHATEH 3BOHOK B JII06011 MoMeHT? Eciiu oHM feitcTBuI-
TEJIbHO CYLIeCTBYIOT B Balliell >KM3HM, BBl MOKeTe OpTaHM30BaTh UX,
He IIPOelpPYyA 3Ty CPOUHOCTD Ha BCe OCTANbHEIE chephl U MOMEHTHL.

HanpaesneHus

Kymnure 6ymMakHyIo KapTy Balllero paifoHa M HocuTe ee ¢ coboir. [Ina
JIMTeIbHBIX IT0e30K JUIM IT0e3[0K, B KOTOPBIX BaM HY>KHEI yKasa-
HM4, ucnonb3yiite OpenStreetMap'®, uTo6pI OTMeTUTD UX 3apaHee.

My3bika M NOAKAaCTbI

o cux mop BeinyckaroT MP3-nineepsl! 3a ropasno MeHBIIYIO LIEHY
BBI MO>KeTe CJIYILIATh MY3BIKY M IIOJKACThI, HO B ycTpoiicTBe HeT GPS
u pagyo. OgHAKO 3TO He 3HAUMT, UuTo MP3-1teep He cMoskeT ompene-
JIUTH Ballle MecTonojoxeHue. Ecau oH noaxiniouaetca k Wi-Fi, mpu-
6MM3UTeNbHOE MecTOIOoN0KeHe MP3-11reepa MO>KHO OIIpeeIUTh 10
ero IP-agpecy.

MNpunoxenue: MNpotue
cMapTdoHa

Om Fernweh (#24)%°

TenedoH Bcerga ¢ HaMu, BCerfa BKIIOUEH, HE3aBUCUMO OT TOTO, Te
MBI HaXOQMMCA U uTo AenaeM. OH JepKUT HAc B Kypce BCEro U BCeX:
YTO [eNMaloT HAIM APY3bd, KOTAA OTIIPABILeTCA CIeAyIoliee METpo 1
Kakas rmoroga 6yzaer saBrpa. OH 3ab6oTuTca 0 Hac, GyIUT IO yTpaMm,
HAIlOMMHAET 0 BOXHBIX BCTpeuax U Bcerga cayuaer Hac. OH 3Haer o
HAC Bce: KOTJa MBI JIOXKUMCA CIIaTh, TAe MbI HAXOAUMCS U KOTAa, C
KeM 00I11aeMcs, KTO HAILIM JIyUIllie APY3bid, KAKYI0 MY3bIKY MBI CIy-

Yopenstreetmap.org/
*fernweh.noblogs.org/texte/24-ausgabe/gegen-das-smartphone/
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MNpunoxeHune: PekomeHaaumnm

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance® for
the purposes of incrimination®® and network mapping**. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France®: «So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken» and must remain so, even if it’s
switched off, we become a potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»®.

Your Phone

Operating system?®”: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists?. If you decide to have a phone, treat it like an

#notrace.how/threat-library/techniques/targeted-digital-surveillance.html
¥notrace.how/threat-library/tactics/incrimination.html
*notrace.how/threat-library/techniques/network-mapping html
Pactforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
**notrace.how/threat-library/mitigations/digital-best-practices.html
*’anarsec.guide/glossary#operating-system-os
*anarsec.guide/posts/grapheneos/
#anarsec.guide/posts/nophones/
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HMIL, CIIOCOOHBIX OCTAHOBUTD 3BOJIIOLIMIO YeJIOBeKa B ITOJIHOCTBIO KOH-
TpoJupyemMoro pobora?

U uto ecau B KaKOJ-TO MOMEHT MBI OKa)KeMcsI He B COCTOIHMM 00pa-
THUTb 3TO Pa3BUTHE BCILATH? YeI0BeUeCTBO JOCTUIIO UCTOPUYUECKN
HOBOTO 3Talla Pa3BUTUA TEXHOIOIUIL. JTAIll, Ha KOTOPOM OHO CII0CO0-
HO YHIUTOXUTD BCIO UeJIOBEUECKYIO KUSHD (AIepHas SHepIud) MU
MoauUIPOBATh ee (FreHeTUUecKye MAHUTIYIIAIMY). ITOT ¢akKT elife
pas moquepKMBaeT He0OXOAMMOCTD AeJICTBOBATD YK€ CEerOH, UTOORI
VHUUTOKUTE 3T0 00111ecTBO. [ 3TOr0 HaM HYKHO BCTPEUAThCH C
JIIOOBMU M JOHOCUTH N0 HUX CBOUM MIEN.

PasBe He OueBMIHO, UTO €CIU BMECTO TOTO, UTOOBI pa3rOBAPMBATE
IOPYT ¢ APYTOM, MBI OyeM OOILIaThCA TOMBKO COOOIEHUAMMN U3 AT
NpeIOKEeHMIT VIV MeHbIIIe, TO 3TO IIPUBENET K HOJITOCPOUHEBIM II0-
cnepcreuam? Cynd mo Bcemy, HeT. [Ipexxae Bcero, To, Kak MBI AyMa-
eM, BIMIeT Ha TO, KAK MBI TOBOPMM, K HA060POT — TO, KAK MBI TOBO-
puM U obliiaeMcd, BIMIET Ha TO, KaK MbI fyMaeM. Ecam MbI MokeM
06MEeHUBATHCA TOJBKO CAMBIMU KOPOTKUMU M JAKOHWYHBIMU COO06-
II[eHVAMMU, KaK MBI MOKEM TOBOPUTD O COBEPIIIEHHO APYroM Mupe? A
€CJIM MBI Jjake He MOKeM F'OBOPUTE O APYTOM MMpE, KaK MbI MOXKeEM K
HeMY IIpUOIU3UTHCA?

IIpsimoe oObIieHIE MEXAY ABTOHOMHBIMY JIMUHOCTAMY — OCHOBA JIIO-
60ro COBMECTHOI'O BOCCTAHNS, 3TO OTIIPABHAS TOUKA OOLLIMX MeuTa-
Huit 1 0611itelt 60pbOEL. Bes HemocpemcTBeHHOTO 061teHIA GOpHOa
IIPOTUB 3TOT0 MUpA U 32 CBOGOY HEBO3MOKHA.

Tak naBaiire >xe M36aBUMCI OT cCMapTGOHOB U BCTPETUMCS JIUIIOM K
JIUIY B BOCCTAHUM ITPOTUB 3T0r0 Mupa! [laBaiite cTaHeM HeyIIpaBiIg-
eMpIMHU!

¢ a2day.org”

*a2day.org/izbavsya-ot-shpiona-v-tvoem-karmane
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O1a€M M UeM YBJIEKa€MCA. 151 BCE, O U€M OH IIPOCUT, — 3TO HEMHOTO
JIEKTpMMIECTBA BpEMA OT BPEMEHI/I?

Korga s mporyausaiock o paiioHy MIN ey B MeTpO, I BIDKY 3TO IIO-
UTH ¥ BCeX, M HUKTO He MO)KeT IIpoAep;KaThCA JOJIbIIe HeCKOIBKIIX
ceKyHJ 6e3 TOro, UToOBI CYHOPOKHO He IOTTHYThCA K KapMaHYy: J0-
CTaTh MOOVIIBHEII TeJeOH, OTIIPaBUTE COOOIeHNe, IIPOBEPUTh
JIEKTPOHHYIO II0UTY, IIOCTaBUTH Jaiik ¢ororpadym. Ero cHoBa you-
paloT, KOpOTKMUIL IlepephIB, M BOT MBI YKe CHOBa IIpOCMaTpHUBaeM ce-
TOOHAINIHNMe HOBOCTY M IIpOBepAeM, UeM 3aHMMAIOTCA BCe OPY3b...

9To Halll CIYTHUK B TyaJeTe, Ha paboTe JIN B ILIKOJE, M, OUeBUIHO,
OH IToMoraeT 60pOThCA CO CKYKOI BO BpeMd OKIIaHUsA, pabOThI 1 T.
I. Bo3M0O3KHO, 3TO O[IHA U3 IIPUUKH yCIleXa BCEX ITUX TeXHOJIOTHUUe-
CKIX YCTPOJICTB: peajbHas KI3Hb HACTOJIBKO UePTOBCKM CKy4YHA I
0qHO0Opa3Ha, UTO HEeCKOJIBKO KBaJPaTHBIX CAHTUMETPOB 3KpaHa I10-
YTH BCeT[a OKashIBAIOTCA O0JIee 3aXBAThIBAIOILIMIMUL, YeM MU U JIIOIN
BOKpYT Hac?

ITO KaK 3aBUCUMOCTS (y JIOAEN OIIpeIeleHHO OBIBAIOT CYMIITOMBI
OTMeHBL...) I 3TO JakKe CTAJO YacThIo Halllero Texa? Bes temedona
MBI yKe He 3HaeM, KaK COPMEeHTUPOBATECA, U UYBCTBY€EM, UTO UEro-TO
He xBaTtaer? To ecTh 3TO y)Ke He IPOCTO MHCTPYMEHT JWIN UTPYIIKA, &
YJacTh HAC, KOTOpas TakxKe OCYII[eCTBIIAET Hall HaMI OIIpe/esleHHbIN
KOHTPOJIb, K KOTOPOMY MBI IIPHUCIIOCa0anBaeMcs, HAIIPUMeD, He BbI-
XOAS 3 A0Ma [0 IOJIHO 3apAaKM aKKyMyJaTopa? SBisgercsa 1u
cMapT(OH MEPBBIM LIATOM K CTUPAHNIO TPAHY MEXAY UeIOBEKOM U
po6orom?

Korpa MBI BUAMM, UTO MPOpOUAT TEXHOKPATHI BCeX MacTell (OUKM
Google Glass, BXXKUBI€HHBIE UNUIIEI U T. [.), K&XKETCS, UTO MBI JBVKEM-
¢ K TOMY, UTOOBI CTaTh KUOOpramu, JI0AbMHU C BKUBIEHHBIMU
cMapTPoHaMU, KOTOPBIMM MBI YIIPABJIAEM C IIOMOIIBIO HAIIINX MBIC-
Jeit (IOKa HAIIM MBICJIM CAMM He CTAHYT OKOHUATEJIbHO YIIpaBide-
meivmu). HeyaueurenbHo, UTo cpefcTBa MaccoBOI MHGOPMAIINY, BbI-
pasuTeIN TOCIOACTBRA, ITIOKa3bIBAIOT HaM TOJNBKO MOJIOKUTEIbHBIE
CTOPOHBI 3TOTO Pa3BUTUA, HO LHIOKMPYET TO, UTO IIOUTH HUKTO He CTa-
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BUT IIOf] COMHEHME 3Ty TOUKY 3peHNd. IT0, HaBepHoe, caMas cMeJiasd
MeuTa KaXOAOTO IMPaBUTeNA: MMeTh BO3SMOXHOCTD IIOCTOSHHO CIeOUTh
3a MBICJIAMM M OeMCTBMAMM Ka)KIOTo ¥ HeMeQJIeHHO BMeIlINBaThCA B
cryuae m060ro HapymeHus. IIoTHOCTBIO KOHTPOJIMpPYeMble I YIIpaB-
JgeMble paboulie ITUeJIkI, KOTOPBIM B KauecTBe BO3HATPAXKACHNA pas-
pellieHO HeMHOTro (BUPTYalbHO) Pa3sBIeUbCs, II0KAa HECKOJIBKO YeJo-
BeK ITOJIy4aloT PUOBLIb.

C orpoMHBIMU 06BEMaMU JAHHBIX, KOTOpbIE Tellephb TAaK JIETKO I1OJIY-
YNTH OT BCEX U KAKIOTO B JIF000€ BpeMs CYTOK, COIMATbHBIN KOH-
TPOJIb U CJIEKKA TAK)Ke BBIIIUIM HA COBEPIIIEHHO HOBBI YPOBeHb. Te-
Ieph 3TO BBIXOAUT JATEKO 32 PAMKY IIPOCIYIIMBAHNA MOOYIIBHBIX
TeeOHOB MIM IIPOCMOTPA COOBIIteHMII (KaK BO BpeM: OecIIOpAIKOB
B Bennko6puranum B 2011 roxmy).

Vmes gocTyn K HEBEPOATHOMY KOJIUUECTBY MHGPOPMAIINY, CIIEIICITYXK-
OBI CTIOCOGHEBI ONIpeeINTh, UTO ABIIETCA «HOPMaTbHbIM» . OHI MO-
I'YT ONpeNeNTNTh, KaKie MecTa ABIAIOTCI « HOPMAaJIbHBIMM» NI HAC,
KakKue KOHTAKTHI ABIAITCA «HOPMAIBHBIMU» U T. 1. Kopoue rosops,
OHI MOTYT OBICTPO U IIOUTH B PEKMMe PeaTbHOTO BpeMeH! YCTaHO-
BUTH, OTKJIOHAIOTCA JIN JIIOAY OT CBOETO « HOPMAJIBHOTO» IIOBeHeHN.
9TO JaeT HEKOTOPHIM JIIOAAM OTPOMHYIO BIACTh, KOTOpAs MICIIONIb3Y-
eTcs IIpM KaKJOM yI0OHOM cirydae (HallpuMep, I CIeKKM 3a JIIONb-
mu). TexHOIOTMA — 3TO UACTh BIACTH, OHA MICXOOUT OT BIACTU U HYXK-
maercd B Hell. UYToOBI co3maTh UTO-TO Bpoge cMapTdoHa, Hy>KeH MUp,
B KOTOPOM JIIOAM 06JIaaloT OTPOMHOII BIACTBIO. Bee TexHOIOrMM AB-
JIAIOTCA IPOAYKTOM HBEIHEIIHEr'0 YrHeTAIOIero MUpa, ero YacThIo U
OyOyT yCUIMBATE €TO.

B coBpeMeHHOM MMpe HMUTO He SBJAgeTCA HeliTpanbHBIM. Ha cero-
OHAIIHWI AeHb BCe, UTO ObII0 MM paspabaThIBaeTcs, HAIIPABIEHO Ha
pacipeHne KOHTPOJIS U 3apabaThIBaHKe NeHer. MHoOre MHHOBA-
LMY TTOCTeTHMX JecaTuieTuit (Takue Kak GPS, anepHas sHeprernka
VJIM MHTEPHET) JaXke UCXOOAT HEITOCPeACTBEHHO OT BOeHHBIX. Yalrie
BCETO0 3TU JBA ACIeKTa UAYT pykKa 06 pyKy, HO «6IarococTogHme ue-
JIOBEUECTBa», KOHEUHO, He IBJISeTCI MOTUBAIIMEN, 0COOEHHO0 Koraa
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3TO paspabaThIBaeTcd BOCHHBIMU. BO3MOKHO, IIpuIMep apXUTEKTypPHI
MOKeT JIydullie IIPOVILIIOCTPHPOBATh CTOIb CIOKHYIO TEXHOJIOTMIO:
BO3bMEM IIYCTYIO M HEMCIIOAb3yeMYIO TIOPbMY, YTO MOKHO CHeJIaTh C
3TUM COOpYKeHMeM, KpoMe Kak cHecTH ero? Cama ee apXUTeKTypa, ee
CTeHBI, CTOpOsKeBBIe OAIITHII, KaMephI yKe COlepsKaT B cebe HasHaue-
HIIe 3TOTO 37aHMA: 3aKII0UaTh JIoAell B TIopbMy. CaMa ero apXUTeK-
Typa, ero CTEHBI, eT0 CTOPOsKeBbIe OAIITHM, eT0 KaMepHl yKe Cofep:KaT
B cee I1eJIb 3TOTO 3MAHNA: 3aKIIOUATh JIOAEI B TIOPEMY M YHIUTO-
KaTh UX IICUXoIormuecku. [[na MeHd 65110 ObI HEBO3MOXKHO SKUTh
TaM, IIPOCTO IIOTOMY UTO 3JaHHe YTHeTaeT.

To ke camoe IPOMCXOTUT CO BCEMU COBPEMEHHEBIMM TeXHOJIOTUAMU,
KOTOpBIe IIPeNnogHOCATCI HaM KaK IIPOrpecc 1 TO, UTO obaeruaer
>k3Hb. OHY OBLIN CO3MAHEI C IIeIbI0 3apabaThIBAHMS AeHeT M KOH-
TPOJA HaJ HaMM, U Tak 6yner Bcerga. CKOMBKO OBI IIPEMMYIIIeCTB HI
IaBaJ BaM cMapT(oH, Te, KTo Gorareer, co0upas BaIliy JaHHbBIE U CIe-
I 32 BaMU, Bcerna OyAyT IOMyuaTs O0NbIle BRITONEIL, ueM BHI. Eciu
paHBbIlle TOBOPMJIN, UTO «3HAHME — CIJIa», TO CETONHA clefyeT TOBO-
PUTH, UTO «MHPOpManusa — cyuia». YeM G0JIbIlIe IIPaBUTENN SHAIOT O
CBOelI IacTBe, TeM JIyuIlle OHM MOTYT HaJ Hell BIacTBOBATE — B 3TOM
CMBICJIE TEXHOJIOTUA B 11€JIOM ABIAETCA MOII{HBIM MHCTPYMEHTOM
KOHTpPOJIA, TIO3BOJIAIONINM IIPEeCKA3bIBaTh I TEM CaMbIM IIPENITCTBO-
BaTh 00BEAMHEHNIO JIONeN A1 HallafleHUs Ha TO, UTO UX yrHeTaer.

9™nM cmapTdoHaM, KaXKeTcd, Hy>KHO HEMHOTO 00JIbIIIe, YeM IIPOCTO
HEeMHOT0 JIeKTp/MUecTBa... B HallleM ITOKoJIeHNHM, KOTOpOe, II0 Kpali-
Hell Mepe, 3HaJIO MMp 6e3 cMapTPOHOB, BO3SMOXKHO, eIlle eCTh JIOAM,
KOTOphIe TIOHMMAIOT, O UeM f TOBOPIO, KOTOPhIE BCe ellje 3HAIOT, KaKOo-
BO 3TO — BEeCTM JUCKYCCHIO, He INIAAA Ha TeXeoH KaKable TPUALATh
CEeKYHJ, 3a0JIyIUTHCA M OTKPBITh M ceOs HOBBIE MeCTa, VIJIN II0CIIO-
PUTH 0 UeM-TO, He obpairaach 3a orBeToM K Google. Ho a He xouy
BO3BpPAIIAThCA B IIPOIILIOE, XOTH 3TO OBIIO GBI HEBO3MOXKHO.

Ho ueMm 6oblite TeXHOIOTUN IIPOHMKAIOT B HAIITY ) KM3Hb, TEM CJIOX-
HEE NX YHUUTOXUTD. qTO, €CJIMM MBI — OOHO M3 ITOCJIECTHUX ITOKOJIC-

13



