Bce aHapxmcTBl MOJDKHBEI 3HATh, KaK MCIIONB30BaTh Tails — B aToM

TeKCTe OIMCHIBAIOTCA HEKOTOphIe MOIIOJHUTEIbHBIE MEpPHI IMPENOCTO-

POKHOCTH, KOTOpBIe BBl MOXKeTe IIpeNIIpMHATh, M KOTOpEIE MMEIOT n q LI-I M e n a KTM KM
OTHOIIIEHNe K MOMAeNN aHapXMCTCKOM yrposnl. He Bce momemu aHap- y p

XJMCTCKOM yIPO3bl OMMHAKOBBI, M TOJBKO BBl MOKET€ PEINThb, KaKue

Mephl II0 CMATUEHNIO IIOCIENCTBUII CTOMT IIPMMEHATh NI Balilell T .I

OesATeJBHOCTN, HO MBI CTpeMMMCS IIPeNOCTaBUTL COBETHI, KOTOpEIE al s

MOAXOMAT I BBICOKOPMCKOBBIX BUIOB HAEATEIBHOCT), TAaKMX Kak

tpebGoBanue aeiictBug. Ecin BrI HoBuuoK B Tails, Haunute ¢ Omeparm-

oHHad cucreMa Tails - g aHapxUCTOB.
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Ira Bepcyd 3MHA ObBL1a IToCaeIHNIIT pas o0HOBJIeHa 2024-11-25. 3aii-
IOUTe Ha caiiT anarsec.guide/ru u mocMoTpuTe, HeT Ju HoJlee IMO3THUX
penaKLuii.

Cumsoxa ' o3Hauaer, UTO 3TOT TEpPMUH ecTh B cyoBape. Ai ferri corti.

AnarSec 3T0 pecypc KOTOPBII IIPU3BAH II0MOYb aHAPXUCTAM OPHEH-
THPOBATHCA BO BpakAeGHOM MIUpe TEXHOJIOTUII — rmoadopka mocoduii
o obecrieueHNIo HMGPOBOI 6€30IIaCHOCTI M AHOHMMHOCTH, a TaKKe
10 IIPOBeEeHUIO XaKepCKNX aTak. Bee mocobus mocTynHe! B Buge Oyk-
J1eTOB, UTOOBI X MOKHO OBINO pacreuaTaTs U Oy YT MOCTOSHHO 06-
HOBJIATHCS.

3awmra

Tails

« OnepanuonHas cucrema Tails - st amapxucros
« JIyumme npaxtuku Tails

Qubes OS
+ Qubes OS for Anarchists
TenegoHsbi

« M36aBbest OT MINMOHA B TBOEM KapMaHe
+ GrapheneOS for Anarchists

O6wme Bonpocsl

+ Linux Essentials

» Remove Identifying Metadata From Files
+ Encrypted Messaging for Anarchists

+ Make Your Electronics Tamper-Evident

HanaaeHue

Cxopo oxcudaemes
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Bce amapXmcThI JOMDKHEI 3HATH, KaK MCIIOIb30BaTh Tails — B aTom
TEKCTe OIIICBhIBAIOTCA HEKOTOPEIE JOIOIHUTENbHEIe MePhl IIPENOCTO-
POXXHOCTH, KOTOpEIE BBl MOKeTe IIpeJIPUHATh, I KOTOphIe MMEIOT OT-
HOIIIeHVEe K MOJIeIN aHApXUCTCKOi yrpo3st’. He Bce Momenn amap-
XUCTCKOI YTPO3BI OAMHAKOBBI, ¥ TOJBKO BBl MOKETE PEIINUTh, KaK1e
MeEpHI 110 CMATUEHNIO MOCAeACTBUI CTOUT IPUMEHATH I Balllell fe-
ATEIBHOCTH, HO MBI CTPEMUMCA IIPEAOCTABUTE COBETHI, KOTOpHIE MO-
XOZST [T BEICOKOPMCKOBEIX BUIOB NeATEIBHOCTHU, TAKMX KaK Tpebo-
BaHue netictBusd. Ecnu Be1 HoBMuok B Tails, maunute ¢ Oneparmon-
Has cucrema Tails - muig aHapxucTos’.

HauneM c paccMOTpeHNS TpeX TeM, 3aTPOHYTHIX Ha CTpaHUIle IIpeny-
npexpaennit Tails®: santura Bamieil TMUHOCTH, OTpaHUYeHN ceTn Tor
¥ HeHaJe>KHbIe KOMITbIOTEPHI.

3aluumra Ballen NUYHOCTU NpU
ncnonb3soeaHuu Tails

~
c

‘anarsec.guide/ru/posts/tails/
*tails.net/doc/about/warnings/index.ru.html
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Tails co3man @ cokpsITHs Barelt tmuHocTy. Ho HekoTo-
pble BalllM AEeICTBUSA MOTYT PacKphITh BAllly JUUHOCTb:

1. O6MmeH ¢aitmamu ¢ MeTafaHHBIMMI ', TAKMMY KaK [aTa,
BpeMsI, MECTOIIOIOKeHE U MHPOpMALs 06 YCTPOIICTBE

2. Ucnons3oBanue Tails ms HecKoIbKUX IeJell OQHOBpe-
MEHHO

1. O6MmeH darnamm ¢ metaAaHHbIMM

ITepByio npobieMy MOXHO PeIINUTh, OUUCTHE MeTagaHHbIe (alijioB
Imepen Ux MyOIMKaIment:

+ Uro065I y3HATH, KaK 3T0 cAenats, cM. Remove Identifying Metadata
From Files®.

2. UcnonbsosaHue Tails Ans 6onee uem
OAHOM LLeru OAHOBPEMEHHO

9Ty BTOpYIO IPOoOIeMy MOKHO CMATUNTD C IIOMOILBIO TaK HasbIBae-
MOJ « KOMIIAPTMEHTAJIM3ALMI»

+ Pasmenenne* o3Hauaer pasgeneHue pasIMUHBIX BUAOB AeITeNbHO-
CTU I TIpoeKTOB. Eciiu BEI Mcnonb3yeTe ceaHckl Tails pusa 6osee
YeM ONHOI e OXHOBPEMEHHO, 3I0YMBIILIEHHNK MOXeT CBA3aTh
BaIllY pasIMUHbIe BUIBI AedATelsHoCcTY BMecTe. Hanpumep, ecin
BEBI BXOZVITE B pA3HbIE YUETHBIE 3aMVICKU Ha OTHOM M TOM >Xe BeO-
caiitTe B omHOM ceaHce Tails, BeG-caiiT MOKeT OIpeJeTUTh, UTO
yUeTHBIe 3aIIMCH VICIIONIB3YIOTCSI OTHUM ¥ TeM K€ UeJIOBEKOM. ITO
MPOMCXORUT IIOTOMY, UTO BeO-CaliThl MOTYT OIIpeqeIUTh, KOIaa ABa
aKKayHTa JMCIIONB3YIOT OOHY U TY ke cxemy Tor.

+ Uro0O5I He OaTh 3JI0yMBILUIEHHUKY CBSI3aTh BAIlIM NEVICTBUS IIpK
ucrnoab3oBanuy Tails, mepesamyckaiire Tails Meskny pasmmaHBIMUI

*anarsec.guide/posts/metadata/
*notrace.how/threat-library/mitigations/compartmentalization html
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Tor network

Tor'”® (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders
for the throne in waiting». The Tor network can be accessed through

the Tor Browser on any operating system. The Tails'”

operating
system forces every program to use the Tor network when accessing

the Internet.

For more information, see Tails for Anarchists*®®

Guides*®!. To understand the limitations of Tor, see the Whonix

and Privacy

documentation*®,

Storproject.org/
"anarsec.guide/glossary/#tails
#anarsec.guide/posts/tails/#tor
¥iprivacyguides.org/en/advanced/tor-overview/
#¥2whonix.org/wiki/Warning
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Spear phishing

Spear phishing is more sophisticated than regular phishing’®, which
casts a wide net. In spear phishing, attackers customize their forged
messages and send them to a smaller number of potential victims.
Spear phishing requires more research on the part of the attacker;
however, the success rate of spear phishing attacks is higher than the
success rate of regular phishing attacks.

Synchronous communication

Unlike asynchronous communication'”?, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as «peer to peer».

Threat model

Threat modeling is a family of activities for improving security by

172 and vulnerabilities*”?,

identifying a set of adversaries, security goals
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack’®) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity

of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'”,
Defend Dissent: Digital Threats to Social Movements'’® and Defending

against Surveillance and Suppression'”’.

"anarsec.guide/glossary/#phishing

"anarsec.guide/glossary/#asynchronous-communication

"?anarsec.guide/glossary/#security-goal

" anarsec.guide/glossary/#vulnerability

"*anarsec.guide/glossary/#ddos-attack

"notrace.how/threat-library/

" open.oregonstate.education/defenddissent/chapter/digital-threats/

" open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/
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neitcteuamu. Hanpumep, nepesamycxkarite Tails Mexxay nmposepxoit
MMCeM pPa3HBIX IIPOEKTOB.

+ Tails mo ymMmox4aHIIO aMHeSUpPYeT, IOITOMY IJIS COXpAaHEHMS JII0-
OBIxX maHHBIX U3 ceaHca Tails Heobxomumo coxpamuts nx Ha USB-
Hakonurenb. Ecin coxpangemsbie ¢aiinel MOTYT OBITH UCIIONB30BA-
HEI JUUI CBA3BIBaHMA BallIX AeJICTBUIL, MCIIOJb3yIiTe pa3HbIe 3a-
g poBaHHbIE (LUKST) USB-HakomuTenn Ijig KaXmIoro JeiCTBULL.
Hamnpumep, ncrionssyiite ogue USB-makonnrens Tails ms mone-
pupoBaHMA Beb-caiiTa, a APYToif — M MCCIeJOBAHNA NeicTBuIL. B
Tails ects pymkuma, HazsiBaemas Persistent Storage, Ho MBI He pe-
KOMEHJyeM MCIIOIb30BATh €€ I XpaHeHUT JaHHBIX, O UeM MBI
pacckakeM HIDKe.

OrpaHunueHus cemm Tor

*anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi



Tails ncrmonbayer cetb Tor’, MOCKOIBKY 9TO caMast CUIIbHAS U
IIOMYJIIpHAsI CeTh AJIS 3alLUTHI OT CJIEKKMU U I1eH3yphl. Ho y
Tor ecTh orpaHMUeHMs, €CIIN Bac GECIIOKOIT:

1. CkppITHe TOrOo, YTO BBI Ucmoab3yete Tor u Tails
2. 3amura BalIyx OHJIAMH-KOMMYHMKAUMI OT PEIINTENIb-
HBIX U OIIBITHBIX 3JI0YMBIIIJIEHHIKOB

1. Ckpbithe dakta ucnonbsosaHusa Tor u Tails

9Ty nepByI0 MpobiIeMy MOXXHO CMATUUTD C ITOMOILbI0 MOCTOB Tor®:

+ Tor Bridges — 3T0 cekpeTHEIe peTPaHCIATOPEI 10T, KOTOPEIE CKPEHI-
BaIOT Ballle moAkIioueHne K cetu Tor. OmHako 3T0 HeoOXOaMMO
TOJIBKO TaM, I'le IIOAKIIoUeHe K Tor 3a610KIMpoBaHoO, HAIpUMED, B
CTpaHax ¢ >KeCTKOI I1eH3YPOIi, HEKOTOPBIMM ITYOINYHEIMY CETAMU
WY HEKOTOPBIMU MPOTrpaMMaMM POAUTENBCKOTO KOHTPOIA. ITO
¢BfA3aHO ¢ TeM, uto Tor u Tails saruinaroT Bac He TeM, UTO BbI BBI-
INIIANTe KaK 0001 Opyroii moas3oBatens VHTepHeTa, a TeM, UTO
Bce noab3oBaTenu Tor u Tails BeIrmanar onueakoso. CTaHOBUTCH
HEBO3MOKHBIM ONPeNeNIUTh, KTO €CTh KTO Cpeay HUX.

2. 3awumra o1 peLumnTenbHbIX M OMbITHbIX
HanaAatoLmnx

CxBO3Has KOppenAyuoHHas aTaka' — 9TO TeopeTMdecKuil cIocod, ¢
IIOMOILBI0 KOTOPOTO III00ATBHBIN 3JI0yMBIIUIEHHUK MOXeT Hapy-
INTh aHOHMMHOCTE Tor:

Mo1HbI IPOTUBHUK, KOTOPBI MOKET aHAJIM3MPOBATh Bpe-
M 1 popMy Tpadmka, BXOISIIIETO U VICXOMSIIETO U3 CETH

Tor, MOKeT OBITH B COCTOSTHUY €aHOHMMMU3MPOBATH II0JIH30-
Bateseil Tor. STy aTaku Ha3bIBAIOTCSA aTaKaMI CKE03HOU KOp-

*tails.net/doc/anonymous_internet/tor/index.en. html#bridges

8

decryption; the public key must be made public, and is used for
encryption. This is the model used for encrypted communication,
since the public key cannot be used for decryption. All other parties
must verify that a published public key belongs to its intended owner

to avoid man-in-the-middle attacks®®®.

There are several approaches to public-key cryptography. For example,
some cryptosystems are based on the algebraic structure of elliptic
curves over finite fields (ECC). Others are based on the difficulty of
factoring the product of two large prime numbers (RSA). Public-key
cryptography can also be used for digital signatures**.

To learn more, watch this video*®®, or for a more detailed look, see
166

Defend Dissent: Public-Key Cryptography
Remote attacks

By remote attack, we mean that an adversary would access the data on
your phone or laptop through an Internet or data connection. There
are companies that develop and sell the ability to infect your device
(usually focusing on smartphones) with malware'®” that would allow
their customer (your adversary, be it a corporate or state agent) to
remotely access some or all of your information. This is in contrast to
a physical attack™.

For a more detailed look, see Defend Dissent: Protecting Your
Devices*®’.

*anarsec.guide/glossary/#man-in-the-middle-attack
$*anarsec.guide/glossary/#digital-signatures
$youtube.com/watch?v=GSIDS_lvRv4

¢ open.oregonstate.education/defenddissent/chapter/public-key-cryptography/
*7anarsec.guide/glossary/#malware

*anarsec.guide/glossary/#physical-attacks

¥ open.oregonstate.education/defenddissent/chapter/protecting-your-devices/
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Phishing

Phishing is a technique of social engineering*®. Attackers send SMS
messages, emails, chat messages, etc. to their targets to get their
personal information. The attackers can then try to impersonate their
victims. It can also be used to get the victim to download malware***
onto a system, which can be used as a starting point for hacking. Spear

155

phishing™* is a more sophisticated form of phishing. For more

information, see the Kicksecure documentation*®®.
Physical attacks

A physical attack is a situation where an adversary first gains physical
access to your device through loss, theft, or confiscation. For example,
your phone may be confiscated when you cross a border or are

arrested. This is in contrast to a remote attack®’.
For more information, see Making Your Electronics Tamper-Evident**,
the Threat Library'®’, the KickSecure documentation**®’, and Defend

Dissent: Protecting Your Devices™’.
Public-key cryptography

Public-key cryptography (or asymmetric cryptography) is the opposite
of symmetric cryptography*®®. Each party has two keys (public and
private). The private key must be kept secret and is used for

*anarsec.guide/glossary/#social-engineering

P*anarsec.guide/glossary/#malware

Panarsec.guide/glossary/#spear-phishing

P¢kicksecure.com/wiki/Social_Engineering

Y7anarsec.guide/glossary/#remote-attacks

Panarsec.guide/posts/tamper

Y notrace.how/threat-library/techniques/targeted-digital-surveillance/physical-
access.html

1%kicksecure.com/wiki/Protection_Against_Physical Attacks

1open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

2 anarsec.guide/glossary/#symmetric-cryptography
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penayuu , IOTOMY YTO 3JIOYMBILIJIEHHUK OOJDKEH Ha0JIIo-
maTh 06a KoHIA 1eny Tor oqHOBpeMeHHO. [...] ATaku cKBO3-
HOJL KOppeJLIIY U3yYallCh B MCCIeOBATEIbCKUX paboTax,
HO MBI He 3HaeM HU 00 0MHOM (paKTIUueCKOM MCII0JIh30Ba-
HIM U9 JeaHOHMMM3aluy mojab3oBareiein Tor.

Heuenesbie 1 LeneBbie KOPPENSILUNOHHbIE aTakM

Kax onmcano B mpuBeieHHOJ BBIIIE I{ATATE, [I0OATBHBIN IPOTUB-
HuK (To ects AHB) Moxxer B3noMath Tor ¢ MOMOIIBIO KOPPENAIVIOH-
HoII ataku. Eciu aTo npousoiiner, MHTEpHET-aApeC, KOTOPHIL BbI UC-
MOJB30BANNU B KodeliHe Oe3 kaMep BuAeoHAOMIONeHNS, Oy aeT BeCTU
TOJIBKO K Balllell o61ueit o6macTu (HampuMep, K BallleMy TOpOAy), Io-
CKOJIBKY OH He CBsI3aH ¢ Bamu. KoHeuHo, 3T0 MeHee BEpHO, eCJIV BEI
JCITOJIb3YyeTe MECTOIONIOXKeHe peryiaapHo. KoppensumonHusie ataku
ellle MeHee OCYIIeCTBMMEI IIPOTUB IOAKIIOUEHNII K agpecy .onion,
ITOCKOJIBKY BBI HUKOTA He IIOKUIaeTe ceTh 1or, 103TOMY HeT «KO-
HEUHOI TOUKM», C KOTOPOI MOXKHO GBLIO OBI KOPPEIMPOBATH IIOCPEN-
CTBOM aHaIM3a ceTeBoro Tpaduka (eciu MeCTOIIOIOXKEHE CEpBepa
HEN3BECTHO MPOTUBHUKY). CTOUT IOJUEPKHYTH, UTO «CKBOSHBIE KOP-
PeNALMOHHBIE ATaKU U3YUaJIVICh B MCCIEA0BATENbCKIX paboTax, HO
MBI He 3HaeM HIU 0 KaKOM (PaKTUUeCKOM MUCIIOJIb30BAHNUY IS JeaHO-
HIMU3aIUU HIojJb3oBaTeneit Tor».

To, uTo MBI Ha30BeM «I[€J€BOI» KOPPeIALMOHHOI aTaKoli, ropasno
6oJee BEPOATHO, IOTOMY UTO HerJI00albHBI IPOTUBHMUK (T. €. MeCT-
HEIe IPaBOOXPAHUTENbHEIE OPTaHEI) CIIOCOOEH Ha 3TO, eCIIY BhI YiKe
HaXOJNUTEeCH B IIOJIE MX 3pEHU U ABJITeTeCh LebIo (U3MUecKoro Ha-
omomernsa’ u/mau nugposoro HabmwOAeHNA®. ITO ITOATUII KOppes-
LIMOHHOM aTaky, KOIrAa IpeAIoaaraeMas 1eJlb yyKe N3BeCTHA, UTO Je-
JlaeT aTaky OoJiee JIeTKON Ay QOCTVDKEHU, IIOCKOJIBKY 3TO 3HAUM-
TeJIFHO COKpalllaeT 00beM NaHHBIX I GUIBTPALUMK AT KOpPema-

"notrace.how/threat-library/techniques/physical-surveillance/covert.html
*notrace.how/threat-library/techniques/targeted-digital-surveillance.html
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nunu. HeneneBas KoppedsiIMOHHAA aTakKa, MCIIOJIb3yeMas A JeaHo-
HIMM3alNu [101b30BaTens Tor, aBigeTca GecrpelieeHTHOI B TEKY-
IIMX AOKA3aTeNbCTBAX, UCIIONb3YEMEBIX B CYMie, XOTH «1leJIeBasi» Kop-
pendIMOHHAA aTaka MCIIOIb30BAJIACHE B KAUECTBE IIOATBEPKAAIOIIETO
OKa3aTelbcTBa’ — IIONO3peBaeMblil yike ObLT MIeHTUUIINPOBAH,
UTO II03BOJIMIIO CIAEA0BATENIM COIMOCTABUTE X HAOMIONAEMBIN CIIE] C
OIIpefleNIeHHOM OHNAMH-aKTUBHOCTBIO. B UacTHOCTY, OHM COIIOCTaBU-
au ceteBoit Tpaduk Tor, mcxomaiuit n3 qoMa Mog03peBaeMoro, co
BpeMeHeM, KOTJja ero aHOHUMHEBII IICeBIOHMM OBLI OHJIAMH B UaTax.

Y06l 06BICHNTD, KaK 3T0 paboTaeT, OyaeT II0Ie3HO, eCcIM Y Bac eCTh
6a30Boe ITOHMMAaHNe TOTO, Kakas nHpopManmsa Tor BugHA pasanu-
HEBIM TPETBUM JUIIAM — CM. MHTepaKTuBHYI0 rpaduky EFF*°. [na
HelleJIeBOJ KOPPeIAIMOHHO aTaK! ClleoBaTeIIo Hy>KHO OyaeT Ha-
uamv ¢ y31a 6vixooa Tor: B3ATh KOHKPETHYIO OHJIAH-aKTUBHOCTB, JIC-
XOISAINYIO M3 y3JIa BEIXOAA, Y IOIBITATHCA COIIOCTABUTE €€ C OTPOM-
HBEIM 006beMOM IMI0OANBHBIX JAHHEBIX, KOTOPEIE ITOCTYIIAIOT Ha Y35l
Bxona Tor. Oxrako, ecnu Mogo3peBaeMbIil ke UAeHTUPUIMPOBaH,
cJleIOBaTeNb MOXeT BMECTO 3TOTO IIPOBECTH «LIeJIeBYI0» KOPPeJIIi-
OHHYIO aTaKy M Hauambv ¢ y31a 6xooa Tor: B3ATh NaHHBIE, BXOMAIIE
Ha y3el Bxoja (uepes ¢usuueckuil uiu yu@dpoeoii cred Iogo3peBaeMo-
TO ), ¥ IIONBITAThCA COIIOCTABUTD UX C KOHKPEMHOU OHNIAUH-AKMUEHO-
cmbulo, ICXOMSILeIT U3 y3JIa BBIXOMA.

[ns Bamrero gusuueckozo crneda omepalyid 1o HabIIOAeHIIO MOXKeT
HabII0aTh, KaK BBl PETyJIAPHO XOONUTE B Kade, a 3aTeM MOIBITAThCSI
COIIOCTABUTH 3TO C OHJIANH-aKTUBHOCTEIO, B KOTOPOIL OHM BacC MOJ0-
3peBaloT (HaIlpMMeD, ecIM OHMU II0[03PeBaI0T, UTO BBl MOIEPATOp Beb-
caifTa, OHM MOTYT IIONBITATHCS COIIOCTABUTH STY BpeMeHHEIE OKHA C
aKTUBHOCTBIO MofiepaTopa Beb-caiita). [[a Bamrero yugposozo creoa,
eCJIM BBI MICIIONIb3yeTe MIHTepHeT 13 [oMa, cIeJJoBaTelb MOKeT Ha-
OromaTh 3a BeceM BawumM tTpadukom Tor, a 3aTeM IOMBITAThCA COTO-
CTaBUTH 3TO C OHJIANIH-aKTMBHOCTBIO, B KOTOPOJL OHY BaC IIOR03peBa-

*medium.com/beyond-install-tor-signal/case-file-jeremy-hammond-514facc780b8
Yeff.org/pages/tor-and-https
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create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files™’

and Defend Dissent: Metadata®*°.
Open-source

The only software we can trust because the «source code» that it is
written in is «open» for anyone to examine.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Passphrase

A passphrase is similar to a password**’, but is made up of words
instead of random characters.

Password

A password is a string of characters used for authentication. A strong
password consists of randomly chosen characters that all have the
same probability of occurrence and can be created with the KeePassXC
Password Generator.

For more information, see Defend Dissent: Passwords**?

**anarsec.guide/posts/metadata

P open.oregonstate.education/defenddissent/chapter/metadata/
Planarsec.guide/glossary/#password
P2open.oregonstate.education/defenddissent/chapter/passwords/
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GnuPG / OpenPGP

GnuPG (GPG) is a program that implements the OpenPGP (Pretty
Good Privacy) standard. GPG provides cryptographic functions for
encrypting, decrypting, and signing text and files. It is a classic

14 When used with email,

example of public-key cryptography
metadata’’ (such as email addresses) remains unencrypted. It does not

provide forward secrecy'*.

143 We don’t recommend it for

144

For more information, see this primer
encrypted communications, here’s why

LUKS

The Linux Unified Key Setup (LUKS)'’ is a platform-independent
specification for disk encryption. It is the standard used in Tails**,
Qubes OS™, Ubuntu, etc. LUKS encryption is only effective when the
device is powered off. LUKS should use Argon2id*** to make it less

vulnerable to brute-force attacks.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to

*anarsec.guide/glossary/#public-key-cryptography
*anarsec.guide/glossary/#metadata
*2anarsec.guide/glossary/#forward-secrecy
*github.com/AnarchoTechNYC/meta/wiki/Pretty-Good-Privacy-%28PGP%29
**anarsec.guide/posts/e2ee/#pgp-email

*>gitlab.com/cryptsetup/cryptsetup

*anarsec.guide/glossary/#tails

*anarsec.guide/glossary/#qubes-os
**anarsec.guide/posts/tails-best/#passwords
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10T. [l BaIlreil KOHKpemHoti OHIAtH-akmuerHocmu 60Jee CIOXKHBIN
aHanmn3 OymeT BKIIOUATh PETUCTPALINIO IIONKIIOUEHNII K cepBepy [t
IofpoOHOTO CpaBHEHN, a IIPOCTON aHaMu3 OydeT 4eM-To, uTo OyaeT
ITyOIIMIHO BUAHO BceM (HaIpuMep, KOTa Balll IICeBIOHNM HaXOINUT-
cd B CeTU B UaTe YUIM KOTJa ITOCT ITyOJIMKyeTca Ha Beb-caiire).

Br1 MokeTe CMATUNTE BO3IEICTBIE METONOB, JOCTYIIHEBIX MOTYIIe-
CTBEHHBIM IIPOTUBHMKAM, OTHaBasA MPHMOPUTET CCHIIKAaM .onion,
KOITIa OHM JOCTYIIHBI , IPMHIMAsA BO BHUMAaHIEe BO3MOKHOCTD
IeJIeHATIPABJIEHHOTO HAOIIONEHIIS I MCIIOJIb3Y S IMOXKIIOUEHIIe
x MaTepHETYy, KOTOpOE He MPUBA3AHO K Ballleli JIMMUYHOCTM.

UHrepHeT-coeanHeHne, He NpMBs3aHHOE K BalLUeM
JTMYHOCTH

Hcnonp3oBaHNe MHTEPHET-COSNMHEHN, He IIPUBA3AHHOIO K BaIlIeil
JIMYHOCTY, O3HAYaeT, YTO eCJIM aTaKa Ha ceTh Tor O6ymeT ycIIelIHoIx,
OHa BCe PaBHO He NeaHOHMMU3MPYET Bac. Y Bac €CTh JBa BapMaHTa!
ucmoab3oBaTh Wi-Fi 3 obmiecTBeHHOro Mecra (Halpumep, IOMTU B
kxade 6e3 kamep BUAeOHAOIIONEHNT) UK MCIIOIb30BATh aHTeHHY Wi-
Fi uepes OKHO 13 YaCTHOT'O IIPOCTPAHCTBA.

Pabora B 0bLieciBEHHOM MecTe

Ecnu BaM HY>KHO UCIIONIB30BaTh MIHTEpHET HeperyIspHO, HAIpUMeD,
uTOOBI OTIIPABUTH KOMMIOHMKE VJIN IIPOBECTM MCCIeN0BAHIE ell-
CTBUIL, BBI MOXKETE BBIMOJIHIUTD OOHAPY KEeHME CIIEKKN'' M aHTH-
CIEKKY'? Iepeq TeM, KaK IOMTH B KOQEITHIO, TOUHO TaK 5Ke, KaK
BBI 9TO Aenaere mepeq npameiM aeiicteueMm. Cm. «How to submit an
anonymous communiqué and get away with it»** nna moxryuenus mo-
MTOTHUTEIBHO MHPOPMAIIH O TOM, UTO BKJIIOUAEeT B ce0s OTIIpaBKa
KOMMIOHMKE.

Ynotrace.how/threat-library/mitigations/surveillance-detection. html
notrace. how/threat-library/mitigations/anti-surveillance.html
Bnotrace.how/resources/ru/#how-submit
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[Tpu ncnons3zosaruy Wi-Fi B 06111ecCTBEHHBIX MeCTaX CIeAyeT YUUTHI-
BaTh CIeqyIolue cooOpaskeHusa 6e30IMacHOCTH:

+ Bpemsa nmeer 3HaueHMe. Eciiyt BBI XOTHTE OTIIPaBUTH OTUET Ha CJle-
IOyIoIlee yTPO Iocye OeCIIOPAIKOB MM KOMMIOHMKE BCKOpeE II0CIe
axknuu (BpeMs, KOTAa MOXeT OBITh Oojiee BEICOKMIL PYUCK ITeJIeHa-
NpaBIEeHHOro HaOII0AeHU), PACCMOTPUTE BO3SMOXKHOCTE II0{0-
sknaTe. B 2010 rony, Ha cienymollee yTpo ocie MomsKora OaHKa B
Kanape, monmmums cienmiia 3a ojio3peBaeMbIM, KOTla OH ILIeJI 13
IoMa B MHTepHeT-Kade, 1 HabIogana, Kak OH pasMeliaj] KOMMIO-
HIKe, a 3aTeM 3aKaIllbIBal HOYTOYK B jecy. COBceM HeNABHO CIeNO-
BaTeNV, OCYIIeCTBIABIINE hUSUUECKOe HaOMIOeHN e 32 aHaPX -
cToM Bo PpaHiuu’®, ycTaHOBUIM CKPBITYIO KAMEPY [T KOHTPOJII
IOCTyIla B MHTepHeT-Kade HeJaleKo OT JOMa TOBApMILA U 3aIpo-
CIUIM 3aIIVICY BUAeOHaOII0ONeHNIA 3a JeHb, KOTAa OBLIO OTIIPaBIEHO
KOMMIOHIKE O IIOJ[KOTe.

+ He BXOomuTe B IIPMBEIUKY ITOCEINATh ONHU U Te Xe Kade CHOBA U
CHOBA, ecIX MOKeTe 3TOro usbexars. UeM uallle BBI II0JIb3yeTECh
NPOCTPAHCTBOM, TeM GoJbIite FIHTepHeT IpUBA3AH K Balllell IUUHO-
ctu. KpoMe TOrO, ecim ciieskka 3HaeT, Ky[ia BBl HallpaBJifeTech, aH-
THCIEXKa He Oyner 53¢ deKTUBHOIL

+ Eciu Bam HyxHO KynuTh Kode, 4TOOBI ONYUNTH Mapoisb oT Wi-Fi,
IUTaTNTe HAIUIHbIMMA!

+ Bcrambre crinHOI K cTeHe, uTOOBI HUKTO He MOT «3aJIe3Th Ha ILIe-
y0», uTOOHI YBUAETH BAlll 3KPaH, U B Meajle YCTAHOBUTE Ha CBOII
HOYTOYK 3KpaH KOHGUOeHIMaTbHoCTI . ECIM BEI HIteTe KOMMIO-
HuKe B oaita-ceccun Tails mepen moxomoMm B 06IiecTBEHHOE IIPO-
CTPAHCTBO, BAM IIOHANOOUTCA BCETO HECKOJIBKO MUHYT, UTOOEI 3a-
nepeTscd B 00II[eCTBEHHOM TyajleTe, UTOOLI OTIIPABUTE €TO.

+ Ecnu xade 6e3 xamep BUIeOHAOMIONEHNS BCTPEUAIOTCS PEOKO, BbI
MO>KeTe ITOIIpoboBaTh MOXyunTh foctyn Kk Wi-Fi xodeitau cHapy-
KU, BHE 30HBI JeMICTBUA KaMep.

**notrace how/resources/ru/#ivan
Panarsec.guide/ru/posts/tails/#ekran-konfidentsial-nosti
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To learn more, watch this video®®'. For a more detailed look, see
Defend Dissent: Authenticity through Cryptographic Signing®** or our
GPG explanation™®.

Encryption

Encryption is the process of scrambling a message so that it can only
be unscrambled (and read) by the intended parties. The method you
use to scramble the original message, or plaintext, is called the cipher
or encryption protocol. In almost all cases, the cipher is not intended to
be kept secret. The scrambled, unreadable, encrypted message is called
the ciphertext and can be safely shared. Most ciphers require an
additional piece of information, called a cryptographic key, to encrypt
and decrypt (scramble and unscramble) messages.

For more information, see symmetric cryptography***

cryptography*®’, or Defend Dissent: What is Encryption?**

, asymmetric

Forward secrecy

Forward secrecy (FS, also known as «Perfect Forward Secrecy»)
combines a system of long-term keys and session keys to protect
encrypted communications from future key compromise. An attacker
who can record every encrypted message (man-in-the-middle’*”) won’t
be able to decrypt those messages if the keys are compromised in the
future. Modern encryption protocols such as TLS*** 1.3 and the Signal

Protocol provide FS. For more information, see Anonymous Planet'*.

Blyoutube.com/watch?v=s22¢J1eVLTU&listen=false
#*2open.oregonstate.education/defenddissent/chapter/cryptographic-signing/
Panarsec.guide/posts/tails-best/#appendix-gpg-explanation
Btanarsec.guide/glossary/#symmetric-cryptography

P anarsec.guide/glossary/#public-key-cryptography

¥ open.oregonstate.education/defenddissent/chapter/what-is-encryption/
*7anarsec.guide/glossary/#man-in-the-middle-attack
#**anarsec.guide/glossary/#https

¥ anonymousplanet.org/guide. html#forward-secrecy
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Line Interface (CLI) allows us to do some things that a Graphical User
Interface (GUI) does not. Often, either a GUI or a CLI would work, and
which you use is a matter of preference. For example, in Tails'*, you
can verify the checksum'*” of a file using either a GUI (the GtkHash

program) or a CLI command (sha256sum).

For more information, see Linux Essentials'**. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the command
line*** is our recommended introduction to using the CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network'*. For more
information, see Protecting against determined, skilled attackers™® and
Make Correlation Attacks More Difficult*®”. For research papers on the
subject, see Thirteen Years of Tor Attacks'*®
on information leaks in Tor**.

and the design proposal

Digital Signatures

130

Digital signatures are based on public-key cryptography™*°. A private
key is used to digitally sign data, while the corresponding public key is
used by third parties to verify the signature. Before a public key is

used to verify a signature, its authenticity should be verified.

#anarsec.guide/glossary/#tails
#2anarsec.guide/glossary/#checksums-fingerprints
> anarsec.guide/posts/linux/#the-command-line-interface
#¢techlearningcollective.com/foundations/linux-journey/the-shell
#anarsec.guide/glossary/#tor-network
Z¢anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
*anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
#github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
#*gpec.torproject.org/proposals/344-protocol-info-leaks.html
Panarsec.guide/glossary/#public-key-cryptography
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+ IlonmepsxuBaiite CUTYalIMOHHYIO OCBEOMJIEHHOCTD U Oy ABTE FOTO-
BBI BRITaUTh USB-Hakonurens Tails, 4T0OBI BRIKIIOUNTE KOMITBIO-
Tep B 1106071 MoMeHT. OueHb CI0XKHO IMOAAEePKUBATH afeKBATHYIO
CUTYaIMOHHYIO OCBEOMIIEHHOCTb, OCTABAICH COCPEeTOTOUEHHBIM
Ha ceance Tails — mogymaiite 0 TOM, YTOOEI ITOIIPOCUTE OIMZKOTO
Ipyra moo6IaThcd ¢ BAMM, KOTOPBIN MOXKET IIOCBATUTE ceOs Ipu-
cMOTpY 3a BanmMm okpyskeHueM. Ecnu USB-makonurens Tails ns-
BieueH, Tails BRIKTIOUMTCA U Ilepe3anuIlIeT OIePATUBHYIO TAMATE
cayuariaeiMu gaHHbeIMu . Bee USB-makommrenu LUKS, xoTopeie
OBLIM pa36iokupoBaHkl B ceaHce Tails, Teneps 6yayr cHoBa 3a-
mmdposansl. O6parurte BHUMaHMe, 4To Tails mpegynpesxxmaer’” :
«Pusnueckn uspnekalite USB-HaKONKUTENB TONBKO B cIydae Upes-
BEIUAITHOM CUTyalluK, TAK KaK 3TO MHOTAA MOXeT IIPUBECTHU K I10-
JoMKe (afiIOBOI CHCTEMBI IIOCTOSHHOTO XPAHIIINIIAY.

— Y oamoro uenoBeKa, OTBEUAIOIIETO 33 PHIHOK JapKHEeTa, N3bIN
xoMmnsioTep Tails, korga ol oTBIeKcs Ha QaIBIINBYIO APAKy pi-
moM ¢ HuM. [Togo6Hast TaKTHKa UCIIONB30BANACE U B APYTUX IT0-
aunerickux omeparuax'®. Ecam 651 ero USB-makonurens Tails
OBLI IPUKpeEIUIEH K ITOSACY € IOMOIIBbI0 KOPOTKOTO KYyCKa JIECKH,
TOJIMITNAS, CKOpee BCero, moTepsiia Obl Bce yaukuy, korga USB-ma-
xoruTens Tails 6511 6v1 BEITaleH. Bosnee TexHUUeCKUM 5KBUBA-
senToM aBasgercda BusKill'® — ogHako MBI pekoMeHAyeM IIOKY-
NaTh €ro TOJBKO JIMYHO MM paclievaTsIBaTh Ha 3D-npunTepe”.
ITO CBA3aHO € TeM, UTO JMI000e MUCEMO MOXKeT OBITH IlepexBate-
HO”' ¥ U3MeHeHO, UTO chejaeT 000pyOBaHMe BpeOHOCHBIM .

*$tails.net/doc/advanced_topics/cold_boot_attacks/index.ruhtml
tails.net/doc/first_steps/shutdown/index.ruhtml
#dys2p.com/en/2023-05-luks-security.html#attacks

Pbuskill.in/tails/

#buskill.in/3d-print-2023-08/
#docs.buskill.in/buskill-app/en/stable/faq.html#q-what-about-interdiction
#ru.wikipedia.org/wiki/BadUSB
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Pabora M3 NMYHOro NpocIpaHCIBa

Ecnm BaM HY>XXHO perygpHO IOJIb30BaThca MIHTepHeTOM I TaKMX
IIPOeKTOB, KaK MOJepMpOBaHIe BeO-caiiTa JIIM B3JIOM, TO Ilepexof Ha
HoBoe MecTo Wi-Fi mociie npuHATHA KOHTpMep HaGIIOMeHUT MOKeT
OBITH HepeaJIMCTIYHEIM Ha e>Ke[HeBHOI ocHoBe. KpoMme Toro, riraB-
HBIM IIPMOPUTETOM IOJXNINK OyAeT M3BATIe KOMIIBIOTepa, II0Ka OH
He 3aIM(poBaH, ¥ VM TOpaso MpoIe 3TOTO JOOUTHCA B 0OII[eCTBEH-
HOM MecTe, 0COOHHO ecJIM BBl OMHIL. B 3TOM cLieHapuu maeaabHbIM
cMATUeHNEeM IBIMeTCd MCIoJIb30BaHNe aHTeHHbI Wi-Fi, pacmosao-
JKEHHOM 332 OKHOM B YaCTHOM IIPOCTPAHCTBeE, I JOCTYIIa C pac-
CTOSHISI B HECKOJIBKO COTE€H MeTPOB — (pusnueckoe HabIogeHne
He 3aMeTUT, KaK BBl BXOJUTe B Kade, I He CMOXKeT JerKO U3BATh
BaIll BKIIIOUEHHEI HOYTOYK, a HM(poBoe HaOMOqeHIe He 3aMEeTHUT
HIUETOo B BallleM AoMaltHeM MIHTepHeTe. UTOOEI 3aIIUTUTHCA OT
CKPEITBIX KaMep™*, BAM Bce PaBHO CJIeyeT OBITh OCTOPOKHEIM C TeM,
Te BbI pasMelljaeTe CBOJ 3KpaH.

Ecnu aurerna Wi-Fi cauinkoMm TexHnmueckas QI Bac, BBI MOXKeTe Ja-
>Ke 3aX0TeTh MCIIOJIB30BATh CBOM JOMAIITHNI MHTEPHET 711 HEKO-
TOPHIX IIPOEKTOB, TPEOYIOUINX YACTOTO JOCTYIIA B MHTEPHET. ITO IIPO-
TUBOPEUNT IIPeABIAYILEeMY COBETY He JICIIOIb30BaTh THTEPHET-CO-
eIVHeHNe, IIPUBA3aHHOEe K Balllell IMIHOCTH. ITO KOMIIPOMIICC: UC-
noxs3oBaHKe Tor U3 JoMa Mo3BodeT M30eXaTs co3ganns pusmde-
CKOTO cJIefia, KOTOPBIN Tak JIerko HabIo#aTs, 3a cuer coO3maHua ud-
POBOTrO cilefja, KOTOPEIi Gojiee TeXHIUEH AN HaGII0OAeHNI U U3 KOTO-
POTO MOXeT OBITh CJIOKHee CAeNIaTh OCMBICIeHHEIe BRIBOAEL. Cylite-
CTBYeT JBa OCHOBHBIX PJICKa AeaHOHNMM3AlUHU, KOTOPBIE CIeayeT
YUMTBIBATh IIPU MCIIONB30BAHNUM JIOMAIITHETO MHTEPHETA: UTO IIPO-
TUBHJK JeaHOHMMM3MPYeT Bac ¢ IIOMOILBIO aTaku Koppensauyn Tor
JUJIM UTO OH AeaHOHMMMS3MPYeT BaC, B3JIOMAB Ballly CUCTeMy (HaIIpu-
Mep, ¢ IOMOIIbI0 pumnHra’!) uro nmossossger um oboirtu Tor?. Uro-

#notrace.how/earsandeyes
*anarsec.guide/ru/posts/tails-best/#osvedomlennost-o-fishinge
Zanarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
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can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists™**.

See When to Use Tails vs. Qubes OS*". We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

118

See Encrypted Messaging for Anarchists
Storing Electronic Devices

See Make Your Electronics Tamper-Evident'*’.

MNpunoxenune: Cnoeapsb

Asynchronous Communication

Unlike synchronous communication', both parties do not need to be
online at the same time. This relies on some sort of server to store
messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

Command Line Interface (CLI)

The «command line» is an all-text alternative to the graphical «point
and click» tool that most of us are more familiar with; the Command

*anarsec.guide/posts/linux

¢anarsec.guide/posts/qubes/
anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
8anarsec.guide/posts/e2ee/

P anarsec.guide/posts/tamper/
#anarsec.guide/glossary/#synchronous-communication
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Your Phone OBI cnesmaTh 00e 3TU aTaku Ooyiee CIOKHBIMY, MBI pEKOMEHIyeM IO -
ximrouathed K VPN neped nogxmiouennem k Tor (t.e. Be1 — VPN —

) ) Tor — MurepHer*) npn ncrionbsoBanuy Tails n3 qoma, uto TpeGyer
Operating system'”: GrapheneOS is the only reasonably

> sammycka VPN c Balirero ceTeBoro ycTpoiicTsa (MapIpyTu3aTropa WIn
secure choice for cell phones. See GrapheneOS for

anmapatHoro 6panamayspa). Bonee mogpobtuyio nadpopmanuio 06

o i . s
Anarchists'®. If you decide to have a phone, treat it like an oBocHosammu cu. Privacy Guides?.

«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket*. MoABoAs uror

I[JISI JICJII/IKaTHOI?I n HepermepHOI?[ JMHTEPHET-aKTMBHOCTU JICIIOJIb-

Your Computer

3yliTe MHTepHeT-IIONKII0UeHNe I3 CIYUaiTHOToO Kade, KOTOpoMy
IpeIIeCTByeT OOHapy>KeHIe CJIeKKI M aHTHCIeKKa. [ meiicTBuil,

Operating system''’: Tails is unparalleled for sensitive TpeOyIOIINX esKe{HeBHOTO NOCTyIa B FIHTepHeT, Tak UTO IpUHATHE
computer use (writing and sending communiques, Mep IIPOTUBOMAENICTBIUS CJIeKKe U IIOVICK HOBOTO Kade HepealbHEI,
moderating a sketchy website, researching for actions, JIydIlle BCETo MCII0ab30BaTh aHTeHHY Wi-Fi. Ecm 310 cannrkom Tex-
reading articles that may be criminalized, etc.). Tails runs HIUEeCKN JIT Bac, TO MOKHO MCIOJb30BaTh qoMarnauit Wi-Fi, Ho nug
from a USB drive and is designed with the anti-forensic 9TOTO HYKHO JOBEPATh YCTOMUMBOCTY Tor K KOppeXsMOHHBIM aTa-
property of leaving no trace of your activity on your KaM, MepaM, KOTOpEIe BEI IIpMHMMaeTe IIPOTHUB B3JIOMa, I BaIlleMy
computer, as well as forcing all Internet connections through VPN-npogaiinepy.

the Tor network'". See Tails for Anarchists** and Tails Best

Practices'*.

Operating system''*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials**’. Qubes OS

7anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/grapheneos/
*anarsec.guide/posts/nophones/
anarsec.guide/glossary#operating-system-os
“1anarsec.guide/glossary#tor-network
2anarsec.guide/posts/tails/
anarsec.guide/posts/tails-best/ *gitlab.torproject.org/legacy/trac/-/wikis/doc/TorPlusVPN#you-vpnssh-tor
*anarsec.guide/glossary#operating-system-os ¥privacyguides.org/ru/advanced/tor-overview/#safely-connecting-to-tor
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CHuxeHue pUCKOB NpU
MCMOMb30BaHUN HEHAAEXHbIX

KOMNbIOTEPOB

N v e T

Tails Mmo>xeT Oe30macHO paboTaTh Ha KOMIIBIOTEPE, Ha KOTO-
poM ectb Bupyc. Ho Tails He Bcerma MosKeT 3aILMTUTE Bac,
KOTrja:

1. YcraHOBKa € 3apa)KeHHOT'O KOMITbIOTEpa
2. 3amyck Tails Ha kommbloTepe ¢ HeucnpasHoit BIOS, mpo-
IIVBKOJ JJIM 000pYyJOBaHMEM

1. YcraHoBKa ¢ 3apa>k€eHHOro Komnblotepa

9Ty mepByIo NpoGIeMYy MOKHO PELINTh, MCIIOJb3Y S NJIf YCTAHOBKH

Tails koMnbIOTEp, KOTOPOMY BBI fOBepsIeTe:

16

Temneps, Korma MbI 3HaeM, UTO Y HaC eCTh IOJUIMHHAA Bepcus daiira
Tails .img, MBI MO’keM IIPUCTYIIUTE K ero ycTaHOBKe Ha USB-Hakomm-
TeJIb.

¢ tornet.biz'*

MNpunoxeHune: PekomeHaaumnm

As anarchists, we must defend ourselves against police and

intelligence agencies that conduct targeted digital surveillance
104

102 for

the purposes of incrimination'®® and network mapping'®*. Our goal is
to obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are

accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance

measures in France®®®

: «So let’s be clear about our responsibilities: if
we knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken» and must remain so, even if it’s

switched off, we become a potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»*°.

91tornet.biz/threads/luchshie-praktiki-tails.225/
2notrace.how/threat-library/techniques/targeted-digital-surveillance.html
*notrace.how/threat-library/tactics/incrimination.html
“%notrace.how/threat-library/techniques/network-mapping.html
3actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
¢notrace.how/threat-library/mitigations/digital-best-practices. html
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+ gpg --gen-key 3alpoCUT y Bac HEKOTOphIe ITapaMeTphl KOHGUTypa-
LMK, a 3aTeM CTeHepypyeT napy KIodelr.

LLlar: Mpoeepbte otkpbitbii kntou Tails

« gpg --import < tails-signing.key MMIIOPTUPYET OTKPBITHINA
xirou Tails B Banry cBA3Ky Kirtoueit, uToOBI eT0 MOKHO OBLIO YIC-
I10JIb30BATh.

« gpg --keyring=/usr/share/keyrings/debian-keyring.gpg --
export chris@chris-lamb.co.uk | gpg --import mMnoprtupyet
OTKpBITHIN KIiou paspadoTunka Debian B Bamry casky xiroueir,
uTOOBI €T0 MOKHO OBLIO MICIIOTb30BATh.

« gpg --keyid-format Oxlong --check-sigs
A490DOF4D311A4153E2BB7CADBB802B258ACD84F 1103BOJIAET BaM IIPO-
BepUTH OTKPHITHI Kitou Tails ¢ OTKpEITEIM KiIFoUoM paspaboTumka
Debian, mpoBepuB BEIBOA B COOTBETCTBUNU C MHCTPYKIMAMIU. ITO
JeJIaeTcs AJIA TOTO, YTOOBI B CiIyuae KOMIIPOMeTAallMI MICTOUHMKA
oTkpeIToro kimtoua Tails (tails.net) y Bac 6p11 BHeIIIHNIT MCTOUHMK
WMICTHHBI, KOTOPBIN Bac IPeyIIpeInT.

« gpg --lsign-key A490DOF4D311A4153E2BB7CADBB802B258ACD384F
cepruduImpyeT OTKPHITHIL Kiaou Tails ¢ moMoIbio Kioua, co3naH-
HOTO BaMM Ha IIOCJEHEM ILIare.

Temeps MBI 3HaeM, UTO ¥ HacC eCTh MONIMHHAA BepCHUA OTKPBITOTO
xioua Tails. gpg Taxske sHaeT 9TO, IOTOMY UTO MBI PEeIIILIN CepTUdU-
HMpOBaTh €ro.

LLlar: MpoBepbre 3arpy>keHHbIKX damn
Tails .img

« TZ=UTC gpg --no-options --keyid-format long --verify
tails-amd64-6.1.img.sig tails-amd64-6.1.1img mo3BoJageT BaM
NPOBEPUTH, UTO ¢aiin .img moAmmucan Tak, Kak U JOJDKHO OBITE,
NIPOBEPUB BEIBOJ B COOTBETCTBUU ¢ MHcTpykuuamu. HoMmepa Bep-
CUJi B KOMaH/e U3MEeHSITCH.
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+ CorylacHO HaIllMM peKOMeHOaIuaM (rec), B Maeayne 3TO JOJDKHA
OrITH cucTeMa Qubes OS?®, Tak Kak ee ropasno cIoXKHee 3apasuUTh,
yeM OOBIYHBIN KoMITbIOTep Linux.

« Wcmonsayiire metox ycraHoBku «Terminal» «Debian or Ubuntu
using the command line and GnuPG»?*, Tak kak oH 6oJiee TII[aTeNb-
HO ITpOBepsieT I{eIOCTHOCTD 3arpysKiu ¢ ucroiab3osanneMm GPGT. Ec-
JIU MICTIONIBb30BaHMe KOMAaH/HO CTPOKM' [ BaC HEIIOHATHO, U3Y-
YKUTe OCHOBEI KOMAHTHOI CTPOKY ¢ moMmoIrbio Linux Essentials® n
cM. [TIpunoskenne Hinke®!,

+ ITocne ycranosku He nmoaxmiouaiiTe USB-makonurens Tails (vu
nio6s1e USB-nakonurenn LUKST, ncnonbsyemele Bo BpeMst CeaHCOB
Tails) k ApyruM KoMIIbIOTepaM; eciy KOMIIBIOTEp 3apakeH, MHPeK-
Mg MoXKeT pacrpocTpaHuThes Ha USB-HakonmTens®.

2. 3anyck Tails Ha komnblotepe ¢
noepexaeHHbIM BIOS, npowrekon mnu
obopyaoBaHMEM

9T1a BTOpad npobiema TpedyeT HECKOIBKNX cMArueHuii. [aBaiite
HauHeM C HECKOJIBKIX OIpeesIeHMIA.

+ IIpozpammmuoe obecneuerue — 3TO MHCTPYKIUNU I KOMITBIOTEpa, 3a-
MICAaHHEIE B «KOIE».

+ Annapamuoe obecneuenue — 3T0 PU3NUECKUIT KOMIIBIOTEP, KOTOPBII
BEBI MCITOJIb3YeETe.

+ IIpowuexa — 3T0 HU3KOYpOBHEBOe IIPOrpaMMHOe ofecIleueHne,
BCTPOEHHOE B 4acTh 0O0pYXOBaHMA; BB MOXKeTe IIPOCTO JyMAaThb O
HeM Kak O CBA3YIOIeM 3BeHe MeKIy 000pyTOBaHMEeM U BBICOKO-
YPOBHEBBIM IIPOTPAMMHBIM ObecIIeueHNeM OIepaIliOHHOM CICTe-
M5l Ero MOXHO HalIT! B HECKOJIBKIX PasJINUHBIX KOMIIOHEHTaX

*anarsec.guide/posts/qubes/
Ptails.net/install/expert/index.ru.html
*anarsec.guide/posts/linux/
*anarsec.guide/ru/posts/tails-best/#prilozhenie-obiasnenie-gpg
**ru.wikipedia.org/wiki/BadUSB
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(xectkue aucku, USB-HakomuTenn, rpadmraecKuil Iponeccop m T.
).

+ BIOS — 3To cnennanbpHad IPOIINBKA, BCTPOEHHAd B allllapaTHYIO
YacTh «MaTepMHCKOJ IIaThI» M OTBeUAIOIIad 3a 3aTPY3Ky KOMIIBIO-
Tepa IIpM Ha>KaTMM KHOIIKI ITMTaHMA.

YV HaIIMX IPOTUBHUKOB €CTh JBe KaTeTrOpMUY BeKTOPOB aTak: pusnue-
ckue artaku' (depes pusmUecKuUil JOCTYII) U yAaIeHHbIe aTakn' (uepes
ynaseHHBII foctyn K VuTepHery). [IpotTuBHUK ¢ pusnueckum Kocry-
IIOM MOXeT CKOMIIPOMETMPOBATh IIPOTpaMMHOe obecIeueHMe (Ha-
IIpuMep, 3aMEeHNB OIlepallIOHHYIO CIICTeMy BpeXOHOCHOI Bepcueit),
obopynoBaHMe (Harpumep, 106aBUB KeILIOITep) U IPOIINBKY (Ha-
npumep, 3ameHns BIOS BpenonocHoit Bepcueit). [[poruBHuK ¢ yaa-
JIeHHBIM JOCTYIIOM HaduMHaeT CO B3JI0Ma Bac (KOMIIpOMeTaLs IIPO-
IrpaMMHOTO0 ofecIleueHNs), a 3aTeM MO>KeT ITepeiiT K KOMIIpOMeTa-
LMY IIPOIIVBKIA

Eciu 3710yMBINUIEHHMK B3JIOMAJ aIiapaTHoe obeclieueHe YN IIpo-
IIMBKY HOYTOYKa, 3TO TaKXkKe IIOCTABUT IIOM yrposy ceaHc Tails, mo-
CKOJIBKY OIlepalliOHHad cucTeMa OymeT paboTaTh Ha BpeTOHOCHOI
OCHOBeE.

He BceM HY:XHO IpMMEHATH BCe COBeTHI HInKe. Hanmpumep, ecan BBI
ucnonsayete Tails TOIBKO IS AaHOHMMHOTO IIPOCMOTPA BeO-CTPAaHMIT
¥ MUCBMEHHOII ITepencKy, HEKOTOPhIe U3 HUX MOI'YT OKa3aThCA U3-
auuranMy. OgHako ecau BeI Mcnoib3syere Tails na momaum sasgsie-
HUA O JeICTBUAX, KOTOpBIE B BRICOKOI CTelleHM KpUMUHAIN3UPOBa-
HEI, 60JIee TIMATENBHBIN ITIOAXO0, BEPOITHO, OyIeT YMeCTeH.

Arns cMaryeHmus nocrieACcTBuM GU3MYECKMX arak:

+ Bo-mepBrIX, KynmTe HOBBINI KoMmnbioTep. HoyrOyk ns ciayuaiiHo-
IO BOCCTAaHOBJIEHHOTO KOMIIBIOTEPHOI'O MarasiHa BpAL JII yxKe
ckoMnpoMeTnpoBaH*. [IokynaiiTe KOMIIBIOTEp 32 HAJIMUHEIE, UTO-

3*kicksecure.com/wiki/
Firmware_Security_and_Updates#Firmware_on_Personal_Computers
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Digital Signatures

Alice

I am sending ) Signing
100 BTC to Bob. (Encryption)

+ Alice's Private Key

DFCD3454
BBEA788A

Bob v

I am sending “ Verification
100 BTC to Bob. (Decryption)

Alice's Public Key

Tails moammceIBaeT CBOM pesIM3EL, M TOJXBKO OHM MOTYT 3TO CHEJATh,
IIOTOMY UTO TOJIBKO Y HUX €CTh MIX 3aKpHITHIN KiI0d. OQHAKO 1 MOTY
IIPOBEPUTH, UTO 3TA ITOAMINCH NelICTBUTEIBHA, IMes KOIIMIO UX OT-
KpBITOTO Kioua. Tereps 1 00BACHIO gPZKOMAHIBI B MHCTPYKIUAX 110
npoBepke Tails™.

LLar: T[eHepauusa napbl knouen

Tails pexomenayer 310 pykoBomcTBO Riseup'® mmsa cosgammus co6-
CTBEHHOJ IIaphl KIIOUe.

**tails.net/install/expert/index.ru.html
*riseup.net/en/security/message-security/openpgp/gpg-keys#using-the-linux-
command-line
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Hcnonssosanme gpg Tails Bo Bpems ycTaHOBKM OyaeT MeHee 3aITyTaH-
HEIM, eCJIN BHI IIOJIMeTe, KaKk OH paboTaer.

Cuauana HemHoro noscuenuit. PGP u GPG' — ato repMmHsI, KOTO-
pble MOXXHO JMCIIONb30BaTh B3anmMosameHaeMo; PGP (Pretty Good
Privacy) — ato craumapr mudposaunus, a GPG (GNU Privacy Guard)
— 3TO IporpamMmma, kotopag ero peanusyer. PGP/GPG Taxke ucrmomus-
3yercs M 3aiIMPOBAHHOIN 3MEKTPOHHOI ITepernycKu’’), HO MEI JIC-
IIOJIB3YeM eTo0 3eCh TOJBKO I IPOBepKM LEeJOCTHOCTI U ITOMJINH-
HoCcTU (ariioB.

GPG — wraccuueckuit mpuMep KpUINTOTPaduy ¢ OTKPBITBIM KO-
uoMm?’. GPG npenocrapisgeT kpunrorpadpnueckue GyHKImM aid mmd-
poBanus’, gemmdpopanus u noanucu $aiios; HaC 3AeCh MHTepecy-
et mudpopasa noanuck painos. Komanna Tails nognucreisaer mindpo-
BeIMU ' mopnucsamMu cBou penussl .img. GPG maetT HaM BO3MOXKHOCTB
IIPOBEPUTH, UTO (Al AelICTBUTEIbHO ObUI «IIOAMICAH» paspaboTun-
KaMI1, UTO IT03BOJIZeT HaM OBITh YBepEeHHBIMU B TOM, UTO OH He OBLI
MoAfAesIaH.

Teneps BaM HY>KHO IIOHATH OCHOBEI KPUIITOIpadUM C OTKPHITHIM
xiouoM. 1o Buneo Computerphile®® comepskut oTmiraHeIin 0630p ¢
HaraaHbBIMK nnocobuamu. [loqBoas mTor, MOXKHO CKa3aTh, UTO IS
IOJIIMCH COOOIeHNIT MICIIONb3yeTCd CeKPeTHBIN/3aKPhIThIN
KJII0Y , ¥ TOJIBKO IT0JIb30BaTeNhb, y KOTOPOTO €CTh 3TOT KJII0Y, MOXeT
aTO cxenaTh. KaxXnoMy 3aKphITOMY KJIIOUY COOTBETCTBYET OTKPBI-
TBIN KII0U — 3TO Ha3bIBaeTCd Mapoil kKiarouein . OTKpBITHIN K04
nepefaeTcsa BCEM M MCIIOIb3yeTCHd AJIA MPOBEPKI ITONIIVICHL.

*"anarsec.guide/posts/e2ee/#pgp-email
*youtube.com/watch?v=GSIDS_lvRv4
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OBl ero HesIb3s OBUIO OTCIEAUTD [0 BAC, U JIMYHO, IIOTOMY UTO IIO-
YTy MOKHO IlepeXBaTUTh — mofepxaHHbli Thinkpad — memreBniit u
HaJe>KHBI BapuaHT. JlyuIire Bcero mcoxb3oBats Tails ¢ BeImenen-
HBIM HOYTOYKOM, UTO He II03BOJINUT 3JI0YMBIIIIEHHNKY HalleJIUThCT
Ha IPOIIMBKY Uepe3 MeHee 3aIlNILEeHHYIO OIepallMIOHHYIO CHICTe-
My JUIM Uepe3 Balll OOBIUHEBIe HeAaHOHMMHEIe felicTBus. Eite omaa
MpUYMHA NMETh BBIIeJIeHHBII HOYTOYK 3aKII0uaeTcs B TOM, UTO ec-
s uto-to B Tails cromaercs, mrobas mHPopManys, KOTopast IPOCo-
YNTCA M pacKpoeT HOYTOYK, He OyeT aBTOMATIUeCK) CBI3aHa C Ba-
MU U Ballleii IIOBCeTHEBHOI NeATeIbHOCThIO Ha KOMIIBIOTEpE.

« CoenajiTe BMHTHI HOYTOYKa 3alI{MIIeHHBIMI OT HECAHKIINO-

HUPOBAHHOTO JOCTYIIA, XPAHNUTE €r0 B 3al{UIIEHHOM OT
HeCAHKIIMOHMPOBAHHOTO JOCTYIIa COCTOSHIMA U CIIEIUTE 32
B3/IoMaMI. [IpMHSIB 3T MepHI IIPeROCTOPOKHOCTI, BB CMOXKETe
0GHapYXUTH J100b1e Oyayiiue ¢pusuueckue aTakyn. O3SHaKOMBTECH C
pyxoBoacTBoM «Make Your Electronics Tamper-Evident»®*®, uto6s1

**arstechnica.com/tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-show-
cisco-router-getting-implant/
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aaITUPOBATh BUHTHI Balllero HOYTOYKa, MCIIONb3YIiTe KaKyIo-I116o
dbopMy o0HApyKeHUT BTOPXKEHNI M XpaHUTe HOYTOYK JOJHKHEIM
006pasoM. XpaHNTe Bce BHEIIHMNE YCTPOIICTBA, KOTOpEIE BEI OyaeTe
JCIIONB30BATh ¢ HOYTOYKOM, TakuM e obpasom (USB, BHentHMII
JKEeCTKUIA TUCK, MBIIIB, KIaBuaTypa). Korma ¢pmsnueckue BeKTOPEI
aTaK CMATUEHE], 3I0YMBIIUIEHHIK MOXeT UCIIONb30BaTh TOIBKO
yIaneHHbIE aTaKu.

Anﬂ 3aLlMTbl OT YAQITIeHHbIX arak.

« Ucnonnayiite Wi-Fi, He cBA3aHHBIN ¢ Balllel JJMUHOCTBIO. MBI
peKOMeHAyeM 3TO He TOJBKO AJIS 3aILUTHI OT AeaHOHUMM3AIUU, HO
¥ A7 3aILUTHI OT B3aoMa. Jlyulile HMKOrAa He MCIIOJIb30BATh BRIfE-
JeHHbI HOyTOYK Tails Ha Bamrem momanraem Wi-Fi. 9to menaer
HOYTOYK ropasfo MeHee AOCTYITHEIM [AJIA YIAJEHHOIO 3JI0YMBIIII-
JIEHHUKA, UeM HOYTOYK, KOTOPEII peryaapHo MOAKIIOUEeH K Ballre-
My nomairHemy Wi-Fi. 3moyMeInIneHHNKY, HalleIMBIIeMycq Ha
Bac, Hy>KHa OTIIpaBHAd TOUKA, M Baul gomanrauii Wi-Fi — noBonbsHO
XOpOILIad TOUKaA.

« M3BnekuTe >KeCTKUI AUCK — 3TO NPOIIe, ueM KaskeTcs. Eciu Bl
NOKyIlaeTe HOYTOYK, BBl MOKeTe IOIIPOCUTE MarasmH CAeNaTh 3T0
¥ MOTEHIIMAJIBHO COIKOHOMUTE HEMHOTIO qeHer. Ecau BeI umnieTe Ha
YouTube «m3BiIeus xKecTKUIT AUCK» AN Ballleil KOHKPETHO Mofe-
U HOYTOYKa, BeposaTHO, Oymer oOyualolijee Bueo. Y6equrech, UTo
BBI M3BJIEKIN aKKYMYJIATOP HOYTOYKA M OTCOeUHIIN IITHYD ITUTAa-
HUA. MBI M3BJIeKaeM eCTKIIL AUCK, YTOOBI ITOJTHOCTHIO YIATNTE
MPOIIMBKY KECTKOT'O AMCKA, KOTOpas, KaK M3BECTHO, OBLIA CKOM-
npoMeTupoBaHa xakepamu’®. JKecTkuil AMCK IBITETCA YACTHIO I10-
BEPXHOCTY ATAKM, ¥ OH He HY>XeH B pabouell cucTeMe, TAKOI KaK
Tails, kotopas pabotaer ¢ USB.

+ IlopymaiiTe 0 ToM, uT06BI yRaauts narepdeiic Bluetooth, ka-
Mepy ¥ MUKpodoH, X0T1 3T0 OoJlee CIOKHO — BaM ITOHATOONTCS
PYKOBOICTBO ITOJIB30BATeNA U Ballleil Momenu HOyTOyka. Kamepy

*anarsec.guide/posts/tamper/
*wired.com/2015/02/nsa-firmware-hacking/
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JI1 cMHXPOHHBIX " ¥ aCMHXPOHHBIX' COOOIIEHNIT MBI peKOMeHIyeM
Cwtch®, ecxut ToIBKO 3TO He aHOHMMHBII ITyOJIMUHBI ITPOEKT, B
3TOM ciydae MBI Bce paBHO pekomeHayem PGP. [lng moxydueHus no-
MoHNTeNbHOI nHpopMaruu cM. Encrypted Messaging For
Anarchists®.

B 3zakniouyeHue

Hcnonssosanne Tails 6e3 aT1x coBeTOB Bce paBHO SIBJISIETCI OTPOM-
HBIM yJIyUIIeHNEM 10 CPaBHEHNIO CO MHOTMMI APYyTYMMU BapMaHTa-
M. YUHUTBIBAS, UTO aHAPXVICTHI PETYJIIPHO NOBEPIIOT CBOXO CBOOOIY
Tails, mpuHATHE 5TUX JOIOJIHUTENBHBIX Mep IIPeJOCTOPOKHOCTY MO-
KerT eIlle OoJIbIIIe YKpeIIUTh Ballle OBeple K 3TOI OIlepalliOHHOI CH-
creme.

Npunoxexue: Ob6bACHeHMEe

GPG

BonpimuacTBy monb3oBaTenelt Linux penko moHagoburces mHTepdeiic
xoMaHaHoI ctpokn”®. Ecau BeI ucnonbsyere Tails, on Bam BooG11ie He
MoHamoOMTCs, XOTd [t Oonee 6e30MaCHON YCTAHOBKM ® BaM IOHA0-
OdTCA CleqyIole KOMAH/IEL:

+ wget: 3TO ITO3BOJIAET 3arpy’kaTh (aiisl n3 FIHTepHeTa ¢ IOMOILBIO
KOMaHIHOI cTpoKM (a He BeG-Opaysepa)

+ gpg: o6pabarsiBaer oneparnunu mnmmdposanns GPG'. Ucnonssyercs
IUTSL IIPOBEPKU 1IeJIOCTHOCTY U MOMIMHHOCTY 3arpy3sku Tails.

+ apt: yupasnser makeramu B Debian.

+ dd: kommpyer aityr ¢ OMHOTO AVCKA Ha OPYTOIL.

**anarsec.guide/posts/e2ee/#cwtch
**anarsec.guide/posts/e2ee/
*anarsec.guide/posts/linux/#the-command-line-interface
*Stails.net/install/expert/index.ru.html
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— Bawm 6yner npenoskeHo BBecTH napois. CoszpmaiiTe HOBYIO 3a-
nuch B paiire KeepassXC u creHepupyiiTe apoib ¢ IIOMOIIBIO
dyukum «CreHeprpoBaTh Iapoab» (3HAUOK UTPAIBHOI KOCTI).

— g mapamerpa «IIyts k ToMy>» BEIGepuTe USB-HaKkomNTEIH
«JINMYHBIe JaHHBIe», KOTOPBIN BEI TOJIBKO UTO Pa3OIOKMPOBAIIN.

Aocryn k BaweMy 3alinppoBaHHOMY TOMy

Kor,ua BBI 3aXO0TUTE pacmmprBaTb TOM, HAKMUTE <<MOHTI/IpOBaTI:
TOMM»:

+ 9TO IPOMCXOONT aBTOMATUYECKI IIPK CO3TAHNI TOMA.

+ Teneps BBI MOskeTe OOABIATH (PaIIBI B CMOHTUPOBAHHBIN TOM:
LI{eJTKHUTE IIPaBOIl KHOIIKOJ MBIIIN II0 TOMY U BeIOepuTe «OT-
KpHITh IIAIIKY ».

— Brl Mmoxere npoBeputs pabory SiriKali, cosgas TecToBEIT daiix
3echb. ITOT daiun 6ygeT oToOpakaThea B 3alIMPOBAHHOM BIUIE
B KaTaiore cipher.

+ 3aKOHUMB, IIEJKHNUTE IIPAaBOJ KHOIIKOJ MBIIIN TOM M BEIOepuTe

«OTKITIOUUTD».

Hpexc,ue UeM COXPAaHATDh BaKHBIC d)af/'IJIBI B TOME, CJIeayeT IIPOBECTIL
TECTPOBAaHIE, UTOOBI y6eJII/ITbCSI, UToO OH pa60TaeT TaK, KakK OKMgacT-
Ccd, 0COOEHHO €CJIN BhI JCIIONB3YyETE €TI0 BIIEPBBIC.

3awmnopoBaHHas CBA3b

Onextponnas nouta PGP — maubonee ycrospuiasgca gopma 3ammd-
poBaHHOI KoMMyHuKanuy Ha Tails B aHapxucTckoM npocrpamctse. K
coxxanenuio, PGP He numeer npsmMoii ceKpeTHOCT — TO ecTh, OUH
ceKper (Balll 3aKPBITHIN KII0U) MOXeT paciindpoBarh Bce coodIite-
HMA, a He TOJIBKO OJJHO COOOIIIeHIe, UTO ABJIAeTCS CTAHAapTOM B 3a-
1M pPOBAHHBIX COOOIIEHMAX CETONHA. ITO MPOTUBOIIOIOXKHOCT «3a-
I[UTe MEeTafaHHBIX» U MMeeT HeCKOJIBKO APYTUX HeTOCTaTKOB® .

*2anarsec.guide/posts/e2ee/#pgp-email
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MOJKHO, II0 KpaliHell Mepe, «OTKIIUYNTh», HaKJIeUB Ha Hee HaKIel-
Ky. MukpodoH uacTo nogkimouaeTcs K MaTepMHCKOII IIaTe uepes
pas’beM — B 3TOM CIydae IIPOCTO OTKIounTe ero. Eciy 3To He oue-
BUHO JUIM €CJIM pasdbeMa HeT, TaK Kak KabeJb IpUIasH HeIloCpes-
CTBEHHO K MaTePIMHCKOI IJIaTe, YUIM eCJIM pasbeM HyxKeH NI ApY-
TUIX IieJIelf, OTpeskbTe Kabelab MUKpodoHa Irockorybramm. Tor xe
MeTOJ MOXHO MCIIOJIb30BaTh IS IIOCTOSHHOTO OTKIIOUEeHNS KaMe-
pe1. Taxke MOKHO MCITONIB30BaTh Tails Ha BRIgeNeHHOM «OQuIaitH»
KOMITBIOTepe, YAAINB TakxKe ceTeByIo KapTy. Hekoroprle HOyTOyKH
MMEIOT IepeKIIouaTeNN Ha KOpITyce, KOTOphIe MOXKHO MICIIONB30-
BaTh MV OTKJIIOUeHNS OeCIIpOBOIHBIX MHTep(elicoB, HO I
«o(IaitH» KOMITBIOTepa IIpeIIoUTUTeNbHee (PaKTUUecKN yIaIITh
CeTEeBYIO KapTy.

YcraHOBUTE IETOCTHOCTD 3arpy3ku, 3ameHns BIOS na
Heads® . HccienoBaTenn 6e30macHOCTY IPOAeMOHCTPUPOBAIN
ataky*® Ha npommsky BIOS nmonesoBatens Tails, uto mossoimio um
ykpacts krtount GPG u anexrporHsle nucbMa. K coxxamennio, BIOS
HeJIb3d yRAIUTH, KaK )KeCTKuIL aucK. OH HeoOXOaUM IS BKIIOUe-
HMA HOYTOYKa, II03TOMY ero HeoOXOAMMO 3aMeHUTh IIPOIINBKOIL ¢
OTKPBITBIM MCXOMHBIM' KOTOM. DTO CJIOXKHBII IIPOIIECC, ITOCKOIBKY
OH TpeOyeT OTKPHITYA KOMITBIOTepa ¥ MICIIOIb30BAHNA CIIeLINAIb-
HBIX MHCTPYMEHTOB. BOJIBIIMHCTBO aHApPXIICTOB He CMOTYT CHEJIATh
3TO CAaMOCTOATENBHO, HO, HA/IeI0Ch, B BAIIINX CeTAX HallJeTcsa JOBe-
PEeHHEII YeJOBeK, KOTOPBIN CMOXeT HaCTPONUTh ero aud Bac. [Ipoekr
HasbiBaercd Heads, moTomy uto ato gpyras croposa Tails — raoe
Tails sammmraer mporpamMmmuoe obecnieuenne, Heads sammmraer
nponueKy. OH uMeeT Ty e 11enb, uto u Verified Boot*, nHaiinen-
HelT B GrapheneOS, KOTOPEIT ycTaHaBIMBAeT IOJIHYIO HEIIOUKY KO-
Bepus oT o6opynoBanus. Heads mMeer orpaHNueHHYI0 COBMeCTH-
MOCTB*, I09TOMY MMeliTe 3TO B BUAY IIpM ITOKyIIKe HOYTOYKa, eCin

¥ osresearch.net/
*youtube.com/watch?v=sNYsfUNegEA
¥privacyguides.org/ru/os/android-overview/#_2
*osresearch.net/Prerequisites#supported-devices
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BHI IUTAHUpYeTe YCTAHOBUTE ero — MEI pekomeHayeM ThinkPad
X230, noToMy 4TO €ro yCTaHOBKA MeHee CI0KHa, UeM Y OPYTUX Mo-
nedxeii. IIponeccopsl 3TOro MOKoJXeHUA CIIocOOHE 3¢ deKTHBHO yaa-
nate Intel Management Engine*' mpu nepemnpommske Heads, Ho 310
He OTHOCUTCA K OoJiee IIO3XHIM IIOKOJIEHNAM IIPOIeCCOPOB Ha HO-
BEIX KoMIbIoTepax. Heads Mo)xHO HacTpouTs 111 IpOBEepKM Iie-
smoctHOcTU U noguuHHoCTY USB-Hakonurend Tails — cM. qokymen-
TaIuo*’, MpefoTBpaIlas ero 3arpy3Ky, ecyy OH OBLT IO feIaH.
Heads sammiaer oT ¢pmsnuecknx 1 yoaJeHHBIX KJIACCOB aTakK Ha
npommsKy BIOS u mporpamMmHoe obecrieueHMe oIepaniioHHOM CH-
cremnl! Ecmu Heads xorga-nn6o oOHaApYKNUT ITOAAENKY, BEI JOJDK-
HEI HeMeIJIEHHO pacCMaTpMBAaTh YCTPOVICTBO KaK HeHaIeXHOe.
KpnMunanucrnuecknit ananmms*® Mo>keT BBISBUTS, KaK IIPOM30IIIIA
KOMITpOMeTAIV, UTO IIOMOKeT IIPeJOTBPATUTE ee IIOBTOpeHNe. Bbl
MO>KeTe CBA3AThCA CO CIY>K00I1, HallpuMep, ¢ TopsAdasd JINHIA 110
nudposoit 6esonacHocTn Access Now*?, XoTa MBI peKOMeHIyeM He
OTIIPABJATh MM HUKAaKUX ITePCOHAIBHBIX NaHHBIX.

« Ucnmonbp3ayiite USB-HakonmuTe N ¢ 3al{MINeHHOM IIPOIMINBKOIL,
Hanpumep Kanguru FlashTrust*, uto6s1 USB-HakomuTens mepecrai
paboraTs*®, ecin mpommBKa 6yner ckoMmrpoMerupoBaHa. Kanguru
MMeeT POSHMUHBIX IIPOJABIOB II0 BceMy MMpPY*’, UTO IO3BOJIIET
BaM ITOKYIIATh UX JMYHO, YTOOBI M30eXKaTh PICKa IlepexBara I10-

YTBhI.

“en.wikipedia.org/wiki/

Intel_Management_Engine#Assertions_that ME_is_a_backdoor
“osresearch.net/InstallingOS/#generic-os-installation
“notrace.how/threat-library/mitigations/computer-and-mobile-forensics.html
**accessnow.org/help
“kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-drive
*kanguru.com/blogs/gurublog/15235873-prevent-badusb-usb-firmware-

protection-from-kanguru

*kanguru.com/pages/where-to-buy
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ayreHTH(UKANNIO®, I09TOMY BTOPOJ YPOBEHB 3aLIUTHI C APYTOIL pe-
anusaiyeit mugppoBaHNI MOKeT OBITE MOJe3eH I 0c000 KOHPMK-
OEeHIMATBHBIX JAHHBIX.

Ycranoeka SiriKali

SiriKali — aTo nporpaMma g 3anmppoBaHHBIX TOMOB, KOTOpas JC-
noxs3yer gocryptfs®® 3a kynamcamu. OHa JOCTYyIIHA B PEIIOSUTOPUY
Debian®” n MoxeT OBITE JIETKO YCTAHOBIEHA KaK AOIIOJTHUTENIBHOE
nporpaMmMHoe obecrieuenne®. B Synaptic ycranoBure n sirikali, n
gocryptfs (eciu BbI uyBcTByeTe ce6 KOMPOPTHO B KOMaHIHOM CTPO-
ke, BBI MOXXeTe UCIIONB30BaTh gocryptfs HampsaMylo, 1 BaM Ha caMOM
IeJye He Hy»eH sirikali). Ecii BBI He XoTHTe IepeycTaHaBINBATD
SiriKali B ka>ktoM ceaHce, BaM HY>KHO OyfeT HacTpouTh [lOIoIHM-
TeJIBHOe IporpaMMHoe obecrieuerne B [locTosHHOM XpaHmne’ .

CosaaHme 3awmppoBaHHOIo ToMa

[Ipn ncnonszoBanuy SiriKali nyuda cosmanus Toma 6yoyT cO3OaHBI ABA
HOBBIX KaTaJIOTa: «3alInppoBaHHbI» KaTaJOT, B KOTOPOM (aKTude-
CKU XpaHATcA 3ammndpoBaHHbIe aiurel (VolumeName/ Ha Bamrem USB-
HaKOIINTeJe C «IIePCOHAIBHBIMI TaHHBIMI» ), NI «OOBIUHBIN» KaTa-
JIOT, B KOTOPOM BBI IIOJIYUYNUTe JOCTYII K pacindpoBaHHOMY TOMY II0-
cie ero MOHTMpoBaHUA (/home/amnesia/.SiriKali/VolumeName).

« ITogxmounte USB-HakonuTenh ¢ « IMUHLIMU JaHHBIMU», Ha KOTO-
POM BEI Oy[eTe XpaHUTE 3TOT 3aIIN(PPOBAHHEIN TOM, ¥ BBEJUTE €T0
napoasHyio ¢pasy LUKS.

+ 3arem B SiriKali Haxxmute «Co31aTh TOM» U BEIOEPUTE OIILINIO
«gocryptfs».

¥ notrace.how/threat-library/techniques/targeted-digital-surveillance/
authentication-bypass.html

¥nuetzlich.net/gocryptfs/

#¥packages.debian.org/bookworm/sirikali

*®anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-
obespecheniia

*lanarsec.guide/ru/posts/tails-best/#razblokirovka-perekliuchatelia
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HUX HeuacTo. YToOBI CHM3UTH PUCK TOTO, UTO BBI HaBCETAA
3a0ymere mapois Diceware, BbI MOKeTe MCIIOJIb30BaTh Tails
IJI XpaHEHM BCeX «3allOMHEHHBIX» ITaposell Ha USB-Ha-
xonuTene LUKS, a sareM XpaHITB ero BHe MecCTa, I'ie €ro He
CMOTYT Hal{TV BO BpeMs IIOJIMIEIICKOTO peliaa. Bl MOIKHBI
OBITH B COCTOSHIY BOCCTAaHOBUTH mapoib LUKS aroro USB-
HAKOIIMTeJId, eCJIM IPOILIO MHOTO BpeMeHN. Cm. BrubnmoTe-
Ky yrpo3®® M OBYX pas3IMYHBIX IIOAXOJ0B, KOTOPBIE BBI MO-
’KeTe JICIIOIb30BaTh: OAMH II0JIaraeTcsl Ha JOBEPEHHOTO TO-
Bapulla, a APYToli ABJIAETCI CaMOAOCTaTOUHbIM. Kak 1 B
cllydyae cO BCeMM Ba)KHBIMI Pe3epBHBIMI KOIMAMH, Y Bac
JOJKHO OBITh KaK MMHMMYM JIBA.

MaponbHbie ¢pasbi Tails

s Tails BaM Heo6XORMMO 3aIIOMHUTE ABe ITApOJIbHEIE (pashl:

1) ITaponbHas ¢ppasa USB- HakonuTeNs «IepCOHATBHBIXK TaHHBIX»
LUKSY, rue xpauurcs Banr daiir KeePassXC.
2) ITaponsuas ¢ppasa KeePassXC

Ecnu BB McIIONB3yeTe MOCTOSHHOE XpaHMIINILE, 3TO eIlle OfHA Ma-
poibHasd ¢pasa, KOTOPYIO BaM IIPMUAETCI BBECTH Ha 3KpaHe IIPUBET-
CTBYIS BO BpeM9 3arpy3Ky, HO OHAa MOXeT OBITh TaKOI ke, KaK Iapoib
LUKS. Brikmiouarite Tails Bcsxuii pas, Korga BEI OTXORMTE OT KOM-
nbioTepa GoJee ueM Ha HECKOJIBKO MUHYT.

3awmnopoBaHHbIE TOMA

LUKS? — 310 310p0BO, HO riIyGoKas 3arura He moBpeaut. Eciau mo-
aunua koHpuckyer Bair USB-Hakonurens Bo BpeMs 00BICKa JoMa,
OHIU ITONPOOYIOT MCIIOAB30BATh PA3IMUHEIE TAKTUKY, YTOORI 000MTH

8 notrace.how/threat-library/mitigations/digital-best-practices.html#header-use-
strong-passwords
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+ 3anycture Tails ¢ USB-HakonmTens ¢ ¢pu3muecKiM IepeKiio-
YaTeseM 3al{UTHI OT 3ATICIL..

Ncnonb3oeaHMe nepekntoyarens

3aluuTbl OT 3anmcCu

Yro Takoe IepeKIrovaTeIb 3awumsl om sanucu ? Korga B
BcTaBisgeTe 0ObIYHbIT USB B KOMIIbIOTED, KOMIIBIOTED BBI-
IIOJTHAET OIEPAIVIN YIMeHUA VI 3anucu ¢ HIIM, a OIleparus 3a-
nucu MokeT M3MeHUTh faHHble Ha USB. HexoTopsle crierm-
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anpHbIe USB, paspaGoTaHHbIe [ aHANIN3a BPpeTOHOCHBIX
IIporpaMM, NMeIOT (pU3MUECKNII IepeKITIoUaTesb, KOTOPHIN
MO>KeT 3absoKkupoBarh USB, Tak UTO JaHHbIE MOTYT OBITH
npouumarbvl ¢ HeTo0, HO HUKaKye HOBbIe JaHHbIEe He MOTYT
OBITH 3aNUCAHbL Ha HETO.

Ecsin va Bammem USB-nHakonurene Tails ecTs mepexirodaress 3aIiTe
ot 3ammcy, takoit kak Kanguru FlashTrust*®, xorga nepekniouarens
3a0JIOKMPOBAH, BHI 3aIl[UILEHEI OT 3JI0yMBIIUIEHHINKA, CKOMIIPOMEeTH-
poOBaBIIIeTo IporpaMMHoe obecrieuenne Tails, xpausmieecs Ha USB-
HaKoIureje. 9TO KPUTUUECKM BaKHO. YTOOBI CKOMIIPOMETIPOBATh
Bamr USB-makonuress Tails, 310yMBINIIeHHNKY HeOOXOAMMO IMeTh
BO3MO>KHOCTB 3aIIJICEIBATh Ha HETO. 9TO 03HAUAET, UTO JaXKe eCII ce-
amc Tails sapasken BpegornocusiM I10, Banr USB-nakonurens Tails
HeM3MeHseM, I03TOMY KOMIIpOMeTalsa He MOXeT OBITh IlepeHeceHa
Ha nocienyione ceancrl Tails («ycroiiunBocTs BpemorocHOro I10»)
IyTeM M3MeHeHNd (aiiyIoB ONepallOHHOM CICTeMbl. EXMHCTBeHHEBI
IOPYIoii cI1ocof YCTAHOBUTD «YCTOMUUBOCTE BpeqoHOCHOTO [I0» —
9TO KOMIIpOMeTALVS IPOIINBKY, KOTOPYIO BHI YK€ CMATUMIIN.

O6patute BHMMaHue, 4To npommska Heads nemaer nepexirouaTenn
3aILUTHI OT 3allMCY HEHYKHBIM, IIOCKOJIBKY €TI0 MOKHO HaCTPOMUTH Ha
NMpOBepKy LexocTHOCTH U noanuuHocTy USB-nakonutens Tails me-
pen 3arpyskoi®’.

Ecnu BeI He ucnonsayere Heads u re Mmoxxete npnobpectu USB-mako-
MUTENH C IepeKIdaTe]eM 3aliTEI OT 3alMCH, Y BaC eCTh TPU Bapu-
aHTa.

1) Vcranosure Tails Ha SD-kapTy u ncrionbsyiite aganrep USB 3.0
I SD-KapTel, IOCKONBKY SD-KapTeI OCHAILleHBI IepeKIodaTeaeM
3aIl{MTHI OT 3aIIMCH.

*kanguru.com/products/kanguru-flashtrust-secure-firmware-usb-3-0-flash-drive
*osresearch.net/InstallingOS/#generic-os-installation
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Yro Takoe maposbHas dpasa Diceware? Kak ormeuaer
Privacy Guides®**, «maposnbnsle dppassr Diceware sBigroTcs
OTJIMYHBIM BapMAHTOM, KOTHa BaM HY>KHO 3aIIOMHUTD VJIN
BPYYHYIO BBECTVI CBOM yUeTHbIEe JaHHbIE, HAIIPIMeD, I1aB-
HBIII IIapOJIb BAIllero MeHeIKepa IapoJIeil MM IIapoJlb
¢ poBaHMA Ballero ycrpoiicTsa. [IpyMepoM maposHOI
dpaser Diceware aBisgercs viewable fastness reluctant
squishy seventeen shown pencil». ®yHkius reneparopa ma-
poieit B KeePassXC mMoxeT reHepupoBaTh IapoIbHbIE Ppa-
3bI Diceware u ciryuariHble naposy. Ecmy BeI mpenmodnTae-
Te reHepUpOBaTh apoJbHble (ppasbl Diceware ¢ McImons3o-
BaHIEM HACTOSAIINX UTPAJIBHBIX KocTell, cM. Privacy
Guides®.

O6Lume pekoMeHAaUMH

+ 3amomHuTe nmaponbHsle ppaswl Diceware us 7-10 c10B Ay1g Beero,
YTO BaM HY>KHO OyeT BBeCTH, IIpeskie UeM BBI ITOJIyUNTe JOCTYI K
pasbsokupoBaHHOI 6a3e naHHBIX KeePassXC (mpyrumm cioBamuy,
MapoJbHYIO $pasy I IIOJHOTO INM(POBaHNS AMCKA U IIaBHYIO
napoasHyio ¢ppasy KeePassXC).

« Crenepupyiite nmapoau us 21 cayualfHOTO CUMBOJA AJIA BCETO, UTO
MO>KeT XpaHUThcA B 6ase qaHHEBIX KeePassXC. CoxpaHaiiTe peseps-
HYyI0 KoIlnio Banreit 6a3sl naHHbIX KeePassXC Bue odmca Ha ciy-
yaif, eciu oHa OyeT IOBpeKAeHa YIIN U3BATA.

Konunk

Bamu 3amomHeHHBbIe nTapoan Diceware MOTyT JIerKo 3a-
OBITHCS, ECIV Y BAC €CTh HECKOJIBKO, 32 KOTOPBIMY HY’KHO
CJIeIATDH, 0COOEHHO eCNIV BBI MICIIONIb3yeTe KaKye-JIoo 13

#privacyguides.org/ru/basics/passwords-overview/#_7
¥privacyguides.org/ru/basics/passwords-overview/#_7
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06beMoB ob6aunsIx Berumciaennit . HoBas Bepcua LUKS (LUKS2 ¢
ucnonb3oBaHneM Argon2id) MeHee ys3BMMa IS aTaK METOAOM IIOA-
6opa nmapong®® — 310 3HaUeHNUe 0 yMomuaHuIo Mg Tails 6.0 1 Qubes
OS 4.1. Ecu BbI XOTUTe Y3HATH OOJIbIIIe 00 5TOM M3MeHEeHN, MBI pe-
KoMeHayeM 0030p Systemli* wnu dys2p®.

HapexmxocTs mapoys usMepseTcsa B «« Ourax sHTpornuu »**». Bamm
IapoJy/IapoJbHble Gpaskl B Maeane JOLKHEI IMETh SHTPOIINIO OKO-
110 128 6uT (maponpHele ¢pasel Diceware 13 mecsTII CIOB JUIN ITa-
poib 13 21 cIy4YaiiHOTO CHMBOJIA, BKJIIOYAsd 3arJaBHBIE, CTPOUHBIE
OyKBBI, IU(PEI M CUMBOJIBI) U He NOJLKHBI IMeTh MeHee 90 OUT 9H-
Tponuu (nmapoxsHele ¢ppaser Diceware us cemnu cIoB).

® KeePassxC - o X

Database Entries Groups Tools View Help

cinch mangy thousand wind illicitly spoof quintuple ®o|lc B

Password Quality: Good Entropy: 90.47 bit

Password | Passphrase

»

Word Count 7 =

Word Separator:

Word Case: | lowercase ¥

Close

"blog.elcomsoft.com/2020/08/breaking-luks-encryption/

#*mijg59.dreamwidth.org/66429.html

81systemli.org/en/2023/04/30/is-linux-hard-disk-encryption-hacked/

#2dys2p.com/en/2023-05-luks-security.html

#en.wikipedia.org/wiki/
Password_strength#Entropy_as_a_measure_of_password_strength
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2) 3anuceiBaitre Tails Ha HoBbIit DVD-R/DVD+R*® (3anucriBarite
OIMH pas) Iyg KaKxoli HoBoit Bepenuu Tails — 310 moBOIBHO
Heyno6Ho. He ncnonssyiite DVD ¢ mapkupoBkoit «DVD+RW»
mwin «DVD+RAM», KoTopble MOXKHO Ilepe3alicarh.

3) 3arpyswure Tails ¢ toram ommueii, KOTopas IIOJHOCTBIO 3aTpy>KaeT
Tails B mamaTs. VsBnexkure USB-makonuresns Tails B Hauase ceaH-
ca, Ipexke ueM uto-1ubo genats (6yab TO moakaodenne K Uu-
TepHeTY VI IoAKIoueHne qpyroro USB-Hakonurend), a 3aTeM
ucnoabsyiite Tails kak 06bruH0. To, Kak BBI MCITONB3YyeTe toram
OIIUIO, 3aBUCUT OT TOTO, 3arpyskaeTcs au Bair USB-HakonuTe s
Tails ¢ momonreio SYSLINUX 1t GRUB,

« [na SYSLINUX, korga mosBUTCH 9KpaH 3arpy3ku, Haxmure Tab
u BBefuTe Ipobes. Beenure toram n Haxxmute Enter.

« [lna GRUB, xorma mogBUTCA 3KpaH 3arpy3KH, HOKMUTE € I JIC-
IIOJIB3YIATE CTPEJIKM KJIABMATYPHI, UTOOBI IIePeiiTy K KOHIY CTPO-
KI, KoTopad HaumHaercd ¢ linux. CTpoka, BepodTHO, IlepeHece-
Ha 11 oToOpaskaeTcs B HECKOJIBKO CTPOK, HO 3TO OJ{HA CTPOKA KOH-
¢urypauym. Beequte toram n Haxkmure F10 mmn Ctrl+X.

Pasbrnokupoeka nepekstouarens

Ha USB ¢ nepeximouareseM 3aIllUTHI OT 3aIIMCH BbI He CMOXeTe BHO-
CUTH Kakne-nmubo usmeHeHus B Tails USB, xorma nepekmouaTens 3a-
6mokuposaH. Ecu BEI MoXKeTe BHOCUTD M3MEHEHMN, TO X BPeIOHOC-
Hoe IIO moxert. EcTh TONBKO ABA cayudasd, KOraa IepeKIiouaTenb T0I-
JKeH OBITh pasOIOKMpPOBaH:

1. Ans cneumanbHoOro ceaHca o6HOBMEHMS.

Ecnu Bam Hy>xHO 00H0BUTE Tails, BEI MOXeTe celaTs 3TO B CIIeLN-
ATBHOM CeaHce ¢ PasOIOKMPOBAHHEIM IepeKIouaTeleM — 3TO Heo0-
XOIVIMO, TIOCKOJIBKY OOHOBIEHME TOJDKHO OBITH 3anucano Ha USB-Ha-

*‘tails.net/install/dvd/index.ru.html
*tails.net/doc/advanced_topics/boot_options/index.ru.html
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xoruTens Tails. ITocie Toro, kak BEI 3aKOHUUTE, BaM CJIeRyeT Iepesa-
nyctuth Tails ¢ 3a6I10KMPOBAHHEIM ITepeKII0UaTEEM.

2. Ans BblAeneHHOro ceaHca HacIpPOMKM, €CIN Bbl
peLumMImM Ucrnonb3oBarb MOCTOSTHHOE XPaHMMLLE.

Persistent Storage®® — aro ¢pymxkiusa Tails, koTopas mossonseT nepe-
HOCUTEL JaHHBIE MEXIY CeaHcaMM, KOTOpEIe B IIPOTHBHOM ciydae ObI-
sy OBl aMHe3Mell, coXpaHasd HaHHbIe Ha camoM USB-makomnurene
Tails. ITockonsky Persistent Storage Tpebyer sanncy na USB-mHakomnn-
Teub Tails, ero 0OBIYHO HEIIPaKTUUHO JMCIIOIB30BATH C IlepeKIdare-
JIeM 3aI[UThI OT 3aIVCU. ANTBTePHATUBOI ITePeKTIOUATENI0 3AIIUTEI
oT 3amucu apiagercd ucrnoiab3obanue Heads — Heads nposepser noa-
JMHHOCTE U HexocTHocTs USB-Hakonurens Tails ¢ momorsio 1indpo-
BOJI IOAIIICH IIPY 3aTpysKe, M 3TO AejaeT 3anuchk Ha USB-Hakomu-
tens Tails 6esomacHoit, moatomy Persistent Storage 6ymer paboTars
TaK, KaK U 0>KMIANIOCh.

Emte omna npuunia nsberats UCIONL30BaHNUS (GYHKIINIL ITOCTOSHHO-
IO XpaHeHMS 3aKII0UaeTCsI B TOM, UTO MHOTYE I3 HIIX XPaHAT Iepco-
HanbHbIe fanHble Ha USB-makomnurene Tails. Ecau Banr ceanc Tails
CKOMITPOMETHMPOBaH, aHHBIe, K KOTOPEIM BBI I10JIydaeTe JOCTYII BO
BpeMs 3TOTO ceaHca, MOT'YT OBITh MCIIOJIb30BAHEI JIT CBI3BIBAHIA Ba-
mx gerictBuit. Eciu ma USB-nakonurene Tails ecTs mepconanbibie
JlaHHEIe, TaKJe KaK ITIOYTOBBI ANIVK 3JIEKTPOHHOI ITOUTEI, pasfere-
Hue ceaHcoB Tails 6ombIite HEBOZMOXKHO, K020d NOCIMOAHHOE XPAHUTU-
we pasbrokuposaro. UToOvI HOOUTECA pas3aeNeHNs ¢ PasOIOKUPOBAH-
HEBIM IIOCTOSHHBIM XPaHWINIIEM, BAM IIOHAXOONTCSI BhIfEeNeHHBIN
USB-makonmtens Tails mig kaxmoil mmurocTy, 1 0OHOBIEHME UX BCEX
KaKIBI Mecs1t OymeT 60IbII0l paboToit.

OnHako BBl MOXKeTe 3aXOTeTh MCIIOIb30BATh HEKOTOPEIe QYHKIINY
Persistent Storage, xoTopble He XpaHAT NepcOHATbHBIE JaHHEBIE, Ha-
npuMep, JOMOMHUTENBHYIO GYHKIMIO IIPOrPaMMHOTO 00ecIieueHus.

2anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-
postoiannogo-khranilishcha
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Bor moueMy BaXKHO MCIIOJIB30BaTh B Opaysepe Tor Browser na-
cTpoiiky 6esomacHocTu «Hanbomxee 6esomacHbIii»’’ 110 ymMorua-
HUIO, JaKe VI «TOBEpeHHBIX» BeG-caliTOB, UTOOBI 3HAUNTEIBHO
CHUBNUTH PUCK YCIIENIHOI aTaky BpegoHocHoro 1O Ha 6paysep Tor.

LUlvppoBaHue

Maponu

[Indposarne’ — exMHCTBEHHOE, UTO CTOMT Ha IIYTH HAIIMX 3JI0-
YMBIIUIEHHNKOB K YTEHIIO BCeX HAIINX JAaHHBIX, €CJIM OHO MCIIONb-
3yeTcs IPaBIIIBHO. [IepBEIif I1ar k obecrieueHNIo Oe30I1acCHOCTH Ba-
ILIero MMUQpoBaHNI — yOeAUTHCS, YTO BBI UCIIOJIb3yeTe OUeHb HaleX-
HEIe IIapoJau — OOJBIIMHCTBO Iapojiell He Hy>KHO 3alIOMIHATB, I10-
CKOJBKY OHM XpaHATCS B MeHemkepe napoJeit KeePassXC, mosromy
OHM MOTYT OBITh a0COJIOTHO cayuaitHeiMn. Hukorna He mcnonssyiite
NapoJb MOBTOPHO I HECKONBKUX Leell («pelMpKyIanus mapo-
neit») — KeePassXC ymporaer xpaHeHe YHUKATBHBIX IIapOJIel,
IpeAHa3HAUEHHBIX I OTHOM Heiy. YToObl y3HATh, KaK MCIIOTb30-
Bath KeePassXC, cm. Menemxkep naposeir”®.

B repmunonoruu KeePassXC napony’ — a0 cayuaitnas mo-
CJIeJOBATEeJIbHOCTh CMBOJIOB (OYKB, (P M APYTUX CMBO-
JIOB), a napomnvHas ¢paza’ — 9TO cirydyariHas MOCIeS0BaTelb-
HOCTB CJIOB.

MIndposanne LUKS' ach(peKTUBHO TOIBKO TOTAa, KOTAA YCTPOI-
CTBO BBIKJIFOUEHO — KOI'J[a YCTPOVICTBO BKIIOUEHO, ITapOJIb MOKHO
M3BJIeYb U3 MaMATH. 3I0YMBIIIIEHHNKY MOTYT IIOIIBITAThCSA IIPOBe-
CTH aTaKy MeTOOM IIoA00pa IapoJId ¢ MCIIOTb30BAHMEM OTPOMHBIX

""anarsec.guide/ru/posts/tails/#tor
"*anarsec.guide/ru/posts/tails/#menedzher-parolei-keepassxc
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DuckDuckGo

"www.badwebsite.com/' B

- He BBOAMTE HUKaKYI0 NAeHTUGUKAUOHHYI0 MHPOpMAITUIO

Ha BeO-caiiTe. Eciyi BEI ITlepexouTe 10 CCBIIKe 13 3MEKTPOHHOIO
MICHMA M Bac MPOCAT BOMTU B CUCTEMY, 3HAJTe, UTO 3TO OOBIUHAS
KOHITOBKA (PUINIMHTOBBIX KaMIIaHUII. BMecTo 3TOr0 BpyuHYyIO ITe-
peltmuTe Ha BeG-caiiT CIyKOBI, K KOTOPOII BBI IIBITA€TECH MIONYUNTh
DOCTYII, ¥ BoJimure TaM. Takum o6pa3oM, BEI OyeTe 3HATH, UTO
BXOJUTE Ha HY>KHEBII BeG-cailT, IOCKOJIBKY BEI CAaMM BBEJIU afpec, a
He NOBEPATH CCHIIKE B 3€KTPOHHOM IIUChME.

Ataku Ha BoAONOM

3J0yMBINIIEHHUK TaKXKe MOXeT CKOMIIPOMETHPOBATh «HOBEpeH-
HEIT» BeG-CaliT — TO IIO3BOJSAET €My YCTAHABINBATH BPeJOHOCHOE
1O ma xoMIBIOTEPEI MI0O0T0, KTO IOceltaeT Beb-caiiT, 6e3 HeoOxomu-
MOCTMU 3aHMMAThCA GUIINHIOM. TO Ha3bIBaeTCA «aTaKoll watering
hole» nnn «xommpomeranmeit drive-by»’°, moromy uTo oHa arakyer
MHOTHUX JIofell oquoBpeMmento. Hanpumep, ®BP B3nomano Be6-caitr,
a 3aTeM MCIIOJIb30BaI0 3KCILIoiT Tor Browser’®, uToOBI B310MaTh
8000 mosp3oBaTelell, KOTOpEIe ero IMOCEeTILIIL.

attack.mitre.org/techniques/T1189/
"Svice.com/en/article/53d4n8/fbi-hacked-over-8000-computers-in-120-countries-
based-on-one-warrant
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s aroro Tpebyerca pazbIoOKMpPOBATh ITePEKIIOYUATeNb I BEIeIeH-
HOro ceanca Koupurypauuu Persistent Storage:

+ 3amycTuTe «pa3bIOKUPOBAHHEIN» CEaHC, CO3AaliTe MOCTOTHHOE
XpaHmwmie*’ ¢ BKIIOUeHHBIM HOIIOIHUTENIbHBIM IIPOrPaMMHBIM
obecrieueHMeM, YCTAHOBUTE JOIOTHUTENBHOE IIPOrpaMMHOe obec-
neueHue’* 1 BrIOGepuTe «YCTaHABIMBATE KasKIBII pas» IIPY IOABIe-
HIU COOTBETCTBYIOIIETO 3aIIpoca.

+ Teneps, kormga HacTpoJiKa 3aBepIlIeHa, epesamycrure Tails B «3a-
OJIOKMPOBAaHHOM» ceaHce, IIpeskae YeM (PaKTIUecKy MICIIOIb30BaTh
nporpaMMHoe obecrieuenne. He ycraHaBImBaiiTe apois agMITHNI-
cTpaTopa, KOTOPEIiT TpeOyeTcs TOJBKO BO BpeMs IIepBOHAYAIBHOI
ycTaHOBKHU. B «3abm0KMpoBaHHOM» ceaHce HM ONUH U3 ¢ailios, ¢
KOTOPEIMM BEI paboTaeTe, He coxpaHsercsa Ha USB-Hakonmrene
Tails, MOCKONBKY OH «3a0JIOKMPOBAH», HO Tellepb HOIIOIHNUTEIBHOE
IporpaMMHOe obecIeueHNe HaCTPOeHO Ha YCTAHOBKY Ka)KIBIN pas,
KOTfia BBl BBOANTE IIapOJIb IIOCTOSHHOTO XpaHWINIIA Ha SKpaHe
npuBeTcTBMA. UTOOBI MMeTh «3a0JIOKMPOBAaHHBIN» CEaHC C ITOCTO-
AHHBIM XpaHMINILeM, nepexniouaTe’as USB HeoOxonumo IepeBe-
CTH B IIOJIOKEHME «TOJBKO UTEHME» noc/e IONyUeHNs yBeaoMIe-
HMA «J[OIOJTHUTENBHOE IPOorpaMMHOe obeclieueHe YCIIeITHO
yCTaHOBJIEHO» (M OO IMOAKIIOUeHN K IHTepHery).

PyHKIMA IOCTOTHHOTO XpaHeHN HeJOCTYIIHA IIPK MCIIONb30BaHIN
DVD mnn toram BapMaHTa 3aTrpy3KI.

USB-Hakonurenu ¢ nepcoHanbHbIMK
AaHHbIMM

I'me MBI MOXeM XpaHNUTh ITIepCOHANBHEIE JaHHbIE A MICIIOIb30BaAHN
Mexay ceaHcamu Tails, ecxu nmepekiouaresb 3aIUTHL OT 3alIMCK He
IMO3BOJIET HaM MCIIOJIb30BaTh IIOCTOSHHOE XpaHuinie? Me1 peko-

>anarsec.guide/ru/posts/tails/#neobiazatel-no-sozdanie-i-nastroika-
postoiannogo-khranilishcha

>*anarsec.guide/ru/posts/tails/#ustanovka-dopolnitel-nogo-programmnogo-
obespecheniia
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MeHJJyeM XpaHUTh IIepCOHANbHEIe JaHHEIe Ha BTopoM USB-Hakomu-
texe LUKS. Srot USB-HakommuTe b ¢ «I1epCOHATBHBIMU JaHHBIMI»
He MOJDKEH BBINIgaeTh naeHTuuno USB-makonuremnio Tails, utoOb1
n30exaTs TyTaHuIEL. YT00kI cO30aTE 3TOT 0TAeNbHENT USB-Hakomn-
tenb, cM. How to create an encrypted USB*. Eciut BBI unTaere 3710 U3
TaKoOJ CTpaHbI, Kak BenukoOpuranud, rae HellpeAoCTaBIeHNE IapoO-
Jeit mugppoBaHUI MOXKET IIPUBECTU BAC B TIOPEMY, 3TOT BTOPOI AUCK
IOJDKEH OBITH )KeCTKUM TUCKOM, CORepKAITM CKPBITHIN TOM
Veracrypt®® (makonnrenu SSD u USB He moaxomar I CKPBITBIX TO-
MOB”’).

ITogxonm kK KOMIIAPTMEHTAIN3ALNY, 0OCYKIAaBIINIICA BEIIIe®®, aKKy-
PaTHO paspenseT pasHble JMYHOCTI, MCIIONb3YS OTAeIbHEBIE CEaHChI
Tails o OTHENTBHEIX BUAOB NeATETBHOCTY — HAIIpUMep, B ceaHce
Tails Ne 1 BBI 3aHUMaeTech Mofepalueit BeG-caiira, a B ceaHce Tails Ne
2 BBI 3aHIMaeTeCh MCCIIeqOBATEIbCKOM AeITeIbHOCThIO. DTOT IOIXO0
MMeeT ITOCJIeICTBI A TOT'0, KaK BBI opraHusyete cBou USB-Hako-
MUTEeNN «IIepCOHATBHEIX QaHHBIX». Eciu coxpangemsle Bamu aiinbl
MOTYT JMCIIOJIB30BATHCA JJIS CBA3BIBAHMSA BAIIIMX BIIOB JeATEIbHO-
CTH, MCTIONB3YIiTe pasHble USB-HakonuTenn «IepcoHaJbHBIX JaH-
HBIX» I KAKIOTO BUOA NeITeIbHOCTH.

>>anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb

*syeracrypt.fr/en/Hidden%20Volume.html

veracrypt.fr/en/Trim%200peration.html

**anarsec.guide/ru/posts/tails-best/#2-ispol-zovanie-tails-dlia-bolee-chem-odnoi-
tseli-odnovremenno
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MM JaHHBIMM». BEI Mo)keTe moMecTuTh cCHINKY Ha Riseup Pad,
uTOOBI IIOJYUNTh K Hell JOCTYIL.

Hcnonssyiite Tor Browser ¢ HacTpoiikoii Safest’?! [Togasasio-
Itee OONBIMHCTBO 3KCILIONTOB potns Tor Browser He 6ynyT pa-
6oTaTh ¢ HacTpoIiKoit Safest.

CxonmpyiitTe 1 BcTaBbTe aipec BpYYHYIO B Opay3ep I IIOBTOP-
HO BBeguTe foMeH. Hanpumep, mocyte BCTaBKM CCBLIKMA
anarsec.guide/posts/tails moBTOpHO BBeAMUTE anarsec.guide ce-
61. He nepexonure 1o runepcchlike (T. e. Bceraa KOIMpPYIiTe U
BCTaBJIAITE), TAK KaK 3TO MOXKeT BBECTH Bac B 3a0IyKIeHIe OTHO-
CUTEJBHO TOTO, Ky[ia BbI HallpaBjifdeTech. [IOBTOPHBIN BBOI JOMeHa
3alUIIaeT OT «TUIIOCKBOTTMHTA» (mailriseup.net BMecTo

mail riseup.net), a Takxe oT «oMorpaduuecKux aTak»’> (korma Ku-
puinnyeckue OYKBEI 3aMeHAIOTCI OOBIUHEIMY OyKBaMI).

Huxorpa He mepexomuTe MO COKPAIIeHHOM CChLIKe (HAIIPH-
Mep, caifT Tuna bit.ly, koTopriit Geper mIMHHEBIE BeG-agpeca I Aela-
eT KOpOTKIe), IOTOMY UTO MX HeBO3MOXHO IIPOBEPUTH Ilepe] Iepe-
HanpasieHneM. Unshorten.me’* Mo>keT pacKpEITh COKpaIlleHHbIe
CCBUIKIL.

Ecyau BBI He y3HaeTe JOMeH, McciaeayliTe ero. Haiinure nomeH ¢
JOMEHHBIM MIMeHeM B KaBBIUKaX, VICIIOJIb3Ys ITOMICKOBYIO CICTEMY,
COXpaHAIIYI0 KoHpuaeHnManbHOCTh (Hanpumep, DuckDuckGo),
uTOOBI Y3HATB, ABJIAETCS JIU 3TO 3aKOHHBIM Be6-caiiToM. 9TO He Ha-
Je>KHOe pellleHIe, HO 3TO X0poIllad Mepa IPeXoCTOPOKHOCTIL.

"2anarsec.guide/ru/posts/tails/#tor
"*theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers
"*unshorten.me/
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daynbl

B 2017 rony ®BP u Facebook coBmecTHO paspaboTaiu BpeJOHOCHBII
BUAeodail , KOTOPHIN JeaHOHUMUSUPOBAI IToIs3oBaTend Tails®® mo-
CJIe TOTO, KaK OH OTKDPBUI €T0, UCIIONb3ys qoMantHuii Wi-Fi.

Ilna HeHameXHBIX BIOKEHMII BaM B Ieale ceqyeT UCIIOIb30BaTh
Dangerzone®” nyff OUMCTKI BceX OTIIPaBJICHHEBIX BaM (pajiyioB IIe-
pen nx orkpeiTneM. Dangerzone 6eper HeHaneskHble PDF-daiitier,
odMCHBIe TOKYMEHTHI JUIM N300paKeHN s U IIpeBpalliaeT UX B HaJeK-
Hele PDF-¢daitibr. OsHakoMBTeCh ¢ JOKyMeHTanueln ° o ycTaHOBKe
Dangerzone Ha Tails — k coxxaneHuIo, B HACTOsALIlee BpeMs AJIT 3TOTO
TpebGyeTcs MCIOMb30BaTh KOMAaHIHYIO CTPOKY ™.

Ecnu BeI He Mcnons3yere Dangerzone, Ty4yiire BCero OTKPbIBATh
HeHaJe>XHbIe (alifibl B BhIaeieHHOM ceaHce Tails «odmaiin-pe-
KuMa» !, IT0 IpeqOTBPAaTUT BBRIMOJIHEHNE KOJA OT YCTAHOBIEHST
YIOATeHHOTO COeJUHEHUA ¢ IIPOTUBHIKOM, UTO OOBIUHO HEOOXOAMMO
I IpooJuKeHMs ataky. HeMenyieHHOe 3aBepllleHIe ceaHca Iocie
3TOT0 MMHUMM3HUPYET BEPOITHOCTb COXpaHeHUI BpegoHocHoro I10.
Onnaxko, ecu BhI He McIoab3yere Dangerzone ang ouncTky ¢aiios,
OHI OCTaHYTCSA HeHAEKHBIMMU.

Ccbinku

HpI/I VMCIIOJIB30BaHNN HCHAOCKHBIX CCBIJIOK BaM HeO6XOJII/IMO 3anm-
IjaTh ABE BECILINM: CBOXO aHOHMMHOCTB I CBOXO I/IH(i)OpMaLU/IIO.

+ JIyulre Bcero OTKPHIBATH HEHAJle)KHBIE CCBIIIKA B BhIJIeJICH-
HoM ceaHce Tails 6e3 pa3dIoKNpPOBaAaHHOTO HOCTOTHHOTO Xpa-
HIJININA I TogKIoueHHbIX USB-HakonuTeiel ¢ « IMYHbI-

*vice.com/en/article/v7gd9b/facebook-helped-fbi-hack-child-predator-buster-
hernandez

“dangerzone.rocks/

tails.net/doc/persistent_storage/additional software/dangerzone/index.ru.html

"‘tails.net/doc/first_steps/welcome_screen/index.ru.html#index3h2
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Tails
Tails USB LUKS USB #1 LUKS USB #2
No Persistent Storage Website moderation Sketchy research

Ecnu USB-Hakonmmrensb ¢ «IMUHBIMI JaHHBIMU» JCIIOIb3YETCA IS
COXpaHeHN OUeHb KOHPUAeHIMATbHEIX (aiinoB (Hampumep, TeKcTa
KOMMIOHMKE), TyUlile BCETO Iepe3annucars ¥ yHUUTOXUTs: USB-Hako-
UTeNb, KaK TOJIBKO ¢ailnel BaMm GoJblile He moHanobaTcsa (cM. Really
delete data from a USB drive®). 9to elfe ofia nmpuumHa MCIOIb30-
BaTh OTHeNbHEI USB-Hakonurens qis mio6bix ¢Gaiiios, KOTOphIe
HeoOXOOMMO COXPAHNUTh — BbI He HAKAILIMBaeTe KPMMUHAIUCTIIUE-
CKYI0 MCTOPUIO BCeX CBOMX (ajlioB B CBOEM ITOCTOSHHOM XPAHIIINIIE
Tails, u BEI MOXeTe JIerko YHUUTOXUTE 3TU USB-HakomuTenu ¢ «JImu-
HBIMM JAHHBIMI» 110 Mepe HeOOXOAUMOCTI.

Ecnu BEI yxe ucnomnssyere Tails u sammdpoBaHHYIO 3I€KTPOHHYIO
IIOUTY, BBI, BO3MOXXHO, 3HAKOMBI ¢ (PyHKLMel IIOCTOTHHOTO XPaHILIN-
mta Thunderbird gng Bamrero nmourosoro gmmka u kiawoueit PGP. 9ta
byukuusa He 6yaeT paboTaTh IpU BKIIOUEHHOM IlepeKIiouareie 3a-
IIMTHI OT 3aIMCH. BMecTO MCIIONb30BaHNS IIOCTOSHHOTO XPaHIUINIIA
IJIA 3JIeKTPOHHOI IouTHI IpocTo Boiaute B Thunderbird ¢ momomsro
IMAP B xaxxgoMm HoBoM ceaHce. Kimoun PGP moxxH0 xpanuts Ha USB-
HaKOIIUTeJle «IIePCOHATBHEIX MAaHHEIX», KaK U J000J Apyroit dait,
Y UMIIOPTUPOBATh IIPY HeOOXOMAMMOCTH ¢ IIOMOIIBIO «[lucrneruepa
xioueit OpenPGP» Thunderbird (®aitn — MMnopTupoBaTh OTKpHI-

>*anarsec.guide/ru/posts/tails/#real-no-udalit-dannye-s-usb
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TBII K1rou(u) u3s daiia / IMIOpTIpoBaTh CeKpeTHBIN KII0U(I1) U3
daiina). [IpenmyIecTBo TaKOro IOAX0AA B TOM, UTO €CJIM IIPABOOXPa-
HUTEeJIBHBIM opraHaM ymacrca oboiitu LUKS, oHu Bce paBHO He moury-
YaT JOCTYII K BallleMy IIOUTOBOMY SILMKY, He 3Hasd ITapoJId BaIlleil
9JIEKTPOHHOII ITOYTHL

OcBeAOMNEHHOCTb O DULLUUHTE

MaBatiTe BepHeMCS K TeMe TOT0, KaK 3JI0YMBIILIEHHNK OyOeT IPOBO-
IUTH YAQJIEHHYIO aTaKy', HalleJJeHHYI0 Ha BAC YUIM BAlll IIPOEKT C Ife-
JIBIO B3JIOMa; OTBET, CKOpee Bcero, «puimur» . Puuwunz — 310 Koraa
3JMIOYMBIIUIEHHNK CO3aeT 3IEeKTPOHHOe MIChMO (MK cooblLieHne B
NPUIOKeHNN), uTOOBI 00MAaHOM 3aCTABUTE BaC PacKpPHITh MHPpOpMa-
U0 MK BHeOApuUTh BpenoHocHoe [1O Ha Barr xomnsiotep. [leresotl
guwunet — 3710 KOraa 3J0yMBINUIEHHUK IIPOBEJ HEKOTOPYIO PasBe-
Ky ¥ MCIIOJIB3YeT y>Ke M3BECTHYIO eMy MH(OPMAINIO 0 BAC, UTOOEI
aJanTUPOBATh CBOIO GUIIMHTOBYIO ATaKy.

duimHT paboTaeT TOIBKO B TOM CJIyUae, eClIM Y 3J0YMEIIIIEHHIKA
€ecTh cI10co0 OTIPaBUTH BaM COOOIIeHMe: BaM He HY>KHO 0eCIIOKOUTH-
¢ 00 3TOM BEKTOpe aTaKU [JIA TAKMX MeMCTBMIL, KaK OTIIPaBKa KOM-
MIOHVKe VU NPOBefeHNe MCCIeN0BAHMIT OeICTBIUIL, HO OH aKTyajleH
LI IIPOEKTOB, OPUEHTUPOBAHHEIX Ha 00IleCTBEHHOCTh, KOTOPEIE
MMeIOT KaHal cBA3K. FIMeliTe B BUAY, UTO IIOJIe «OT» B BIEKTPOHHEIX
MICHEMaX MOKeT OBITH IOANeNaHO, UTOOsI 0OMaHyTh BaC — IIOAIINCH
PGP®® cMmaruaer 310, HOKA3BIBAA, UTO SIEKTPOHHOE MICHMO OeiICTBU-
TeJIBHO OT TOTO, OT KOTO BEI OXKUJAETe €r0 IIONyUUTh.

BI:I, BEPOATHO, COABIIIAJIN COBET CKECIITIMUECKN OTHOCUTBCH K IIEPEXOOY
II0 CChIJIKaM M OTKPBITUIO BJIOKEHUI — BOT IIo4YeMy. Yemex d)MIHI/IHI‘a
3aBMCHUT OT BallIIX JIeI‘/'ICTBI/II‘/'I, II0O3TOMY Ballla OCBEJOMJIEHHOCTD —
JIyduInias 3allnTa.

*®anarsec.guide/posts/e2ee/#pgp-email
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BpenonocHgIit ¢aiiy mian cchlIKa paboTaeT, BBIIOMHAI KOA®' Ha Ba-
nreM KoMmnbioTepe. [ BpeROHOCHEIX GailioB KO BEIIIOIHSIETCS IIPU
oTKpbITHU (paiina. [Ing BpeqJOHOCHBIX CCHIIOK KO BBITIOJIHIETCS IIPU
noceneHun Be6-carita, 06b1uHO ¢ moMoInkbo JavaScript. Ilexs BrImon-
HeHJA 3TOr0 Kofa — IIPeJOCTaBUTh TOUKY BXOMa («HAaUalTBHBII H0-
CTYII») OIS 3apakeHU Balllero KOMITbIoTepa BpegoHocHEIM [10.

Tails sanuuiaer or BpegorocHoro I10, neaHoOHMMM3UPYIOIIETO Bac,
NPUHYIUTEIBHO HAIIpaBJAsd BCe MHTEPHET-COeITHEHNS Uepes CeTh
Tor. OmHaKO, KaK TOJBKO IIPOTUBHIK ITOJYUUT «HAUAIBHBIN JOCTYII»,
OH IIOIBITAETCH IIPOAOJDKUTE CBOIO aTaKy;

+ YTOOHI ceNaTh MHPEKITUIO CTOMKOI ,%2,

+ YCTAHOBUTB KpaH MIU Keimorrep ,%,

« YTOOBI U3BJIEUD BalllM JaHHEBIE ,*,

+ IJIS DOCTVDKEHUS «IIOBBINIEHV IPWBIUIIETNII»*

IloBeItIreHMe IpUBUIETN (T.€. ITEPEX0 OT HEIIPUBIIETUPOBAHHOTO
MOJB30BATENS K ANMUHUCTPATOPY B CUCTeMe) OOBIUHO HEOOX0aUMO
g ooxopna Tor. Tails He nMeeT mapos AAMMHUCTPATOPA II0 YMOIYA-
HUIO (eT0 HY)KHO YCTAHOBUTE Ha 9KpaHe IIPUBETCTBIS CEaHCa, eciIn
HeoOX0OMO), UTOOEI 3aTPYAHNTH «IIOBBIIIIEHNE IPVBIUIET U ».

[Mocnemumit aynut Tails®® 06HApPY>KIIT HECKOIBKO «ySA3BUMOCTEI! I10-
BEIIIIEHNS IIPUBIJIETUIT» U faXKe yI3BUMOCTb, KOTOpasd BhIgaBana IP-
afipec HeIIPUBIIETNPOBAHHOTO IIOIb30BaTeNd. Ecu ycTOIMIMBOCTE K
aTakaM BpefoHocHOro IIO sBifeTcs BasKHOI YacThIO BaIllell MO
yrpos, cm. When to Use Tails vs. Qubes OS¢’

$en.wikipedia.org/wiki/Arbitrary_code_execution
$*attack.mitre.org/tactics/TA0003/
$attack.mitre.org/tactics/TA0009/
$*attack.mitre.org/tactics/TA0010/
®en.wikipedia.org/wiki/Privilege_escalation
*tails.net/news/audit_by_ROS/index.en.html
*"anarsec.guide/posts/qubes#when-to-use-tails-vs-qubes-os
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