Tails — 3TO omepanmoHHas cucTeMa, KOTOpad AelaeT aHOHUMHOe

JCIIONB30BaHMe KOMITBIOTepa NOCTYIIHBIM A BeeX. Tails paspaboran

TakK , UTOOBI HEe OCTABIATEL CIAEJOB Balllell aKTMBHOCTU Ha BallleM O

KOMIBIOTepe, ecI BBl IBHO He HACTPOUTE ero Ha COXpaHeHUe OIpe- n e pa u M o H H a ﬂ
JeJIeHHBIX JAaHHBIX. JTO AOCTUTaeTcd IyTeM 3amycka ¢ DVD umm

USB, He3aBMCHMO OT yCTaHOBJIEHHOM Ha KOMIIBIOTepe OIlepalllIOHHOI °

cucreMsl Tails mocTaBigercsa ¢ HECKOTBKMMIY BCTPOEHHEBIMY IIPUIOKe- C M CTe Ma Ta I I s - An ﬂ
HUAMMY, IIpeIBAPUTEIBHO HACTPOEHHBIMHU C YueTOM 6e30IacHOCTH, U

BCe aHAPXMCTHI JOJDKHBI 3HATh, KaK UCIIONB30BATh €T0 ANd 0e30IacHo-

TO O0II[eHNd, NCCIeqOBAHUSA, PeIaKTUPOBAHNUI U ITyOINKAIMK KOHPM- a H a X M CTO B
MeHIIMATbHOTO KOHTEHTA.
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ITa Bepcus 3uHa ObLNa IOCTeTHUI pa3 06HOBIeHa 2024-04-26. 3aii-
IOUTe Ha caiiT anarsec.guide/ru u mocMoTpuTe, HeT Ju 60Jlee MO3THUX
peAaKLuiL.

Cumesoxa ' o3Hauaer, UTO 3TOT TepMUH ecTh B cioBape. Ai ferri corti.

AnarSec 370 pecypc KOTOPBII IPU3BAH IOMOUb aHAPXUCTAM OPHEH-
THPOBAThCA BO BpaKAeGHOM MUpe TeXHOJOTUI — roadopka mocoduii
o obecreueHNI0 MGPOBOI Ge30IMaCHOCTI U AHOHMMHOCTH, a TaKKe
10 IIPOBeJeHUIO XaKepCKuX aTak. Bee mocobusa mocTynHe! B Buge Oyk-
J1eTOB, UTOOBI X MOXKHO OBITO pacreuaTaTs U Oy IYT IIOCTOSHHO 06-
HOBJIATHCA.
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Qubes OS
+ Qubes OS for Anarchists
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« M36aBbest OT MINMOHA B TBOEM KapMaHe
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+ Linux Essentials

» Remove Identifying Metadata From Files
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+ Make Your Electronics Tamper-Evident
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for the throne in waiting». The Tor network can be accessed through

the Tor Browser on any operating system. The Tails'*

operating
system forces every program to use the Tor network when accessing

the Internet.

For more information, see Tails for Anarchists**’

and Privacy
Guides*?®. To understand the limitations of Tor, see the Whonix

documentation®.

2¢anarsec.guide/glossary/#tails
*7anarsec.guide/posts/tails/#tor
#*privacyguides.org/en/advanced/tor-overview/
#whonix.org/wiki/Warning
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Threat model

Threat modeling is a family of activities for improving security by

119 "and vulnerabilities*?®,

identifying a set of adversaries, security goals
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack®®) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity

of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library'**,
Defend Dissent: Digital Threats to Social Movements'** and Defending

against Surveillance and Suppression***.

Tor network

Tor*** (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders

**anarsec.guide/glossary/#security-goal

P anarsec.guide/glossary/#vulnerability

*anarsec.guide/glossary/#ddos-attack

**’notrace.how/threat-library/

2 open.oregonstate.education/defenddissent/chapter/digital-threats/

#*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

»torproject.org/
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For more information, see Making Your Electronics Tamper-Evident?,
the Threat Library'*?, the KickSecure documentation***, and Defend
Dissent: Protecting Your Devices™*.

Remote attacks

By remote attack, we mean that an adversary would access the data on
your phone or laptop through an Internet or data connection. There
are companies that develop and sell the ability to infect your device
(usually focusing on smartphones) with malware'** that would allow
their customer (your adversary, be it a corporate or state agent) to
remotely access some or all of your information. This is in contrast to
a physical attack'*¢.

For a more detailed look, see Defend Dissent: Protecting Your
Devices''’.

Sandboxing

Sandboxing is the software-based isolation of applications to mitigate
system failures or vulnerabilities. For example, if an attacker hacks an
application that is «sandboxed», the attacker must escape the sandbox
to hack the entire system. Virtualization'*® is the most powerful
implementation of sandboxing.

anarsec.guide/posts/tamper

2notrace.how/threat-library/techniques/targeted-digital-surveillance/physical-
access.html

kicksecure.com/wiki/Protection_Against_Physical Attacks

*open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

anarsec.guide/glossary/#malware

“¢anarsec.guide/glossary/#physical-attacks

open.oregonstate.education/defenddissent/chapter/protecting-your-devices/

8anarsec.guide/glossary/#virtualization
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Tails — 310 omepanmonHad cucrema’, koTopas fKexaeT aHOHMMHOE JIC-
IOJIB30BaHNe KOMITbIOTepa MOCTYITHBIM 14 BeeX. Tails paspaboram®
Tak , YTOOBI He OCTABJIATH CJIeJOB Balllell aKTMBHOCTY Ha BallleM KOM-
IBIOTepe, eciIV BBI ABHO He HACTPOUTE eTo Ha COXpaHeHIe OIpefie-
JIEHHBIX JaHHBIX. ITO JocTUTaeTca myTeM 3anycka ¢ DVD wrm USB,
He3aBJICHIMO OT YCTaHOBJIEHHOI Ha KOMIIBIOTepe OIlepaIIOHHOM CH-
cremsl. Tails mocraBigerca ¢ HECKONIBKIMI BCTPO@HHBIMM IIPUIIOKE-
HMAMNI, Ipe ABAPUTEIBHO HACTPOEHHBIMU C yUeTOM 0e30I1acHOCTH, I
BCe aHAPXUCTHI JOJDKHBI 3HATh, KaK JCIIOJIb30BaTh €To M1 Oesornac-
HOTO OOIIeHN, VCCleJOBAaHNA, peaKTUPOBAHNA U ITyOIMKALMI KOH-
(bUaeHIMATBHOTO KOHTEHTA.

HoxymeHTtanma Ha carite Tails® mpeBocxogHa 1 IIpocTa B MCIIOIb30BAa-
HuN. B aToM pykoBopcTBe 000011eHa HanboIee BayKHAA JOKYMeHTa-
L4, a TAKXKe JOMOIHUTEIbHO BKJIIOUEHEI COBETHI 110 HACTPOIIKe U JIC-
IT0JIb30BAHIIO, OTHOCAIIMECS K Mofenu yrpos’ aHapxucros. B cratse
Jyunme npaxtuku Tails* BBl HalimeTe 60bIle TOAPOOHOCTEI, HO
cHauana peKOMeHAyeM 03HAaKOMUThCA ¢ ocHoBaMM Tails.

TAILS: amHe3uuyeckas u

UHKOITHUTO XXHUBaA CUCTEeMA

Tails — aTo onmeparmonnas cucrema. OnepanMoHHas CUCTeMa — 3TO
Habop IporpaMM, KOTOpBIe YIIPABIAIOT PAasINYHBIMY KOMIIOHEHTaAMU
(ecTKMIT OUCK, SKpaH, IPOIeccop, IaMATh 1 T. A.) KOMIIBIOTepa I
IO3BOJIAIOT eMY (PYHKIMIOHUPOBATE.

Br1, BeposaTHO, cabiiamy 0 « Windows» mian «macOS», AByX caMBIX
pacIpocTpaHeHHBIX OIepallIOHHBIX cUcTeMax. EcTs u gpyrue omnepa-
IIMOHHBIE CUCTEMBI — MOXeT OBbITh, BBI cabIlnaay o Linux? Linux oT-

'tails.net/about/index.ru.html
®tails.net/doc/about/features/index.ru.html
*tails.net/doc/index.ru.html
*anarsec.guide/ru/posts/tails-best



HOCUTCA K CeMeJICTBY OIlepalllIOHHBIX CHCTeM, KOTOpPOe pa3BeTBIAeT-
¢ Ha HeCKOJIBKO IO ceMelICTB JIMM PasIIUHEBIX Bepcuit Linux, ogxa
13 KOTOPBIX HaswiBaeTcsa Debian. B mopcemerictee Debian MbI Haxo-
aum Ubuntu u Tails. Tails — ato puctpubyTus (Bepcua) Linux ¢
HeCKOJIBKMMY OTJIMUNTeIbHBIMY O0COOeHHOCTAMM:

+ Kueasa cucmema
— Tails — 3T0 Tak HassIBaeMasd >KMBad cucTeMa. B To Bpemd Kak
IOpyTue oIllepalMOHHBIe CHCTeMBI 3aIlyCKaIOTCA € JKeCTKOTO JVICKa
BallleTo KOMITBIoTepa, Tails ycTaHaBIMBaeTcqa Ha BHellIHee
ycrpoiicTBo, Takoe Kak USB (umu gaxe SD-kapta unmu DVD). Ko-
I'fia BHI 3aIlycKaeTe KOMIIBIOTEP ¢ IOAKIIOUeHHBIM YCTPOIICTBOM
Tails, Bamr koMIbpIoTEp paboTaeT ¢ 3TOTO YCTPOIICTBA, OCTABIAL
Balll )KeCTKMIT JUCK HETPOHYTHIM. BBI faske MOXKeTe JICIIOIB30-
BaTh Tails Ha KoMIBIOTepe Ge3 >KeCTKOTO AMCKA.
« AMmHuesusn
— Tails paspaboTaH Tak, UTOOHI He OCTABIATh HUKAKMX JAHHEIX Ha
KOMITBIOTepe, KOTOPHIN BBI MICIIOIb3yeTe; OH HUUETO He 3aIIMChI-
BaeT Ha JKeCTKUII AUCK U paboTaeTr TOJIBKO B OIIEPATUBHOI ITaMd-
™ (RAM), KoTOpas aBTOMaTIUECKI CTUPAeTCd II0CTe BEIKIIoUe-
uusg. Cama cucrema Tails live (06r1uno paboratonias Ha USB) Tax-
e ocTaeTcd HETPOHYTOM. EquHCTBeHHBIN c110cO0 COXPAHUTE MH-
(dopmaIuio — repeMecTUTs ee Ha ApyToii pasgen USB mepen BhI-
xmoueHneM (cM. Hioke). Llesb 3T0T0 — He OCTaBIATE KpUMMHA-
JIMCTUYECKUX CIeNOB, KOTOPBIE KTO-TO, MMEIOINiT GuaniecKuit
JOCTYI K BalleMy KoMIbioTepy man USB-makonureto Tails, mor
OBl IT03Ke IIPOUNTATh. TaKue Bellu, Kak UCTOpUs noucka B Uu-
TepHeTe, «HeNaBHO OTpeNaKTUPOBaHHEIe» JOKyMEHTHI U T. 1.,
CTUPAIOTCH.
« Huxocnumo
— Tails Takxe gBIgeTCA CUCTEMOI, KOTOPAsA IIO3BOJAET BAM OCTa-
BaTbCA MHKOTHUTO MV aHOHUMHBIM. OHa CKPBIBaeT 3JIeMEHTEI,
KOTOpBIe MOTYT PacKphITh Ballly JMYHOCTH, MECTOIIOJOKEHIEe U
T. 1. Tails ucnonbssyer cets amonumuocty Tor' mira sanurs! Ba-
IIell aHOHMMHOCTH B CeTH, 3aCTaBJIAA BCe CTaHIApTHOE IIpo-

and the Whonix documentation®®.

Open-source

The only software we can trust because the «source code» that it is
written in is «open» for anyone to examine.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Phishing

Phishing is a technique of social engineering*®. Attackers send SMS
messages, emails, chat messages, etc. to their targets to get their
personal information. The attackers can then try to impersonate their
victims. It can also be used to get the victim to download malware'”’
onto a system, which can be used as a starting point for hacking. Spear
phishing® is a more sophisticated form of phishing. For more
information, see the Kicksecure documentation*®.

Physical attacks

A physical attack is a situation where an adversary first gains physical
access to your device through loss, theft, or confiscation. For example,
your phone may be confiscated when you cross a border or are
arrested. This is in contrast to a remote attack.

°whonix.org/wiki/Warning#Man-in-the-middle_Attacks
%anarsec.guide/glossary/#social-engineering
7anarsec.guide/glossary/#malware
%anarsec.guide/glossary/#spear-phishing
%kicksecure.com/wiki/Social_Engineering
Hanarsec.guide/glossary/#remote-attacks
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authenticity — that you are actually connecting to the web server you
intended, and that this connection is encrypted.

For more information, see our explanation®® or Defend Dissent:
Protecting Your Communications®.

LUKS

The Linux Unified Key Setup (LUKS)'*° is a platform-independent
specification for disk encryption. It is the standard used in Tails*®,
Qubes 05", Ubuntu, etc. LUKS encryption is only effective when the
device is powered off. LUKS should use Argon2id'®® to make it less

vulnerable to brute-force attacks.

Man-in-the-middle attack

An example of a man-in-the-middle attack is when Alice
communicates with Bob over the Internet, Eve (eavesdropper) joins the
conversation «in the middle» and becomes the man-in-the-middle. Eve
can modify, insert, replay, or read messages at will. Protective
measures include encryption (confidentiality) and checking the
authenticity and integrity of all messages. However, you must also
make sure that you are communicating with the expected party. You
must verify that you have the real public key of the recipient. For
example, this is what you do when you verify a contract’s «Safety
Number» in the Signal encrypted messaging app.

For a more detailed look, see Defend Dissent: The Man in the Middle***

**anarsec.guide/posts/tails/#what-is-https

*open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

1 gitlab.com/cryptsetup/cryptsetup

anarsec.guide/glossary/#tails

*2anarsec.guide/glossary/#qubes-os

1 anarsec.guide/posts/tails-best/#passwords

4 gpen.oregonstate.education/defenddissent/chapter/the-man-in-the-middle/
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rpaMMHOe obecreueHye IORKIIOUaThcd K MHTepHeTY uepes Tor.
Ecau npunoxeHne nbITaeTcd IOAKIIOUNThECA kK IHTepHeTY Ha-
npamyio, Tails aBromaTnuecku 3abmokupyer coenmuenue. Tails
Taroke nsMeHaeT « MAC-agpec» Balllero ceTeBOT0 000PYHAOBaHNA,
KOTOPEIIT MOKeT JICITOIb30BaThCA AT YHUKAIBHON MAeHTU(hU-
Kalluy Balllero HOYTOVKA.

10§ETETEI 40 ﬁ &

Obscures your Real IP Prevents Network Prevents Location Blocks Fingerprinting
Address Observation Determination

Soms (2]

Prevents Cross-Site Isolates Cookies & Writes Nothing to Disk No Browser History
Correlation Scripts

+ Besonacnocmv
— Tails 6511 paspaboraH ¢ yueToM HesonacHocTH. MUHUMATBHAS,
byHKUMOHANBHAT U IIPOBepeHHAas Cpefia yKe YCTaHOBJIeHa (Co
BceM HeoOX0omMMBIM I1g 6a30B0il 00paboTKM TeKCTa, peJaKTUPO-
BaHNA M300paKeHU 1, MG POBAaHNA 1 T. 1.).

CerogHauraad 1udpoBad 6e30II1aCHOCTh He 0043aTeIbHO 3aBTPAILI-
HA4. 3all[UTa NEePCOHAJIBHBIX JaHHEIX TpeOyeT peryJsIpHBIX 00-
HoBJeHUII. [[1bpoBrIe MHCTPyMeHTHI HeHaAeKHEI, eCIU OHV HUKO-
rfa He OOHOBIAIOTCA, ¥ UTOOBI IMeTh IIOCTOTHHYIO YBepEeHHOCTD B
3TUX MHCTPYMeHTaX, XOPOILLIO 3HATh, UTO KOMAaHABI aKTMBHO IOAep-
KMBAIOT UX M UTO Y HUX XOpOIad penyraund. BaXHO IOHMMATE AyX
Tails: Bce paspaboTaHo ¢ yuetoMm HezonacHocT. OJHAKO B IIPOrpaMM-
HOM ofecIleueHINN He CYIeCTBYeT MAeaTbHOTO MHCTPYMEHTa; BceTaa



ecTb orpaunuennd. Kpome 1Toro, cmoco6 mcmonszoBanusa Tails mo-
JKeT cOo3xaBaTh MPoOJIeMbI Oe30IIaCHOCTH.

Tails — 3710 GecrnaTHOe mporpaMMHOe obecrieueHe ¢ OTKPHITBIM JIC-
xomHbBIMT KomoM. JIr060i1 sKeTaromii MOXeT IIPOCMAaTPUBATh, 3aTPy-
’KaTh ¥ M3MEHATD MICXOMHEIN Ko (peltent)... AGcomoTHO Heobxomm-
Mo y6emuThes, uto Bepeud Tails y Bac mognumnag. He npeneGperaiite
3TallaMy IPOBEPKU BO BpeMd YCTAHOBKY, KOTOPhIE IIOTPOOHO Omuca-
HEI Ha BeO-caiiTe Tails.

Tails mosBoxgeT HecnelMaMICcTaM M3BJIEKATh BRITOAY U3 LU(PPOBOIL
6e30I1aCHOCTY ¥ AHOHMMHOCTU 0e3 KpyToll KpuBoit o6yuenns. Hc-
nosb3oBaHMe Tor MMeeT pelaroliee 3HaUeHNe JUIA IMGPOBOI aHO-
HuMHOCTY, U Tails momMoraer HaM coBepIIaTh KaK MOJKHO MeHBIIIe
OLIMOOK IPU MCIIOTB30BAHNN TOr ¥ HEKOTOPBIX APYTUX MHCTPYMeH-
ToB. Mcnop3oBanue Tails TpeGyeT coBceM HEMHOTO YCUIIMIL, UTOOBI
cleaTh IOBCeHEeBHOE LIM(PPOBOe IoBeieHMe Goee Ge30IIaCHEBIM, 1a-
’Ke ecJIU MHOTHA 3TO KaKeTcd «HeyXoOHbIM». C Ipyroil CTOPOHHI,
«ynoOHas» aJbTepHATNBA O3HAUaeT IOBEHIIIEHHBIN PUCK pelpeccuii
— He TOJIBKO JIJIF Bac, HO ¥ I TeX, ¢ KeM BbI 00IIIaeTech.

9T0 Mocobre comepKNUT HeCKOIBKO pasaeoB. IlepBhIil pasmes IOCBA-
IIfeH TOMYy, KaK HauaTh paboraTs ¢ Tails. Bo BTopom roBopurcsa kak
MCIIONB30BATh IPOTPaMMEI, cofepxatmecd B Tails, a Taxoke o ToM,
kak pa6oTaeTt Tor. TpeTuit pasmes MoCBAILeH BO3MOKHBIM ITPoOiIe-
MmaMm npu pabore ¢ diremkoir Tails. He cmaBaiitecs, eciu cToJIKHeTech
¢ Ipo6i1eMoit — GOJBIINHCTBO U3 HUX JIETKO pelaoTcs!

KoHuenuua moaenu yrpos

Tails — 370 He Marusg, U y Hee MHOTO orpaHnueHuii. HTepHeT U KOM-
MIBIOTEPEI — 3TO BpaKAeOHasd TepPUTOPHS, CO3TAHHAT AT KPaKU Ba-
LIIMX OAaHHBIX. Tails He 3alMTUT Bac OT UeI0BeUeCKUX OINMOOK, B3JI0-
Ma 060pyROBaHNA, B3JIOMA IIPOIIMBKY, B3JIOMa UM HEKOTOPHIX OPY-
rux TunoB atak. B HTepHeTe He cyllecTByeT MOeanbHO Ge30macHo-
CTH, II03TOMY TaK BaKHO IIOCTPOUTH MOAeENb yrpos’.

Interface (GUI) does not. Often, either a GUI or a CLI would work, and
which you use is a matter of preference. For example, in Tails*, you
can verify the checksum®® of a file using either a GUI (the GtkHash
program) or a CLI command (sha256sum).

For more information, see Linux Essentials®®. The Tech Learning
Collective’s «Foundations: Linux Journey» course on the command
line®® is our recommended introduction to using the CLI/terminal.

Correlation Attack

An end-to-end correlation attack is a theoretical way that a global
adversary could break the anonymity of the Tor network®*. For more
information, see Protecting against determined, skilled attackers®® and
Make Correlation Attacks More Difficult®®. For research papers on the
subject, see Thirteen Years of Tor Attacks®* and the design proposal on
information leaks in Tor™.

HTTPS

The «S» in HTTPS stands for «secure»; which means that your
Internet connection is encrypted using the Transport Layer Security
(TLS)’¢ protocol. This involves the website generating a certificate
using public-key cryptography®” that can be used to verify its

# anarsec.guide/glossary/#tails
#anarsec.guide/glossary/#checksums-fingerprints
#anarsec.guide/posts/linux/#the-command-line-interface
*techlearningcollective.com/foundations/linux-journey/the-shell
*lanarsec.guide/glossary/#tor-network
*2anarsec.guide/posts/tails-best/#2-protecting-against-determined-skilled-
attackers
*anarsec.guide/posts/tails/#make-correlation-attacks-more-difficult
**github.com/Attacks-on-Tor/Attacks-on-Tor#correlation-attacks
*3spec.torproject.org/proposals/344-protocol-info-leaks html
*youtube.com/watch?v=0TLDTodL7Lc&listen=false
*"anarsec.guide/glossary/#public-key-cryptography
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Operating system®': Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials®>. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists®.

See When to Use Tails vs. Qubes OS**. We do not offer «<harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging
See Encrypted Messaging for Anarchists®

Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

MNpunoxenune: Cnoeapsb

Command Line Interface (CLI)

The «command line» is an all-text alternative to the graphical «point
and click» tool that most of us are more familiar with; the Command
Line Interface (CLI) allows us to do some things that a Graphical User

#anarsec.guide/glossary#operating-system-os
#anarsec.guide/posts/linux

#anarsec.guide/posts/qubes/
#anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
#anarsec.guide/posts/e2ee/

#anarsec.guide/posts/tamper/

48

IlocTpoeHme MOfeIN YTPO3 — ITO IIPOCTO BOIIPOC, OT KOTOPOTO BHI 3a-
naeTte cebe oIpe/eNeHHBIe BOIPOCHL OT KOro 4 sanuaiock? KakoBsl
nx BosMokHOCTH? KakoBEI 6b11M GBI IIOCTHEACTBUA, eyt OB Y HUX
OBLI DOCTYII K 3TUM HaHHBIM? A 3aTeM, MICXOMAA U3 KOHKPETHOM CUTY-
al[uy, OlleHUTe, KaK BBl MOXKeTe 3aI[UTUTh ceOd.

Her cMpIcia roBOpUTE «I9TOT MHCTPYMeHT Ge3omnaceH». Besomac-
HOCTH BCeT/[a 3aBUCUT OT XapaKTepa yIpossl i obecrieunBaeTcsa Ha
PAsHBIX YPOBHAX (CeTh, Kejle30, IporpaMHoe obecieuenue, u T.1.) bo-
Jee ToapoOHYI0 MHPOPMAITIIO MOKHO HaiiT B Bubiamoreke yrpos
(Threat Library?®).

1)_OcHoBbl ucnonbsosanua Tails

Mpeanockinku

Buibepure USB/DVD:

Tails 6yner paborars Tompko ¢ USB-Hakonurenamn o6beMoM He Me-
Hee 8 I'B, DVD-puckamu wnu SD-kapramu. Bee nannbie Ha USB-Ha-
KonuTene GyAyT IOTHOCTHIO CTEPTHI BO BpeMs YCTAHOBKM, II03TOMY
COXpaHUTe UX B IPYTOM MECTe, a eCIIU BBl He XOTUTe, UTOOEI TaM
OCTANNCH KaKye-Tubo cIefbl TOTO, UTO TaM OBLIO paHbllie, UCIIOb-
ayitre HOBBINT USB-Hakonurens.

B crarbe Jlyumme npaktuku Tails® pekoMeHayeTca MCIIOIB30BaTH
USB ¢ nepekiouaTesieM 3aIl{ATHI OT 3alIMCH (HeM3MeHIeMBIl TUCK).
I[Tpu 610KMpPOBKe MepeKIoYaTelh IIOTHOCTEIO IIpeJOTBpAIiaeT U3Me-
HeHHIe cofepxymoro USB. 9To mpenoTspalijaeT KOMIIPOMeTaIIO Ba-
mrero USB-Hakomnurend Tails ckomnpomerupoBaHHbIM ceatcoM Tails.
[TepexiouaTe s 3aIUTHI OT 3aIINICY JOJKEeH OBITH BRIKJIIOUEH BO Bpe-

’notrace.how/threat-library/
anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi



MA ycTaHOBKI. Eciint y Bac HeT BO3MOXHOCTY IOXy4unTh Takoi USB- confidential words are spoken» and must remain so, even if it’s

HaKOIINTeJNb, BBl MOXeTe 3armycTuth Tails ¢ SD-kapTer, DVD-R/ switched off, we become a potential state informer..”

DVD+R mu scernia sarpyxarses ¢ oruedt toram (ormcansoi s cra- You may also be interested in the Threat Library’s «Digital Best

The). .
) Practices»’?.

Bri6epure Hoytbyk: Your Phone

Xorsa Tails MOXHO MCIIOMB30BATE Ha HACTOJIBHOM KOMITBIOTEPE, 3TO
He peKOMeHIyeTcd, IIOCKOJIbKY 00HAPYKUTh (pUSUUecKOe BMellia-
TeJIbCTBO' MOJKHO TOJBKO Ha HOyTOyKe. See Jlyumme npakrukn Tails®
for more information on obtaining a laptop.

Hexoroprie momenu HoyTOykoB u USB He 6ynyT paborats ¢ Tails, mmm
HeKOTOpsIe PyHKIUN He OYAyT paboTaTh. YTOOHI y3HATE, €CTh JIN Y
Balllell MOJeNV N3BeCTHBIe IIPO6IeMEl, IOCeTUTe CTPAHULY M3BeCT-
HBIX pobiaem Tails’.

Ecnu Tails paGoraer caumrkom MemiieHHo, yoequrecs, uto USB Bep-
cuu 3.0 UK BEILIe ¥ UTO BHI MCIIONb3yeTe mopt USB 3.0 Ha HOyTOYKe.
Ecnu Tails uacto 3aBucaer, BEI MOJKeTe JOOABUTE GOJIBIIIE OIIEPATIB-
HOIt MaMATi B KoMIbioTep. 8§ I'B KoMKHO OBITH JOCTATOUHO.

Operating system’*: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists”. If you decide to have a phone, treat it like an
«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket’®.

Your Computer

Operating system’”: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,

reading articles that may be criminalized, etc.). Tails runs
YcraHoeka from a USB drive and is designed with the anti-forensic
) property of leaving no trace of your activity on your
Ina ycranoBku Tails Ha USB-HakonmnTe s BaM ITOHATOOUTCA «MCTOU- . :
computer, as well as forcing all Internet connections through

the Tor network’®. See Tails for Anarchists’® and Tails Best

1S «MCTOUHMKA» €CTh ABA PELIEHU . Practices®’.

uuk» 1 USB-wakonurens (8 I'B mwau Gombie).

"*notrace.how/threat-library/mitigations/digital-best-practices.html
"*anarsec.guide/glossary#operating-system-os
"anarsec.guide/posts/grapheneos/

"*anarsec.guide/posts/nophones/
"anarsec.guide/posts/tamper/#tamper-evident-laptop-screws "anarsec.guide/glossary#operating-system-os
*anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii- "fanarsec.guide/glossary#tor-network

nenadezhnykh-komp-iuterov "anarsec.guide/posts/tails/
*tails.net/support/known_issues/index.ru.html #anarsec.guide/posts/tails-best/
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netictBua®’. YToOHI He meperpy:kaThb ces, HAUHNTE C M3YUEeHNI TOTO,
KaK MCIIONb30BaTh Tails B 6a30BBIX LieIdX, TAKMX KaK UTeHNe aHap-
XMCTCKNUX Beb-cailToB 1M HanucaHue TeKcToB. CMoTtpute ter Tails®
JI9 PYKOBOJACTB ITO TAaKMM TeMaM, KaK yfajJeHue UAeHTUPUIIPYIo-
IIUX MeTafaHHbIX 13 ¢aitmos®’.

B cmamve ucnonvsoeanvt mamepuasvt TUTORIel Tails*® (ha ¢gpanyys-
cxom a3vike) u Capulcu #1% (Ha HeMeykom A3viKe).

¢ tornet.biz®®

MNpunoxeHune: PekomeHaaumnm

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance®” for
the purposes of incrimination’ and network mapping”*. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France”: «So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or

*notrace.how/resources/ru/#how-submit

“*anarsec.guide/tags/tails/

*anarsec.guide/posts/metadata/

**infokiosques.net/spip.phpZarticle1726

" capulcu.blackblogs.org/neue-texte/bandi/

**tornet.biz/threads/operacionnaja-sistema-tails-rukovodstvo.224/

*notrace.how/threat-library/techniques/targeted-digital-surveillance. html

"’notrace.how/threat-library/tactics/incrimination.html

"'notrace.how/threat-library/techniques/network-mapping.html

"*actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
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PeiueHnne 1: YcraHoBka nytem 3arpy3sku
(npeanouymrensHo)

CrenyiiTe MHCTPYKIMAM IT0 ycTaHOBKe Tails'® BaskHO ciremoBaTh Bce-
MY PYKOBOACTBY. 3JI0yMBIIUIEHHUK MOXeT IIePeXBATUTh 1 UI3MEHUTH
TaHHEBIE II0 ITyTH K BaM (3TO Ha3bIBAeTCA aTaKOJ «UeJIOBEK Iocepe-
auHe»'), M03TOMY He IpoIycKaiiTe 3Tansl mpoBepku. Kak obcyxaa-
socsk B JIyunme npaktuku Tails'!, meton ycranoskun GnuPG' mpen-
IouTHTeIbHee, IOCKOIbKY OH 6oJiee TIATeIBHO IIPOBepAeT 1eJI0CT-
HOCTB 3aTPYy3KI.

Pewwenme 2: YcraHoska ¢ apyroro USB-nakonutens Tails

[z 3T0T0 HE06XOAMMO 3HATH MTOTB30BaTeNnd Tails, KoTopoMy BEI HO-
Bepsete. OueHb NIPOCTOe MPOTPaAMMHOe o0ecIieueHNe 1o Ha3BaHMeM
Tails Installer mosBomseT BaM «KIOHMPOBATH» cylecTByommit USB-
Haxonurens Tails Ha HOBBII 32 HECKOIBKO MUHYT; CM. JOKYMeHTa-
o o krouuposanuio ¢ [TK** wnu Mac*. Hukakue namHEbIe 1IOCTO-
AHHOTO XpaHUININA He OyayT mepenansl. HemocraTkoM 3T0TO MeTOda
ABJIIETCA TO, UTO OH MOKET PaclpPOCTPAHATH CKOMIIPOMETUPOBAHHYIO
yCTaHOBKY.

3arpyska ¢ USB-Hakonurens Tails

Ecim y Bac ects USB-Hakonurens Tails, caenyiite macrpykumam Tails
no 3arpyske Tails ma Mac mam ITK*®. USB-nakonurens Tails Heo6xo-
JVIMO BCTaBUTH OO BKIIOUeHNAI HOyTOyKa. [logaBuTca skpaH sarpysun-
Ka, M uepe3 HeCKOJBKO ceKyHN Tails aBromarmuecku samycrurcd.

“tails.net/install/index.ruhtml

‘anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov

tails.net/install/expert/index.ru.html

Ptails.net/install/clone/pc/index.ru.html

**tails.net/install/clone/mac/index.ru.html

Ptails.net/doc/first_steps/start/index.ru.html
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IIpumepHo uepes 30 ceKyHN 3aTpy3KM IMOABUTCA 3KpaH IIPUBET-

CTBUA®.

$tails.net/doc/first_steps/welcome_screen/index.ru.html
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Osema. Yaamure 3T0T ¢aili, UTO yKa3bIBaeT Ha TO, UTO OH YK€ OTKPBIT
B apyrom mecte. Ectu npoGiema He B 3TOM, BaM HY>KHO U3MEHUTH
npaBa fgoctymna ¢arina.

A ne mocy yemanosumpv Tails na USB

Y6enurecs, uro Baut USB-HakonmuTenb He MMeeT M3BECTHRIX IIPO-
6mem® c Tails. Ordopmarupyiite®’ Beck USB-HakomuTensb 1 MOBTOPHU-
Te YCTAHOBKY.

punoxmcenue mopmosum Tails? Ixpan exrouum?

[Tompo6yiiTe HaxkaTs knasuury Windows wnu xiaasumry Cmd gns
Mac, uTO OTKpOeT OKHO CO BCeMMU 3aITyIIeHHBIMY IIPIJIOKEHUAMU, U3
KOTOPOTO BBI cMoskeTe BrIiiTi. Eciu 310 He cpaboTaer, BaM HYKHO
Oymer IPUHYAUTENBHO 3aBePUINTh PabOTy, yAePKMUBast KHOIIKY IIITa-
HUAL

Ho6asumv npunmep

Br1 nepexonure B Ilpuiaoskennsa — CucTeMHbI€ MHCTPYMEHTHI
— HacTtpoiixu — YcrpoiictBa — IIpumaTephI — «+» — [J06a-
BUTH NpuHTep. HeKoTopele Monenn NPUHTEPOB MOTYT He paboTaTh
¢ Tails (v mx MoKkeT GBITH CIIOXKHO HACTPOUTB).

Hegoamoncno ycmanosumuv Ho60€ nPozpamMmMHoe ofecneuenue

Unorpa Synaptic Package Manager oTkassiBaeTcs ycTaHABINBATE
nporpaMMHoOe obecrieuenne. B 3ToMm ciyuae MCIIONb3yiiTe root-Tep-
MMHAaJ (TpeOyIOIIII IapoIb aAMIHICTPATOPA): YCTAHOBUTE C IIOMO-
1IbI0 KOMaHOsI apt update && apt install [package name]

Jlyuwime npakrtmku

Jyumme npaktukn Tails®” BaskHO ycTaHOBUTE Iepeq NCIIOIB30BaHNU-
eM Tails 11 BBICOKOUYBCTBUTENBHBIX AMICTBUIL, TAKMX KaK 3aIIpoC

*tails.net/support/known_issues/index.ru.html#problematic-usb-sticks
$tanarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
“anarsec.guide/ru/posts/tails-best
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3) Ecau mepsrle nBa pemrenud He cpabotany, USB cammkoM crapslii,
IUTOXOT'0 KauecTBa Wi cioMaH. Ecim BaM HY)KHO BOCCTAHOBUTE
nanHble u3 Persistent Storage, mogxiarounre aror USB k cearcy
Tails ¢ momomsio gpyroro USB. On 6ymer oToGpaskaThed Kak
065srunEI USB, KOTOpEI BaM HYKHO 6yaer pasOIOKUPOBATE C I10-
Mouibio napond. Eciy BEI He MOXeTe IOJNYUNUTH JOCTYII K CBOUM
mauaeIM Ha apyrom USB Tails, Ha koropom BrIoueH Persistent
Storage, Bamr USB moxkeT OBITh HeMCIIpaBeH.

A ne mozy nookrrouumvcsa k nyéruunoii cemu Wi-Fi co cmpanu-
ueti aymenmugukayuu (nopmaiom agmopuzauyuu)

Ecnu BaMm Hy)HO nopxmoountbed k Wi-Fi ¢ momomisio moprana saxsa-
Ta, BBI NOJUKHEI BKIIounTh Unsafe Browser Ha skpaHe MpUBETCTBUA.
IMopxmiounreck k Wi-Fi, a satem orkpoiite ITpunoxxeans — Nn-
TepHeT — Unsafe Browser. Br1 8Bonute URL-aapec caiita, Koto-
PRI He ABJIAETCA COMHUTEIBHBIM (HanpuMep, wikipedia.org), uTo6sr
MONYUNTH JOCTYII K CTpaHulle ayTeHTHuKamu. ITocie saBepireHns
CTPaHMITHI IIOPTANa 3aXBaTa IIOTOKANTe, II0Ka Tor He 6ygeT TOTOE, a
saTeM sakpoiite unsafe Browser.

Ymo detamv, eciu na USB-nakonumene 3aKoHUUIOCH Mecmo?

Ecau ma USB-makonurese 3aKOHUMIIOCH MECTO MU BhI BUAUTE MEHE-
Ille JaHHBIX, YeM Ha caMoM feje ecTb Ha USB-HakonuTese, ycTaHO-
BUTe prakok «[lokaseIBaTEL CKpBITEIE (aiiibl» B ailnoBoM Gpaysepe.
Tam BHI yBUAUTe HOBEIE (aliiabl ¢ UMeHeM .something.

®dajin . Trash-10xx Xx3aHMUMaeT MeCTO (M1 eCiIU LIeJKHYTh I10 HeMY
NpaBOIl KHOIIKO MBIIIN U BEIOpaTh «[lepeMecTUTE B KOP3UHY », OH
Oynet nmoxHOCTHIO yaaneH). He msmeHdiite qpyrue cKprIThIe ¢ailikl.

Paiin 6cez0a oMKPHIBAEMCA 8 PecUMe MOTILKO ONA UMEHUS UTU
He omKpuvieaemcs 6006ue?

B HeKOTOPEIX IIPOTpaMMax 3TO HOPMAJIBHO, eCIIU TOT >Ke (aiili yke
OTKPHIT. Ecoty 3T0 He Tak, MCIIONB3YIITe TOT e TPIOK, UTO U B ab3alte
BoIlte. Be1 BKmiouaere [TokasriBaTh CKpEITHIE daiiinbl. Bymer

¢aitn lock ¢ TeM ke mMMeHeM, UTO U y aiina, ¢ KOTOPEIM V Bac IPo-
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Welcome to Tails!
Language & Region
Language English - United States
B Keyboard Layout
Formats

Persistent Storage

Additional Settings

default settings are safe in most situations. To

Ha sxpaHe npuBeTcTBUA BBIOepUTe A3BIK M PACKIAKy KIABMATYPHI B
pasnene «S3pIk U perumoH». [[1g noxb3oBaTeneit Mac ecTb packinafn-
Ka KJIaBMaTypsl aug Macintosh. B paspene «/lomomHuTeIBHBIE Ha-
CTPOJKI» BBI HalijleTe KHOIIKY +, HAKMUTE ee, U IIOIBATCA JOIOIHI-
TeJbHbIE TapaMeTPhl KOHGUTYpaluu:

« ITaposs agMuUHMCTpaTOpa
— YcraHOBUTE 3TO, €CJIM BaM HY’KHEBI IIpaBa afMUHICTPATOpa. JTO
HeoOX0oOMMO, HalpUMep, [JIA YCTAHOBKU TOIIOTHUTETBHOTO IIPO-
TpaMMHOTO oOecIieueH1d, KOTOPOe BEI XOTUTE MCIIOAb30BATH BO
BpemMs ceaxca Tails. B cremyroriteM n1anoroBoM oKHe BEI MOXeTe
BBeCTH JII06071 Mapors (M BaM HYKHO ero 3antoMHNUTH!). O 6ynmer
IeVICTBUTENeH TONBKO I 3ToTo ceaHca Tails. [Tepesanmycture ce-
amc Tails 6e3 mapoxa agMUHIMCTPATOPa, KaK TOMBKO BHI 3aKOHUM-
Te JeicTBMe, I KOTOPOTO OH TpeGoBajcs.
« ITopmena MAC-agpeca
— MBsI pexoMeHyeM BaM HUKOTa He OTKJIIOUATh 370. [lo ymomnua-
HUIO 3TO BKJIIOUEHO.
+ CeTeBoe mofKIIOUEHIIE
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— «OTKIIOUNTD BCe ceTeBhbIe BO3MOKHOCTI» ITO3BOJISLET OTKIIOUNTE
BCe IIPOTPaMMHEBIe CeTeBbIe aJjallTephl PN 3amycke. Ecau BoI co-
OMpaeTech MCIIOIB30BaTh ceaHc Tails B pexume «oduaiti», mme-
eT CMBICJ CAeJaTh 3TO [0 TOro, Kak Tails samycTut cBou ceTeBbIe
BO3MOKHOCTIL.

+ HeGesomacHug1it Opay3sep

— Unsafe Browser BKIroueH 10 YMOJIUaHNIO U He MCIIONB3yeT Tor.
3/I0yMBILITEHHIK MOXKeT BOCIIOIB30BATECA YASBIMOCTHIO B APY-
rom npunokeruu B Tails, uTo6s1 sanyctuts HeBuauMEIT Unsafe
Browser 1 pacKphITh Balll pealbHbIit IP-agpec. 9T0 BO3MOXKHO,
Jaske ecny BHI He ucrionbsyete Unsafe Browser. Hampumep, siro-
YMBIIIUTEHHUK MOKET BOCIIONBb30BaThCA YI3BUMOCTBIO B
Thunderbird, ormpasus Bam ¢puimmurosoe’ nuceMo, KoTopoe 3a-
nyctut HeBuauMslit Unsafe Browser, KoTopsIit oceTuT Be6-cait
u packpoet Baur IP-agpec. Takas aTaka MaJOBepOATHA, HO ee MO-
’KeT OCYILeCTBUTH CYUIBHBIN 3JI0YMBIIUIEHHUK, HAlIpUMep IIpa-
BUTEJBCTBO JUIM XaKepcKas KoMIaHud. ITo 3Toit mpuunHe MbI
pexoMeHIyeM BaM oTKIOUAaTh Unsafe Browser misa xaxmo-
ro ceanca. Ocrapnaiite Unsafe Browser BKIIOUeHHBIM TOJBKO
TOTJa, KOTJa BaM HY)XHO IIPOIITHU Uepes «IIOPTAJT 3axXBaTa» MJIL
nmofgkIoueHNd K MHTepHeTy (Korfa BaM HYKHO II[eJIKHYTh I10Je
IV BOJITM B CUCTeMY AJIA MOAKTIOUeHud k HTepHety, UTO pac-
IIpOCTpaHeHO B MHTepHeT-Kade, obiectBeHHbIx Wi-Fi m 1. 1.).

Ecnu y Bac BKIIOUEHO MMOCTOAHHOE XPAaHUIUILLE, B 9TOM OKHE ITOSBUT-
¢4 mapoxbHas ¢pasa Id ero pa3OIoOKMPOBKU. Ecin BBl He BKIIOUILIN
MOCTOAHHOE XpaHuanie, Ha BanreM USB-nakonurene Tails e 6ynmer
COXpaHeHO HUKAKUX JaHHBIX Iocie 3Toi ceccuy. HaxmMure 3army-
ctutsb Tails. Yepes 15-30 cexynn noasurca paboumnii croi Tails.

14

DKpaH KOHOMAEHLMANbHOCTH

Ha skpan HOyTOYKa MOKHO YCTAaHOBUTEH SKpaH KOH(UAEHIINATBHO-
cTir’®, uTOOBI IIOCTOPOHHME (MM CKPBITEIE KaMePhI) He MOTJIM BUAETh
KOHTEHT, eCJIM TOJBKO OHM He HAXOMATCA IPIMO Iepes HUM.

lll)_YctpaHeHune Henonaaok

Komnwvromep nvimaemcs 3azpysumv USB, Ho amo ne pabomaem.

IIpoeeprre coobuienus 06 ommbKax, KOTOpEIe BbI IOMyUaeTe (Hapu-
Mep, eCIM Y Bac CTaphIil 32-paspAOHBIi KOMIIBIOTep, OH He Oymer pa-
6otats ¢ Tails). Eciu Tam Hanmcano Error starting GDM with your
graphics card, mpo6ieMa B BUAeOKapTe; IPOBEPhTE JOKYMEHTAIIIO
Ha npeaMert M3BecTHBIX IpobieM ¢ Bugeokaptamu’®, Bl Takske mo-
’KeTe IIPOBEPUTH CIIMCOK M3BECTHRIX Impobiem’ Ha caitre Tails qia Ba-
LIell MoJeaM KOMIIBIoTepa.

Ecnm oTkpoerca crpannna sarpysunka Tails, monpo6yiite sarpysurs-
cd B pexXuMe ycTpaHeHUs Heronanok Tails.

Moii Tails USB 6onvwe ne sanyckaemcs! (a panvuie oH 3anyckai-
CA HA MOM Jice Komnwvlomepe)

[Tocie o6HOBIeHNS 1IN IO ApyToi npuunHe Tails Gosblre He 3amyc-
KaeTcd Ha BallleM KOMIIbIoTepe. Y Bac eCTh TPU BapUaHTAa:

1) ITocmoTpuTe, yIOMMHAIOTCA JIM Ha cTpaHuLe HoBocTell Tails®® xa-
K1e-1160 Npo6ieMbl ¢ OOHOBIEHMEM.

2) BrmoxHUTE pyuHOe 0OHOBJIEHNe ’, KOTOpOe MOXKeT II0TpeboBaTh-
cd, eCJIM KOMITBIOTep OBLT BBIKJIIOUEH [0 3aBepIlIeHNs aBToMaTuye-
CKOTO OOHOBJIEHMA.

>tails.net/support/known_issues/graphics/index.ru.html
*"tails.net/support/known_issues/index.ru.html
**tails.net/news/index.ru.html
*anarsec.guide/ru/posts/tails/#obnovlenie-tails-usb
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ncnons3yioT Mureprer®'. [IporpamMmMmHuoe oGecrieueHne, MCIONb3ye- Ucnonb3oBaHMe P 860‘46 ro ctona Tai | S

Mmoe B Tails, mpoxogut aynut Ha 6€301aCHOCTB, HO 3TO MOMKeT OBITh
He TaK [JIA TOTO, UTO BBl ycTaHaBIuBaete. [lepel ycTaHOBKOI HOBOTO Acities _ pppltions = _ Paces > ThuJun23 2405 GHT
IIpOTpaMMHOT0 obeclieueHNs Jyuile Bcero yoeaurthbed, uto B Tails 1 2 3 4

ellle HeT IIPOTPAMMHOT0 00ecIleueHNd, KOTOpOe BBRIIIOTHAET Ty pabo-
Ty, KOTOPYIO BBI XOTHTe, YTOOBI OHO BHINOJHANO. Ecity BEI XOTHUTE, Fepitaperer
YTOORI JOMOTHUTEIBHOE IPOrpaMMHOe obecIieueHe COXPaHaIoCh

|
II0CJe OJHOTO CeaHCa, BaM HY’KHO BKIIOUNTDH <<I[OHO.TIHI/IT€.TII)HO€ IIpo- o

documentation

rpaMMHoe 06ecnequI/Ie» B KOH(bI/II‘ypaLU/H/I IIOCTOAHHOTO XpaHI/IJII/I-
ma’®,

Boiee nogpobuyio nuHbopMannio cCMOTPUTe B JOKYMeHTAIIUK 110
yCTaHOBKe QOIOJHUTEIBLHOTO IPOrPaMMHOTO obecreueHmsa’.

He 3abyabte caenatb pesepBHble Konum!

USB-nakonurexns Tails srerko morepars, a cpok ciry>k6s1 USB-Hakomu-

Tesell HAMHOTO KOpOUe, UeM y JKeCTKUX OUCKOB (0cobeHHO melire-

BbIX). Ecu y Bac ecTh BakHBIe JaHHBIE Ha HeM, He 3a0BIBaliTe pery- Tails — npocrast oneparonHas cucrema.

JAPHO JeNIaTh NX pe3epBHbIe KOMUM. ECITU BBI CTIONb3yeTe BTOPOi 1. Mento «[leiicTBua». [TosBonger mpocMaTpmBaTh 0630p OKOH I
USB-nakomurens ¢ mugposanmem LUKS, 510 Tax xe IpocTo, Kak yc- npmiroxkeHuil. Takke IM03BOJIAeT MCKATh NPUIIOKEHNA, (aiiiIsl 1
TI0JTB30BATE (PAiIOBBI MeHeKep UIA KOMMPOBAHIA (aiioB Ha pe- nanky. Bl Takke MoKeTe IOTYyUUTh JOCTYII K « [lelicTBMAM», Ha-
sepsHblil USB-Hakorurens ¢ mmpposanmem LUKS. IIpaBMB yKa3aTeJIb MBILIN B BepXHMII JIeBBII yTOX 3KpaHa VK Ha-
Ecou BBI ncIIONB3YyeTe IOCTOAHHOE XPAHMIINIIE, O3HAKOMBTECh C JI0- #ap xnapuury Command/Windows ().

KyMeHTaI[Jeli I10 ero pesepBHOMY KOIIMPOBAHIIO™. 2. Menmw «IIpmmoxenna». CIMCOK JOCTYIIHBIX NIPIIOKeHUII (IIpo-

TpaMMHOTO obecIieueHN), OpTAHM30BAHHEII 110 KATETOPUAM.

3. MeH1o «MecTa». SIpIBIKM pasIMUHBIX IAIIOK M YCTPOJICTB XpaHe-
HMA, TOCTYI K KOTOPBIM TakKe MOKHO ITIOJIyUNUTh Uepes Opaysep
«®Pairer» (IIpunoxkenns — CrargapTHbIe — Pajinbr).

4. Jara u Bpems. [locie mogkmouennda k lHTepHeTy Bce cucTeMBI
Tails mo BceMy MUpY MCIIONTB3YIOT OJHO U TO >Ke BpeMs' .

5. Munuxatop cratyca Tor. CoofIIiaeT, MOIKIIOUEHBI JIU Bl K CeTHU
*tails.net/doc/persistent_storage/additional_software/index.ru.html#index5h2 A p y = a

52tails.net/doc/persistent_storage/conﬁgure/index,ru.html Tor. Eciu HaJa 3HAUKOM JYKOBIIIBI €CTh KPECTUK, 3HAUNT, BBI HE

**tails.net/doc/persistent_storage/additional_software/index.ruhtml#index3h1 MOAKIIOUeHHI. BEI MokeTe OTKPBITE Npuioxkernue Onion Circuits
**tails.net/doc/persistent_storage/backup/index.ru.html
>en.wikipedia.org/wiki/Monitor_filter Ttails.net/doc/first_steps/desktop/time/index.ru.html
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orciona. Ilposeprre mogxmoueHue Tor, moceTus
check.torproject.org Tor Browser.

6. KHomka «YHIBepcalTbHBIN JOCTYI». ITO MEHIO IIO3BOJIAET BKIIO-
YNTB IPOTpaMMHOe obecrieueHMe JId obecliedeHuA JOCTYITHOCTI,
TaKoe KaK 9KPaHHBII JVKTOp, BU3yalbHasd KJIaBUATYpa M OOJIBLION
TeKCTOBBIN QUCILIEI.

7. Br16op packiagky KIaBUATYypPHL. JHAUOK, IIOKA3hIBAIOILIII TEKy-
Iy PacKIafKy KIaBUATYpPHI (B IpIMepe BBILIE en JIT aHTIINII-
ckoit packiaankn). [Ilequok 1o HeMy OTKPBIBaeT OIIMN I APYTUX
PacKJIafoK, BBIOpaHHBIX Ha SKpaHe IIPUBEeTCTBIA.

8. Memnro «Cucrema». OTciofa BEI MOXeTe IIOTY4YUTh JOCTYII K TPOM-
KOCTHU U IPKOCTU 9KpaHa, nmogxmtouennio Wi-Fi u Ethernet, cocrog-
HMIo GaTapel, a TaKKe KHOIIKAM Ilepe3arpy3Ky U BRIKIIOUeHNA.

9. 3nauok «Paboume mpocrpaHcTBa». 9Ta KHOIIKA IepeKIouaeT MeX-
Iy HeCKOJBKUMM IIpefiCTaBIeHNIMN pabouero croja (Ha3bIBaeMBbI-
MU «paboumMu IIPOCTPAHCTBAMU»), UTO MOKET [IOMOYb YMeHE-
IIUTH BU3YaIbHBIN OecIopaioK Ha HeOOIBbIIIOM SKpaHe.

Ecsm Banr HOoyTOYK ocHameH Wi-Fi, HO B cicTeMHOM MeHIO HeT OII-
uny Wi-Fi, cM. [OKyMeHTaIMIO 10 YCTpaHeHuIo Hemomagok'®. ITocie
noakmoueHud ¥k Wi-Fi mogsurca momonumuk Tor Connection, KoTo-
PRI IOMO>KeT BaM NMOAKIIOUNTECA K cetnt Tor. Bei6epurte Connect to
Tor automatically (Ilogkirrouarscs k Tor aBTOMATHUYECKN), €CIN
TOJIBKO BBI HEe HaXOJUTECh B CTpaHe, TAe HY>KHO CKPBITh, UTO BEI MIC-
noxbsyete Tor (B 3TOM ciIyuae BaM HY>KHO HaCTPOUTH MOCT ).

Heo6ﬂ3arer| bHO. CO3AaQHME U Hacrpoifﬂ(a
NOCTOAHHOTIO XpaHUNHULLA
Tails mo ymomuanuio amHesnauer. OH 3a6ymer Bce, UTO BEI CHEIANH,

KaK TOJBKO BRI 3aKOHUMNTE CeaHC. ITO He BCeTAa TO, UTO BaM HY>XXHO —
HaIIpMMeEDP, BbI MOXKETE 3aXO0TETh YCTAHOBUTE JOIIOTHUTEIBHOE IIPO-

**tails.net/doc/anonymous_internet/no-wifi/index.ru.html
Ptails.net/doc/anonymous_internet/tor/index.ru.html#hiding
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USB-nakonutens USB Heob6xoanmo nepedopMaTupoBaTh, UToOH yaa-
JIUTH €To.

ITo Toit xe npuuuHe Nepex pacummdposkoit daiiiaa cHauaga CKOIN-
pyiite ero B manky Tails, koTopas HaXOQNUTCA TOJIBKO B OIIepaTUBHOI
namatu (Hanpumep, Places — Documents).

AobaeneHune npas aaAMMHUCTPaATOPA

Tails Tpe6GyeT maposp agMUHMCTpaTOpa (TaKKe Ha3bIBaeMBbII IIapo-
JIeM «root») IUIg BBIIOJIHEHNA 3alau CHCTeMHOTO afMIHUCTPUPOBa-
HuA. Hampumep:

+ YCcTaHOBKA JOIOTHNUTEILHOTO IIPOTPAMMHOTO 00ecIeueHNS

+ JlocTyn x BHyTpeHHUM KeCTKMM QMCKaM KOMIIBIOTepa

+ BrimosHeHne KoMaHA" B KOpHEBOM TepMIHAaIe

+ HocTyn x onpeneleHHBIM IIPUBIJIETUAM, HAIIpUMep, KOTAA BBI BU-
JUTe OKHO, 3allpallliBalolliee ayTeHTU(PUKANIO aAMIHICTPAaTOpa

ITo yMOIUaHMIO IAPOIb AAMUHUCTPATOPA OTKIIOUEH IS JOIIOTHY-
TeNBHO 6e30IacHOCTI. ITO MOXKET IIOMELIATh 3JI0yMBIIUIEHHUKY C
busuueckum’ win yganeHHsIM' OCTyIIOM K Baueit cucreme Tails
MOJMIYUNUTH IPUBIIIETNY aAMUHMUCTpaTopa. Eciu BBl ycTaHaBIMBaeTe
[apoJIb aAMUHICTPATOPA JJII CBOETO CeaHca, BBI CO3[aeTe ellle OINH
BEKTOp I MOTeHIIMATBHOTO 06xoaa 6esomacHoctn Tails.

Yt0681 YCTaHOBUTD IIapOJIb aAMIHNCTPATOPA, HeO6XOJII/IMO BbI6paTb
IIapoJIb aAMIMHIICTPATOPA Ha 3KpaHe IIPMBETCTBUA IIPU 3aITyCKeE Tails.
3ToT IIapoJIb JIeI?ICTBI/ITﬁJI@H TOJBKO B TCUCHNME C€aHCa.

YcraHoOBKa AOMOMHUTENBHOTO MPOFPaMMHOTO
obecneueHus

Ecym BB ycTaHaBIMBaeTe HOBOe IIPOTpaMMHOe obecIleueHMe, BaM
HY’KHO yOequThCA, UTO OHO OesomnacHo. Tails 3acraBigeT Bce mpo-

rpaMMHOe obeclieueHne nogkIouarbca k MuTepHety uepes Tor, mo-
3TOMY BaM HY>KHO OyJeT HaCTPOUTB 3TO MJIA IPVIIOKEHUIT, KOTOPBIe
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Volumes

123 GB (123,010,547,712 bytes

Unallocated Space

+ Temeps BaM HY>XHO H0OAaBUTE 3a1MPOBAHHBIN pase.

- Haskmwure Ha KHONKY «+»

— BriGepure pasmep pasgena (Bce cBOOOIHOe ITPOCTPAHCTEO)

— B mose «Tum» BeIGepuTe BHY TPEHHUIT JUCK, KOTOPBIN OyaeT
MCIOJB30BAaTHCA TOJBKO ¢ cuctemamu Linux (Ext4) ycrano-
BuTe QuIakok «3amuineHHbIii mapoxem Tom (LUKS)»

— Beepurte HamexXHYI0 IapoNbHYIO Ppasy*’

Ecnu BeI BeraBuTe 3autudposanusiit USB-HakonuTens, BaMm OygeT
NpeIoKeHO BBeCTY IapoNbHYIo ppasy. [lepen usBneueHneM HaKo-
MIUTENA IIOCHIe 3aBepUIeHNA PabOThI ¢ HUM He0OXOIMMO IIIeIKHYTh
ero mpapoit kHonkoil Meiu B Places — Computer u Br16pathb
Eject.

LLinbpoBaHMe danna naponem Mnu OTKPbITbIM
KMIOUOM

B Tails BeI MoskeTe mconbs3oBars npimtokeHne Kleopatra mra mmd-
poBaHMA (paitya’ maposeM MM OTKPHITHIM KitouoM PGP. 31o co-
agact daitn .pgp. Ecim BeI XoTuTe 3ammdposats ¢aiti, caenaiTe 3T0
B OIIEpAaTMBHOI IaMATH, IIpeKie UeM COXpaHATh ero Ha USB-mHakomnm-
tesrb LUKS. Ilocie coxpaHeHus HesammgppoBaHHO Bepcun daiiia Ha

“anarsec.guide/ru/posts/tails-best/#paroli
**tails.net/doc/encryption_and_privacy/kleopatra/index.ru.html#index1h1
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rpaMMHOe obecIieueHne 6e3 He0OXOAMMOCTY IlepeyCTaHaBINBATh eTO
Kakablil pas npu samycke. B Tails ecTs dpyHkIMa mox HasBaHueM
Persistent Storage, koTopas IO3BOJIZeT BAM COXPAaHATH JaHHBIE MeX-
Oy ceaHcaMM. ITO 9BHO MeHee 6e30I1aCHO, HO HeOOXOAMMO I HeKo-
TOPBIX JEeICTBUIAL.

ITpuanMm, nexarnuii B ocHoBe Persistent Storage, sakmiouaeTcs B co-
3aHMY BTOPOII 061acTy XpaHeHNd (Ha3bIBaeMOIl pasfesioM) Ha Ba-
mrem USB-uakonureste Tails, koTopas sanmdposana. 9ToT HOBBII
paspeiI II03BOJIAeT BaM CHeJaTh HeKOTOphIe NaHHbIe IOCTOSHHBIMMN —
TO eCTh COXPAHATEL UX Mexay ceancamu Tails. Bkarounts Persistent
Storage ouens npocto. UYto6sI cosnats Persistent Storage®, Bri6epure
Applications — Tails — Persistent Storage.

[ToasuTca okHO ¢ MPockOOIT BBECTU NMAPOIBHYIO dpasy; cM. Jlyumme
npaktuky Tails® mrg momyuenna nabopMauy o HaJe>KHOCTH Ia-
poabHOI (ppasbl. 3aTeM BBl HACTPOUTe?, UTO BBI XOTUTE COXPAHUTH B
Persistent Storage. Persistent Storage M0XHO BKIIOUNTE A HECKOIb-
KX TUIIOB JaHHBIX:

JInmunbie HOKYMECHTBI:

+ ITocTogHHas manka: JaHHEBIe, TaKye KaK Ballli JIMUHEIe (aiinsl,
JOKYMEHTHI JUTM M300pakeHnd, HaJ KOTOPEIMU BEI paboTaere.

HacTtpoiixu cucTeMbI:

+ JKpaH NPMBETCTBIS: HACTPOIIKM SKpaHa IIPUBETCTBYUA: A3BIK,
KJIaBMATypa ¥ JOIOJIHUTeIbHbIe HACTPOIIKIL.
+ ITIpuaTepsnr: Kondurypannsa npuarepa®.

Cetnp:

+ CeTeBbIe MOSKIIOYEHIIA: ITapoau A1d ceTell Wi-Fi MoxxHO coxpa-
HUTB, UTOOBI BaM He NPUIIIOCH BBOAUTH UX KaKABINA pas.

¥tails.net/doc/persistent_storage/create/index.ru.html
*anarsec.guide/ru/posts/tails-best/#paroli
Ptails.net/doc/persistent_storage/configure/index.ru.html
Ptails.net/doc/sensitive_documents/printing_and_scanning/index.ru.html
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+ Tor Bridge: ecntu Bxiiouen Tor Bridge (s monbsoBaTesneit B cTpa-
Hax, Tie Tor mogBepraercd LeH3ype), OyaeT coXpaHeH IOCIeHIIT
ucnoxs3oBaBmiica Bamu Tor Bridge.

IIpunoxenns:

+ 3axnagku Opaysepa Tor: 3axmagku 6paysepa Tor.

+ burkonn-komesek Electrum: 6uTKOMH-KOIIeIeK M HACTPOJIKIA

+ Knuenrt saxexrponnoii moutrsl Thunderbird: moutossiit Ak
Thunderbird, xaraxsr n xrroun OpenPGP.

+ GnuPG: xaroun OpenPGP, KoTopkle BB co3faeTe WM UMIIOPTUPY-
ete B GnuPG n Kleopatra.

+ Pidgin: ®aiire1 yueTHOI 3aIMCcy 3TOTO NMPUIIOMKEHU YaTa (MCIIOThb-
symomtero nmporokoix XMPP).

+ SSH-xnamenT: Bee Qaitnsl, ceazanuble ¢ SSH, mpoTokoxoM, mcnoas-
3yeMBIM [JIA IMOAKTIOUEeHNA K cepBepaM.

Pacmmmpennbie HacTPOMKIL:

+ Homomaurensnoe I1O: Ecnu 31a PpyHKIMA BKIIOUEHA, CIIMCOK TO-
nosHNTeabHOTO 110 o BamreMy BBIOOpPY OyAeT aBTOMAaTUUECKN
yCTaHaBIMBAThCA KOKABIN pas npu samycke Tails. 91u makers: [10
XpaHATCA B IIOCTOAHHOM XpaHunie. OHM aBTOMaTUUeCKN 0OHOB-
JA0TCA IpU NogKIioueHny kK MHTepHeTy. ByapTe 0CTOPOKHEI €
TeM, UTO BEI yCTaHaBJIMBaeTe .

+ Dotfiles: B Tails u Linux B rje;iom nmeHa ¢airoB KoHGUTypaum
YacTO HAUMHAKOTCA C TOUKM, II03TOMY UX MHOTAA HAa3BIBAIOT
«dotfiles». Ix MO’KHO COXpaHNTH B IIOCTOAHHOM XpaHyumine. Byas-
Te OCTOPOXKHBI, MI3MeHAd HACTPOIKM KOH(GUTYpaLN, TaK KaK M3Me-
HeHMe 3HaUeHMII 110 YMOJIUAHNIO MOKeT HapYIINTh Ballly aHOHIM-
HOCTb.

YUro6r1 UCcIIOIB30BaTh [IoCTOAHHOE XpaHIMTHIIE, BEI HOJKHBI pas6mo-
KMPOBATh €T0 Ha 9KpaHe NPNBETCTBUA. Ecay BEI X0TUTe N3MeHUTH
napoabHyIo ¢pasy, cM. qokyMmeHTtanmio”. Eciu Be1 kKorma-Hubyns sa-

*tails.net/doc/persistent_storage/additional_software/index.ru.html#warning
Ptails.net/doc/persistent_storage/passphrase/index.ru.html
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Iz ¢pasnr-makonureneit (USB, SSD, SD-kapThI U T. ) MCIIONB3YIiTe
ILTOCKOTYOI1BI, YTOOBI BEIIOMATD ILIATY U3 IIACTMKOBOTO KOPITyca.
UcnonbsyiiTe BEICOKOKaUeCTBEHHEIN OBITOBOT G1eHaep, UTOOHI M3-
MeJBUNTH UMITH TAMATY, BKIIOUas ILIATY, Ha KyCcKH, KOTOphIE B Uea-
se 6yAyT MeHbllle ABYX MUJLTMMeTPOB. JTOT OJIeHep He cleqyeT Kc-
IOTB30BATh AJA eObl, IIOCKONIBKY er0 OUMCTKA He yIaJIUT TOKCUUHBIE
claeabl B JOCTATOUHOI CTEIIEH.

Kak cosaarb 3awmnopoBaHHbiM USB

XpaHnTe JaHHEBIE TOJBKO Ha 3alIM(pPOBAaHHEIX AMCKaX. 9TO He00X0-
IMMO, eCJINM BbI XOTHUTE JICIIONb30BaTh OTHeNbHEIN USB-HakonuTe s
LUKS Bmecto mocrosuHoro Xxpanuaniia Ha USB-nakonuresne Tails,
Kak pekoMeHRoBaHO B Jlyunme npaktuku Tails*®. LUKST — ato cTan-
napt umdposanug Linux. Yro6s! 3ammdpoBaTs HoBbIT USB-Hakomu-
Teusn, nepetinnute B Applications — Utilities — Disks.

« Korga BeI BectaBute USB, B criucke MOJKHO IMOABUTLCI HOBOE
«yCTpOICTBO». BriGepure ero u ybegurech, 4To onucaHue (OpeHn,
Ha3BaHIe, pa3Mep) COOTBETCTBYeT BallleMy YCTPOICTBY. Bynsre
OCTOPO’KHEL, UTOOBI He OIInOuThC!

+ Ordopmatupyiite ero, Haxxas X — PopMaTHPOBATH TUCK.

— B packpriatomnemca cniucke Crepers Bribepute Ilepesanmcats
CyIecTBYIOINUe JaHHbIe HyJaamu. OOpaTire BHUMAaHNe, UTO
3TOTO HeJOCTATOUHO NI YIATeHN BCeX CIeJ0B KOHPUOeHIN-
aJBHBIX JOKYMEHTOB, xpaHaInuxca Ha USB-nakonuTtee.

— B packpriBaromemce crncke «Pasbuenne Ha pasmensi» BeIGepn-
Te NYHKT «COBMecTIMO cO BCeMI CHCTEMaMM M yCTpoIicTBa-
mu (MBR/DOS)» .

- 3ateM HaxxkMuTe «PopMaTHpoOBaTh»

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi
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PeanbHo yaanutb AaHHble ¢ USB

Haxatne «Ynamnts HaBcerna» MK OTIIPaBKa (GajiioB B «KOP3UHY»
He yAayIfeT JaHHBIE... ¥ IX MOXHO OUeHb JIETKO BoccTaHOBUTE. Koraa
BHI «yAajgeTe» (aill, BEI IIPOCTO COOOIaeTe OIepallliOHHOI CUCTe-
Me, UTO BaM OOJIbIlIe He MHTepeCHO CofepKIMoe 3Toro daitia. 3aTeM
OHa y[aJdeT eTO 3aIlMCh B MHAEKCe CYILeCTBYIOINX (ailioB. 3aTeM
OHAa MOXeT II0BTOPHO MCIIOJIB30BaTh IIPOCTPAHCTBO, KOTOpOe 3aHMMa-
JIM JAHHBIe, JJIA 3aIlUCU UeTO-TO PYTOTo.

OpHako MOTYT IpOMTU HeAely MM TOABL, IIpekKae ueM 3TO Ipo-
CTPaHCTBO OyAeT aKTMUeCK! MCIOIb30BAHO I HOBBIX (ariiioB, U B
3TOT MOMEHT CTaphle MaHHEIe (aKTUUeCKU MCUe3HYT. B To ke Bpem1,
eCJIU BbI IIOCMOTPUTE HEeIIOCPeACTBEHHO Ha TO, UTO 3aIIMCAaHO Ha
IVICK, BEI MOXKeTe HaliTy comep:XuMoe (aitnoB. IT0 JOBOIBHO IIPO-
CTOII IpoLecc, aBTOMATU3MPOBAHHEIII MHOTMMU IPOTpaMMaMH, KO-
TOpBIE ITO3BOJIAIOT BAM «BOCCTAHABIMBATE» WU «BOCCTAHABIMUBATE»
JaHHBIe. BBI He MOXKeTe Ha caMOM fejle YAAaIUTh JaHHBIe, HO BBl MO-
’KeTe Iepe3alncaTh JaHHbIE, UTO SBIGeTCS UACTUUHBIM pellleHUeM.

CymrectByeT qBa Tuna Hakonurenei: MarautHeie (HDD) n ¢isi-na-
xorutenu (SSD, NVMe, USB, kaprtel namatu u T. I.). ExuHCcTBe HHEBIN
crioco6 crepeTs aiiy Ha 1060M 13 HUX — HepedOpMaTUPOBATh BeCh
auck® u BrI6path «IlepesanmcaTrs cylecTBYIOINNeE JaHHbBIE HY-
JEAMIE» .

OnHako ciebl paHee 3aIIMCAHHBIX JaHHBIX BCe eIlfe MOTYT OCTaThCA.
Ecsm y Bac ecTs KOHOUAeHIINATBHBIe JOKyMEeHTBI, KOTOpBIE BBI Jeli-
CTBUTEIBHO XOTUTE CTepeTh, JyUIlle BCeTo (PU3NUecKy YHUUTOXKUTD
USB nocie ero nepedopmarnpoBauud. K cuacreio, USB-Hakonnrenu
JellIeBEI U UX JIETKO YKpacTb. O6a3aTebHO ImepedopMaTUpyiiTe QUCK
Iepej ero YHIUTOXKeHIeM; YHIUTOMXeHIe JVCKA YaCcTO IBITeTcd Ja-
CTUYHEIM pellleHMeM. [[aHHEBIe Bce ellie MOJKHO BOCCTAHOBUTS C (par-
MEeHTOB JVICKa, a CKITaHNe AMCKa TpebyeT TeMIlepaTyp BEIIIe, YeM
OOBIYHBIN OTOHB (HAIIpUMeD, TEPMUT), UTOOBI OBITH 3(h(heKTUBHBIM.

“’anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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OynmeTe CBOIO IApOJNBHYIO (Ppasy, BOCCTAHOBUTE ee OyaeT HeBO3MOJXK-
HO; BaM npupaercsa ynaants*® [locToaHHOe XpaHUINIIE M HAUaTh 3a-
HOBO.

B JIyumme npaktuku Tails?” MBI pekoMeHIyeM He MCIIOIB30BaTh
Persistent Storage B 60JIBIIMHCTBe CirydaeB; GOIBIIIHCTBO (PyHKLIIIT
Persistent Storage me paboraioT qomkHBIM 06pasom ¢ USB-uHakomure-
JIAMY, UMEIOIIVIMY IIepeKIIouaTeNlh Sal{UTEI OT 3aIUCH, J00bIe dait-
sl xpauganecd Ha USB-nakonurene Tails, ocTaBar Ha HeM KpuMu-
HaIJICTUUECKNe CJIebl, 8 XpaHeHMe ITepCOHaJBHBIX JaHHBIX Ha USB-
Hakomnurese Tails Taroke IpendaTcTBYeT ero pasmeleHIIo Ipu pasdio-
xupoBke Persistent Storage. Bmecto 3toro xio6bie ¢aiinsi, KoTophIe
IOJIKHEI OBITH IIOCTOSHHEBIMMY, MOKHO XpaHUTH Ha BropoMm USB-Haxko-
nureine, sangposanHoM ¢ omoIiso LUKS?,

O6HoeneHue Tails USB

Uro6e1 Tails octaBanca 6e30macHbIM, OIlepAIIOHHAS CUCTEMA TOJIK-
Ha IIOCTOSHHO Pa3BUBATECA, a JII00bIe YA3BUMMOCTH 6e30IacHOCTH
IOJKHEI YCTPAHATECA IIOCPeACTBOM 0OHOBIeHMIT. BaxkHo Beerma uc-
IOJIB30BaTh HocaeqHIoI0 Bepenio (Tails 06HOBIAETCA IPIIMEPHO Kask-
IBIVL Mecd1l), ITOCKOJBKY B IIPOTpaMMax, UCIonb3yeMbIx Tails, pery-
JIAPHO 0OHAPYKUBAIOTCA YASBUMOCTY 6€30IIaCHOCTH, UTO B XYIIIEM
cayuae MOXeT NIPUBeCTU K PaCKpBITUIO Balllell muuHocTH, IP-agpeca u
T. 1. O6HoBNeHMe Tails McpaBUT 3TH YASBUMOCTY M OOBIUHO YIyu-
LINT ApyTHe QyHKIIUN.

Kaxxppi1 pas, korpma BeI 3amyckaete Tails, cpasy mocire moaxmooueHIA
k cetn Tor, Tails Upgrader npoBepder, ycTaHOBIIeHa JIN Y BaC IOCIIEN-
Hadq Bepcud Tails. CymectByer nBa Tuma oGHOBIEHMIL.

*tails.net/doc/persistent_storage/delete/index.ru.html

*anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi

#anarsec.guide/ru/posts/tails/#kak-sozdat-zashifrovannyi-usb
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Upgrade available
You should upgrade to Tails 3.1.

For more information about this new version, go to https://tails.boum.org/
news/version_3.1/

It is recommended to close all the open applications during the upgrade.
Downloading the upgrade might take a long time, from several minutes to

a few hours.
The networking will be disabled after downloading the upgrade.

Download size: 200.41MiB

Do you want to upgrade now?

Upgrade later Upgrade now

ABromarnyeckoe obHOBMeHMe

Korpma aBromMaTiueckoe 06HOBIEeHNE” TOCTYIIHO, IIOIBUTCI OKHO C
nHpopMalmeil 06 OGHOBIEHNN, I BaM HYXHO OyneT Hakath «O0HO-
BUTD ceifuac». [lomoxaure HekoTopoe BpeMs, II0Ka OHO He 3aBep-
LINTCS, 3aTeM HaXMuUTe «IIpuMeHUTE 0OGHOBIEHMEe», M BAIll MHTEPHET
Ha MTHOBeHMe InpepseTcd. [loqoxkaure, moka He yBuauTe okHO «lle-
pesanyctuts Tails». Ecin o6HOBIeHMe He yoanochk (Hanmpumep, U3-3a
TOTO, YTO BBI BBIKIIOUVIIN €T0 0 eT0 3aBepIIeHNs), Ballle IIOCTOAH-
HOe XpaHIUINIIe He OyeT 3aTPOHYTO, HO BBI, BO3MOXKHO, He CMOXKeTe
nepesanyctuthb cBoit USB-Hakonmrens Tails. Ecou Bl ncniosbayete
USB-Hakonurens ¢ MepekaiouareieM 3alllUTHI OT 3aIlMCH, BaM HYKHO
OynmeT pasGIOKMPOBATE €T0 I BBIAEIEHHOTO CeaHca, B KOTOPOM BEI
BBIIIOJIHAETe OGHOBJIEHNIE.

Ptails.net/doc/upgrade/index.ruhtml
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Kax Tompko BBl 3akpoere KeePassXC mnu He 6ymere MCIIONB30BATH
€To B TeueHMe HeCKONIBKUX MUHYT, OH 3a0I0Kupyercsa. Ybenurecs,
YTO BBI He 3a0BbLIN CBOIO MaponbHyio ¢ppasy KeePassXC.

ITocme cosmanusa camoii 6a3bl JAHHEIX BBl JOJDKHEI YBUAETH IIYCTYIO
nmanky «Root». Eciiu BBI X0THTEe OpraHN30BaTh CBOY ITAPONN B Pa3HEIe
TPYIIIEL, IIeNKHNUTe IPAaBOIl KHOIMKOI MBIIIN 3Ty HAIKy U BEIOepuUTe
«New Group...».

Teneps BbI MOkeTe J0GABUTEH CBOIO IepBYI0 3amnuch. Haxxmure 3anm-
cu — HoBad 3amuch iy HXMNUTe 3HaAUOK «ILTIOC». BBennTe Ha-
3BaHMe YUeTHOII 3alCH, Ballle MMA II0Jb30BaTeNd AJA YYeTHOII 3a-
IIJCH ¥ Balll mapois. HakMure 3HaAUOK «KyOMK», UTOOBI CTeHepupo-
BaTh CJIYUAIHEIN IAPOIb WK NTAPOIBHYI0 (pasy AL 3aIlUCH.

® Demo Passwords” - KeePassXC = n]

Database Entries Groups Tools View Help

=] ® 0 ® & %7 6 B8 - ?
Internet + Netflix + Edit entry
Title: | Netflix
J
, Username: | john.doe@example.com B4

Entry

Password: eccccscscccscsce (oIS

I«

p URL: https://www.netflix.com/

Expires: | 6/20/2019 8:49 AM Presets i
Advanced

V| Notes:

Auto-Type

“ ez

Yro6BI CKOMMPOBATE IIAPONE U3 0ashl JaHHBIX, BRIOEPUTE 3aIIVICh U
Hakmute CTRL + C. Uro6B1 cCKOMUPOBATEH MM IIOTB30BaTENd, BbIe-
pute 3amuch 1 Haskmure CTRL + B.
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@ Create a new KeePassXC database...

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change
them later in the database settings.

T Decryption Time: 1.0s

100 ms 50s

Higher values offer more protection, but opening the database will take
longer.

Database format: | KDBX 4.0 (recommended) Y%

This is only important if you need to use your database with other programs.

Advanced Settings

Go Back Cancel

IIpn cospmammu HoBOI a3kl maHHBIX KeePassXC** yBenmnunTe Bpemsa
pacum@poBKU B OKHe HACTPOEK MIN(POBAHMSA CO 3HAUESHN 110
YMOJIUAHUIO KO MaKCUMAaIBHOTO (5 ceKyHR). 3aTeM BEIOepuTe HaIeX-
HyI0 TapoibHy10* ¢ppasy u coxpaunure Paitn KeePassXC. MnI pexo-
MeHAyeM BaM Ha)KaTh Ha 3HAUOK C MaJeHbKUM KyOMKOM B IIOJe IIa-
PO, uTOOBI CTeHEPUPOBATE CAYUAHYIO TapOAbHYI0 dpasy us 7-10
CJIOB.

9rort daitn 6ase1 gaHHBIX KeePassXC 6ymer comepskaTh Bce BALLIM ITa-
pomy/maposbHeIe Gpaskbl ¥ JOIKEH COXPAHAThC MEXAY ceaHcaMI Ha
BallleM ITOCTOSHHOM XpaHMJINIIe WIN Ha oTReasHoM USB-HakonuTe-
se ¢ umgposanuem LUKS, kak onucano B Jlyunrme npakrukn Tails®.

*tails.net/doc/encryption_and_privacy/manage_passwords/
index.ru.html#index1h1

“anarsec.guide/ru/posts/tails-best/#paroli

**anarsec.guide/ru/posts/tails-best/#ispol-zovanie-perekliuchatelia-zashchity-ot-
zapisi
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PyuyHoe o6HoBneHue

Wnorpa okHO 00HOBIEHMA COOBIIINT BaM, UTO BaM HY>KHO BBIITOJHUTE
pyuHOe 00HOBIEeHNE. ITOT TUI OOHOBIEHNA MCIIOAb3YeTCI TOMXBKO
LI KPYTIHBIX OOHOBIEHUIL (KOTOPhIE IPOMUCXOAAT IPUMEPHO KaXK-
Ible Ba TOJA) MU eCJIU ecTh pobireMa ¢ aBTOMaTHUeCKMM 0OHOB-
seHuaMu. CM. JOKyMeHTAI[UIO 110 PyUHBIM OOHOBIeHUAM ',

) MaeM panblie: HeCKONbKO

COBETOB U NOSICHEHUM

Tor

Yro rakoe Tor?

Tor?, uro osuauaer The Onion Router, — syurmii crroco6 cOXpaHUTH
aHoOHMMHOCTB B MHTepHeTe. Tor — 370 mporpamMmHoe obecrieueHue ¢
OTKPBITBIM MCXOTHBIM KOJOM, IOTKIIOUEeHHOe K IyOIIMIHOI ceTn U3
THICSIYU PETPAHCIATOPOB (cepBepoB). BMecTo mpamoro nmogxiaoueHnd K
onpenenexHHomMy Mecty B Unreprere Tor qemaer 06X0HOI Iy Th Ue-
pes3 TpM IPOMEKYTOUHBIX peTpaHcaaropa. bpaysep Tor ucnonssyer
ceThb Tor, HO ApyTMe IPIIIOKEeHNI TaKKe MOTYT 3TO AeNaTh, eCIU OHU
NIPaBMJIBHO HACTPOeHEI. Bce cTaHaapTHEIE IPUIIOKEHNA, BKIOUEH-
urle B Tails, mcrmonssyior Tor, eciiu UM HYKHO HOAKTIOUNTECA K VH-
TEepHeTY.

*tails.net/upgrade/tails/index.ru.html
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Tor hides your content
and destination

-m Tor hides

your location

HntepHer-Tpadmk, BKIouas IP-agpec KOHeUHOTo ITyHKTa Ha3HaUe-
HMA, mdpyeTca CI0AMMU, KaK JYKoBULA. KaXkIbIil MIPBIKOK 110 TpeM
peTpaHcIATOpaM yAaudeT ONMH cioif mmppoBanna. Kaxmaeri pe-
TPaHCIATOP 3HaeT TOIBKO PeTPAHCIATOP A0 HeTO M peTpaHCIATOp I0-
cile Hero (BBIXOIHOI peTpaHCIATOp 3HAeT, UTO OH IIPUIIEN CO Cpef-
HeTO peTPaHCIATOpa M UTO OH MAeT Ha TAKOI-TO BeG-caliT, HO He
BXOTHON PeTpaHCIATOD).
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1 M poBaHMA ¥ KOHPUAeHIMATBHOCTI, a TaKKe IIPIIIOMXKEeHNIT
19 paboThI ¢ KOHGUAEHIMATFHBIMY HoKyMeHTaMu*’. B ocTaBmreiics
YacTH 3TOTO pasfena MBI pACCMOTPUM TOJBKO 00IIMe caydam Jc-
IOTB30BaHMA, NMeEIOIIVe OTHOLIIeHIe K aHAPXMCTAaM, HO JJIS IONyuUe-
HUSA OOMOTHUTENBHON MHPOPMAIIMH IPOUTUTE TOKYMEHTALILIO.

MeHeaxep naponen (KeePassXC)

Korpa BaM HYHO 3HaTh MHOTO ITapoJIell, MOXKeT ObITh IIPUATHO
MMeTh Oe30IacHBIN CII0co0 UX XpaHeHN (T. e. He JIUCTOK OyMaru ps-
aoM ¢ BammM koMmsiotepoM). KeePassXC — 310 MeHemkep mapoireii,
BruoueHHBIN B Tails (IIpnnoxxenns — HM36pannoe —
KeePassXC) koTOpEbIil T03BOJIAET BAM XPAaHUTh BAILIY ITAPOJTN B daii-
Jle VI 3aIVIIATh UX OJHNM IIaBHBIM I1apoJIeM.

MgI pekoMeHAYeM BaM pasOUTh BaIlIM TAPONU Ha OTCEKU — MIMETh
ormensHbIl ¢aitn KeePassXC nng kaxxmoro otnensHoro npoekra. OHU
MOTYT VICIIONB30BATh OAMH ¥ TOT JKe IJIaBHEBIN ITapOJIb — CMBICI pas-
01MeHNd B TOM, UTO TOJBKO IIAPOJM OJHOTO IIPOEKTa pasbIoKUPYIOTCa
B ;06071 MomeHT BpeMmeHu. Ecu ceanc Tails 6ymer ckomnpomerupo-
BaH, 3JJOYMBIIIJIEHHUK He ITOJXYUNT BCe BAILIM ITapOIM OMHUM MaXoM,
a TOJIBKO Te, KOTOpble B JAHHBIN MOMEHT pasbIOKMPOBAHEL

B Trepmmnaonoruu KeePassXC naponv — 310 ciryuaiiHas 1mo-
CJIeJOBATeJIbHOCTD CMBOJIOB (OyKB, (P M OPYTUX CUMBO-
JIOB), & NAPONbHAS Ppa3a — ITO CIIyUvaitHasl 10CIIe{0BATENb-
HOCTb CJIOB.

“tails.net/doc/encryption_and_privacy/index.ruhtml
#tails.net/doc/sensitive_documents/index.ru.html
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BoII 3arpyskm». Kak Tonbko BBI 3akpoere OnionShare, oTkiountech
or Unrepuera niun Beikmounte Tails, daitne 6ombiie He 6ynyT mo-
CTYIHBI. 9TO OTIIMYHEIN cII0co6 MOeMNThed pallaMi, IIOCKOIBKY
BaM He HYXXHO ITOAKII04YaTh USB K 4yKOMy KOMIIBIOTEDPY, UTO MBI He
pexoMmenayem>’. [TMHHBIN afgpec .onion MOXKHO IlepefaTh uepes Apy-
ol KaHaJ (HampuMep, co3faHHbI Bamu Riseup Pad® , koTopsIit jer-
ye HaOMPATh).

YcnoxxHure koppenaumoHHble arakm

Korpa BrI 3ampaiiBaete BeG-cTpaHuLy uepes BeG-Opay3sep, cepBep
caiiTa OTIIPABJIAET ee BAM HeGOJIBIIMMU «ITaKeTaMI», UMEIOILIMI
OIlpe/esleHHBI pasMep U BpeMd (Cpeau IMPOUMX XapaKTePUCTHK).
[Ipu ncnonxs3oBanum Gpaysepa Tor mocreoBaTeILHOCTS TAKETOB Ta-
KXKe MOXeT OBITh IPOaHANTMSUPOBAHA JJIA IIOMCKA HI1a6I0HOB, KOTO-
pBIe MOTYT OBITH COITOCTAaBJIEHEI ¢ I1abIoHaMM BeG-caitToB. UToGE!
y3HaTh 6oislire, cM. «1.3.3. Passive Application-Layer Traffic
Patterns»*’. Tor mnaHupyer cMATYUTE 3Ty npobremy B Oyaymiem>®.

YT06BI 3aTPYAHUTH 3Ty «KOPPENALMOHHYIO aTaKy» T, OTKIIOUNTE
JavaScript, ncmonrsysa B 6paysepe Tor HacTpoiiky «BesomacHee».

Kpowme toro, komanna Tor peKoMeHAYeT BHIITOMHATh HECKOJIBKO 334U
OTHOBpeMeHHO” ¢ MOMOIIBI0 KnueHTa Tor.

BknioueHHoe nporpammHoe obecneueHune

Tails mocrapiageTca co MHOTUMN MPIIOKEHNAMN* [0 YMOIUaHMUIO.
HokyMeHTanma qaeT 0630p MHTepHeT-IPIIIOKeHUIT! !, PILIOKeHNIT

*anarsec.guide/ru/posts/tails-best/#snizhenie-riskov-pri-ispol-zovanii-
nenadezhnykh-komp-iuterov
**pad.riseup.net/
*spec.torproject.org/proposals/344-protocol-info-leaks.html
**gitlab.torproject.org/tpo/team/-/wikis/Sponsor-112
*blog.torproject.org/new-low-cost-traffic-analysis-attacks-mitigations/
*tails.net/doc/about/features/index.ru.html
“'tails.net/doc/anonymous_internet/index.ru.html
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Puc. 1. See anarsec.guide for the animation.

IT0 03HAUAaeT, UTo JI00kIe MOCPEeTHUKI MeXAY BaMU U BXOJHEIM pe-
Jle 3HAIOT, UTO BRI UCIIONB3yeTe Tor, HO OHM He 3HAIOT, Ha KaKO caliT
BHI ITepexoquTe. JI106b1e Imocpe THUKY ITOCTE BEIXOJHOTO pejie 3HAIOT,
UTO KTO-TO B MUpe NepexoqUT Ha 3TOT caliT, HO OHU He 3HalOT, KTO
a10. Be6G-ceprep caiiTa BMAUT, UTO BEI 3axonure ¢ [P-agpeca BrIxoqHO-
To pelre.

Tor umeer HeckosbKO orpaHuueHuit. Hanmpumep, ecau KTo-To ¢ Tex-
HUUEeCKUMU U IPUANUECKUMY CPeICTBAMHU CUUTAET, UTO BBI MOMKIIIO-
yaeTech ¢ OIpefeneHHOTo coenuuenna Wi-Fi, uTo6bI moceTuts ompe-
MeJXeHHBIN CaiiT, OH MOKeT IOIILITAThCA COIIOCTABUTE Ballle cOeqUie-
e Wi-Fi c akTuBHOCTEIO Ha cajiTe («aTaka Koppenauuu»). OgHako,
HACKOJBKO HAM M3BECTHO, 3TOT TUII ATaKU caM II0 cebe HUKOToa He
MCIIONB30BAJCA A 0OBMHEHMA KOTo-1160 B cyde. [na koupumeHm-
aJIBHBIX AelICTBUIT UCIOIb3YiiTe MHTepHeT-coeAMHeHd, KOTOphIe He
NPUEBA3AHBI K Balllelf JMIHOCTH, UTOOBI 3aILIUTUTE cebd B caydae c6os
Tor.
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Yro rakoe HTTPS?

[IpakTuueckn Bce BeG-caitTel ceronua ucnonssyor HTTPST — S o3Ha-
yaeT «Oe3omacHuI» (HarpuMmep, https://www.anarsec.guide). Ecan
BRI IIOIBITAETECH ITIOCETUTH BeO-caiiT 6e3 https:// Tor Browser, Bh1
MOJIyUnTe NpeAynpexaeHNe Iepex IpoaoakeHreM. Ecau Bel BUgNUTe
http:// Bmecto https:// nepen agpecom BeO-cailTa, 3TO 03HAUaeT,
UTO BCce MOCPEeHUKM II0CIe BRIXOJHOTO pese ceTu Tor 3HAI0T, ueM BBI
o6MeHUBaeTech ¢ BeO-caiiToM (BKIIOUAd BAIll yUeTHEIE JaHHEIE).
HTTPS osuauaer, uTo 1{u¢poBasd 3ammck TOTo, UTO BEI JeaeTe Ha II0-
celllaeMOM BaMMU caliTe, 3alllUIlfeHa KIIOUOM b poBaHNs, IPUHAN-
Jexxanmm cairty. [locpemHUKY HocTe BEIXOQHOTO pene OYAYyT 3HATE,
YTO BHI [TOCeIIaeTe riseup.net, HampuMep, HO Y HUX He OygeT HocTyIa
K BalIMM 3JeKTPOHHEIM IIMICBMaM U IMapOxdIM, ¥ OHU He OyAyT 3HATH,
IIpoBepseTe JU BhI CBOU JeKTPOHHBIE IIMCBMA WM UUTaeTe Cayuaii-
HYIO CTpaHMIY Ha caliTe. MaJleHbKII 3aMOK ITOSABIIeTCA cIeBa OT af-
peca caiiTa, kKorfa BeI ucnonanszyere HTTPS.

Ecnu Ha 3aMKe ecTh KelIToe IIpeAyIIpekaeHe, 3TO 03HauaeT, UTo
HeKOTOpEIe 3JIeMeHTHI Ha IIpocMaTpyBaeMoll BaMHU CTpaHMIle He 3a-
mmgpoBansl (oHM KcnoabdyloT HTTP), uto MokeT pacKphITE TOUHYIO
CTpaHUIY MJIN II03BOJINUThL OCPpeOHNKAM YacTIYHO M3MEeHUTh CTpa-
auiy. ITo ymomuanuio 6paysep Tor ucronssyer peskum HTTPS-Only,
uToOBI 3aIIPeTUTD IOJb30BaTeNIM NoceliaTs caritel HTTP.
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MOJKeT IIOTPe6oBaThCA BpeMeHHO BKJIIOUNTE IIOCTOTHHOE XPAHILIN-
1Ife, YTOOBI 3aTPYKaTh MIJIU BRITPY>KATh OOJNbIIINe (ailiIbl uepes I10-
cTogHHYIO nanky Tor Browser, koTopas ucnoaesyet USB BmecTo ome-
PaTUBHOM MaMATH.

Aenurecy ¢asinammu ¢ Onionshare

OnionShare

Share Files

Stop sharing

Anyone with this ( hare add n download your files using the Tor Browser:

MoXHO OTIIpaBUTE JOKYMEHT Uepe3 CCBUIKY .onion 6xarogaps
OnionShare** (IIpuiaoxxeruss — VaTepHeT — OnionShare). [To
ymoiruaamio OnionShare ocTaHaBIMBaeT CKPHITBIN CepBIC IIOCIE TO-
IO, Kak (haiiiTel OBLIN 3aTPYKeHBI OAMH pas. Eciiyu BBI XOTHUTe IIpefiIo-
KUTH (aiiIbl I MHOTOKPATHOII 3arpy3Ky, BaM HYKHO IIepeliT! B
HACTPONIKM M CHATE (PrakoK «OCTaHOBMUTE OOILMII JOCTYII ITOCTIe Iep-

**tails.net/doc/anonymous_internet/onionshare/index.ru.html
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© Recent

* Starred Desktop Documents Downloads folder

© Home

@ Desktop Pictures Public Templates Tor Videos

Browser
[ Documents

Downloads
Music
Pictures
Videos

{5 Trash
@ Tor Browser

+ Other Locations

Beirpyska

AHAJIOTUYHO, eCJIM BBI XOTUTE UTO-TO 3aTPY3UTH ¢ IOMOINBI0 Tor
Browser (HanpumMep, BKIIOUNTS (aiil B cooOIieHNe B 6JI0Te), BAM
CHauaja Hy>KHO OyJeT ITlepeMeCTUTh VIV CKOIIMPOBATh (pailyl B MAIKy
Tor Browser. 3aTem oH 6yaer qOCTyIIeH, KOTa B BbiGepeTe daiin
Iy 3arpys3ku B Tor Browser.

RAM

WmeiiTe B BUAy, UTO eCcIU BhI 3aTpyKaeTe MIU MHEIM 00pasoM pabo-
TaeTe ¢ OueHb GombIIMMHU (aiimaMy, Ballla OIlepaTUBHAI ITaMIATh
(RAM) MoskeT 3aIOTHUTECA. DTO IIPOMCXOANUT IIOTOMY, UTO BeCh Ce-
amc Tails BEImOTHAETCA B ONEPATMBHON MaMATH (€CIM BBI He HACTPO-
WIN TIOCTOSHHOe XpaHWInIe, KoTopoe ucnoiabsyer USB). Ecnu orme-
paTMBHAI NaMATh 3aI0MHUTCA, Tails saMequTca My BRIIAET U3
cTposi. BbI MOKeTe CMATUNTE 3TO, 3aKPHIB HEHYKHBIE IIPVIIOXKEHNI U
yIantuB OpyTUe 3aTpyKeHHbIe BamMu (aiinel. B xynuiem ciayuae Bam
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HTTPS-Only Mode Alert

&' Secure Connection Not Available

You've enabled HTTPS-Only Mode for enhanced security, and a HTTPS version of neverssl.com is not available.

Learn More

What could be causing this?

« Most likely, the website simply does not support HTTPS.

« It's also possible that an attacker is involved. If you decide to visit the website, you should not enter any
sensitive information like passwords, emails, or credit card details

If you continue, HTTPS-Only Mode will be turned off temporarily for this site.

ContinuetoHITP e

HTTPS Heobxomum Kax g OTpaHMUeHN I Balllero BeG-0TIeuaTKa,
TaK U A4 IpeJOoTBpallleH!d N3MeHeHUd ITOCpeTHNKOM JAaHHBIX, KO-
TOPHIMMU BEI 00MeHMBaeTech ¢ BeO-caiitamn. Ecam nmocpenunxk mHe mo-
’KeT pacuimdpoBaTh JaHHEBIE, OH He MOKeT X M3MeHUTs. /11 0630pa
coequuenuit HTTP / HTTPS ¢ Tor u 6e3 Hero, a TAKXe TOTO, Kakad
MHPOpMAaIVA BUTHA Pa3MUUHBIM TPEeTEUM JINIAM, CM. MHTePaKTUB-
Hylo rpapuky EFF*.

Kopoue rosops, He mocemniaiiTe caiiThl, KOTOphIe HE MCIIOIb3YIOT
HTTPS.

Onion Services: uro rakoe .onion?

Br1 korga-HUOY AL BUAENN CTPAHHEIN afgpec BebG-caiita ¢ 56 caydait-
HBIMU CUMBOJIAMMU, 3aKaHUMBAIOIINIICA HA .onion? 9TO Ha3kIBaeTcd
onion-cepBuc, M eNUHCTBEHHBI CII0c00 MOCeTUTh Bed-CcaiT, MCIOIb-
3yd TaKolf afgpec, — MCIoab30BaTh Tor Browser. «Deepweb» n
«darkweb» — 3T0 TepMUHEI, KOTOpEIe OBLIN IONMYAIPUSUPOBAHEI B
CMMU nna onmcaHMUS 3TUX ONion-cepBICOB.

Steff.org/pages/tor-and-https
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@ .onion available

JIz0607t MoxKeT co3marth caiit .onion. Ho 3auem nm ato? Hy, mecTomo-
JIOKEeHMe cepBepa aHOHUMHO, II03TOMY BJIACTH He MOTYT y3HATh, THe
pasMellfeH caiiT, YToOBI 3aKPHITH ero. Korma BhI OTIIpaBideTe JaHHEIE
Ha caiT .onion, BEI BXOANUTE B TpU peTpaHciaTopa Tor aToro caiira
nocre craggaptHoii 1enu Tor. Takum o6pasom, Mexxay HaMU U caii-
TOM €CTh 6 peTpaHCIATOpoB Tor; MBI 3HaeM IlepBEIe 3 peTpaHCIATOPA,
CajiT 3HaeT ITOCHeHMe 3, M KXKIBIN y3erx Tor 3HaeT TOJIBKO peTpaHC-
aATop 1o U nocie. B otiuune ot o6erunoro Be6-caiita HTTPS, Bce
310 3aummgposano Tor or Hauanxa 0 KOHIIA.

9To 03HAUaeT, UTO U KIMeHT (Balll HOYTOYK), U cepBep (e HAXOMUT-

cd caliT) ocTalTCAd aHOHMMHBIMU, TOTAA KaK ¢ OOBIUHBIM CalITOM aHO-
HUMHBIM IBJIFeTcd TOJIBKO KimeHT. [ToMumo Toro, uto oH 6oiee aHO-
HUMeH JJI cepBepa, OH Takske OoJee aHOHMMeEH JUIA KIMEeHTa: BbI HU-
KOTJa He ITOKMJaeTe ceTh 101, I03TOMY IepeXBaTUTh BAC IIOCJIEe BBIXO-
7a U3 peJle HEBO3MOKHO.

Anpec cajiTa .onion AIMHHEBIN, TaK KaK OH BKIIOUaeT cepTUduUKaT
caiita. HTTPS me HyXeH; 6e30I1aCHOCTE 3aBUCUT OT SHAHUA agpeca
caiiTa .onion.

HexoTopsle caiiTel npeamaraioT kak knaccuueckuit URL, Tak u ag-
pec .onion. B aToM ciryuae, eciu caifT 6bUT HACTPOEH Ha 3TO, PAAOM C
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€CTb OCHOBAaHMA JOBEPATh UM, BEI MOXeTe IIpocMaTPUBaTh UX C Me-

Hee CTPOTMMM HacTpOJKaMM OIg KakAoro caiita. [IomHuTe, uto Ha-
crpoiikn «Crarmapt» u «BesonacHee» II03BOJAIOT pabOTaTh CKPMII-
TaM, YTO MOXKeT HapyIIUTh Ballly aHOHMMHOCTB>® B XyJIIeM ciIydae.

3arpyska/Bbirpyska m nanka Tor Browser

Tor Browser ua Tails xpauurcs B «mmecounnie» ', uTo6s1 npegoTpa-
TUTH €T0 OT CIEXKM 32 BceMU BalIuMu (ajiiaMiu, ecIu BpeJOHOCHBI
CaiiT CKOMIIPOMETMPOBAT €r0. ITO 03HAUAET, UTO CYII[ECTBYIOT OCO-
OBle cOOOpaykeHM IIPU 3aTPy3Ke WM CKauMBaHUM (aliIoB ¢ ITOMO-
1rsio Tor Browser.

3arpyska

Korpa BBI uT0-TO 3arpyskaeTe ¢ momoIubio Tor Browser, oHO coxpaHs-
erca B ranke Tor Browser (/home/amnesia/Tor Browser/), koTopas
HaXOAMTCA BHYTPM IeCOUHNIEL. EciIM BBI XOTHUTE UTO-TO CAEIATh C
daitioM, BaM cilefyeT IepeMecTUTh ero us nanku Tor Browser. g
aToro /home/amnesia/Tor Browser/ BbI MOXKeTe MCIIONBb30BATh (pai-
soBeIit MeHemkep (Applications — Accessories — Files).

*arstechnica.com/information-technology/2013/08/attackers-wield-firefox-
exploit-to-uncloak-anonymous-tor-users/
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Hactposiku 6esonacHoct 6paysepa Tor

@ Seangs x | +
« C @ Tor Browser  about prefesencessprvacy o ® ¥
83 General
Q) ome Security
Secur
Q search Airky Eivel
Disable certain web features that can be used to attack your securdy and anonymity.
¢ Standard
All browser and website features are enabled
@ connection
Safer
Disables website features that are often dang o lose functionality
O safest
Only allows website features required for static sites and basic services. These changes affect
images, media. and scripts.
« JavaScriptis disabled by default on all sites.
&) Extensions & Themes « Some fonts, icons, math symbols, and images are disabled.
— * Audio and video (HTMLS media), and WebGL are cick-to-play.

Kax u m1060e mporpammHuoe obecrieuerne, Tor Browser nmeer ya3pu-
MOCTH, KOTOpEIe MOTYT OBITH UCIIONB30BAaHBI — PasIMUHEIe ITOINIIEN-
CKIe aTeHTCTBa UMeI0T 3KCILIOoNThI Tor Browser g cepbe3HBIX CIy-
yaeB. UToOBI CMATUNUTE 3TO, BAYKHO IOAAePKNBaTh Tails B akTyains-
HOM COCTOSHUM, ¥ BaM CJIeAyeT IOBBICUTH ITapaMeTpHl 0e30IacHOCTH
Tor Browser: 11eTKHITe 3HAUOK IIUTA, a 3aTeM IeakHuTe HacTpoii-
KiL... [Io ymomuanuio o ycraHoeimeH Ha CTaHIapTHEIIL, UTO obecIie-
YKBaeT BO3MOXXHOCTH IIPOCMOTPA, COITOCTaBUMBIe ¢ OOBIUHEIM Gpay-
3epoM. MBI HacTOATEIHLHO PEeKOMEH/IyeM BaM YCTAaHOBIUTD €Tro Ha
caMblIe CTPOTMe HAacTPOIKHU, IIpeXk/ae ueM BbI HAaUHeTe IIPo-
cmotp: Cambrii 6esonmacusbmi. [logasnaioniee 60IBIIMHCTBO 3KC-
rroyitoB poTus Tor Browser He 6yayT paborats ¢ HacTpoiikoit Ca-
MBI 6e30I1aCHBIIL.

MagxeT HEKOTOPBIX CTPAHUI] MOKeT OBITH U3MeHeH, a HEKOTOPhIE TH-
ITBI KOHTEHTa MOTYT OBIThH OTKIIOUeHEI (u306paskenusa SVG, Bumeo ¢
KIMKOM U T. A.). Harpumep, y anarsec.guide ecTs ABe Bely, KOTOpBIe
OyayT cIOMaHEI B 6e30IIaCHOM peK1Me, ITOCKOIBKY OHY I10JIaTaloTCsa
Ha Javascript: TeMHBINT peXX1M U orJIaBjeHue cTaTeyl. HekoToprle caii-
THI BoOOI1te He 6ynyT paboTaTh ¢ 3STUMM OTPAHMUEHNIMMN; eCTIU Y BaC
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URL moskHO HOGBUTHCA YKaszaHue «.onion available». Ecnu mert, nHo-
raa caitr OymeT yKashsIBaTh afpec .onion rae-To Ha CBOE CTpaHMILe.
Yro0bI y3HATH afpeca CaliToB, KOTOPhIe JOCTYIIHBI TOJIBKO KaK .onion,
BaM HY’KHO Oymer mubo HalTU uX 110 capadaHHOMY Paguo, Imudo ue-
pe3 Be6-cailThl, Ha KOTOPBIX ITepeucIeHbl APYTUe CaiiThI .onion, Ha-

npuMep, ara crpanuna GitHub*.
Carirbl, kotopsie 6nokupyior Tor

HexoTtopeie cafiTbl 6I0KMPYIOT IOJIB30BaTeNell, KOTOphIe 3aXOAAT Ue-
pes3 ceTsb Tor, 1M MHBEIM 06pa30M [IeIaloT MOCeIieHe caliTa Heymoo0-

HbBIM. HexoTophle caiiTel MOTYT 3acTaBUTh Bac 3anoaHuTe CAPTCHA
VIV IIPeJOCTaBUTh JOIOIHUTEIbHYI0 JIuHyo nHpopmanmio (ID, Ho-
Mep TesreoHa...) lepe MPONOKEHNEM, YUIVL OHYM MOTYT BOOOILe 3a-

6mokuporath Tor.

& TorF @ New T +
Now tab CubT

TO' About Support Community Blog Donate English (en RCEEEEEN crien

New derety CirieShifteU

New Tor circut for this ste CuteshittoL

Bookmarks

Mstory

Downloads CurleShitey

Passwords

Browse Privately.

Add-0ns and themes CuleShiteA

Pree culp

Explore Freely. [

Defend yourself against tracking and surveillance. Circumvent cel

Download Tor Browser ¥ Qut g

Caitr MokeT 6IOKMPOBATE TONBKO OIpefeleHHEIe PeTPAHCIATOPEI
Tor. B aToM cayuae BBI MOXKeTe M3MEHUTh y3eJ BbIxoJa Tor, Mcmois-
3YeMBIil [JIA 3TOTO0 caiiTa: HaxxmMuTte KHONKYy X — «HoBbIii KOHTYp
Tor pis aToro caiita». Kouryp Tor (yTh) M3MeHUTCI AL TEKYIIEN
BKJIAKM, BKJIIOUAd APYyTHe OTKPBITHIe BKJIAJKM WIM OKHA C TOTO XKe

*2github.com/alecmuffett/real-world-onion-sites
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carita. Bam moxer HOTpe6OBaTbCﬂ CAeJIaTh 3TO HECKOJIBKO pa3 IO~
pan, €CJINM BaM HE ITOBE3JIO M BbI CTOJMKHYJIVICh C HECKOJIBKIIMIL 3abio-
KMPOBAaHHBIMU PETPAHCIATOPAMMI.

ITockoabKy Bce peTpaHCAITOPEI Tor ABAI0TCA TYOINYHBIMY, BO3-
MOXKHO, UTO cailT OJI0KMpYyeT Bcio ceTh Tor. B aToM cayuae BBl MoxeTe
MONpOGOBATH UCIIOIB30BAThH IIPOKCU A JOCTYIIA K CaliTy, HAIIpuMep
https://hide.me/en/proxy (HO TOTBKO eClIU BaM He HYKHO BBOTUTEH
JNYHYI0 MHPOpMaLNIo, HalpUMep yueTHBIe JaHHEBIe AMd BXona). Br
Takxke MoKeTe IPOBePUTh, COXpaHeHa JU CTPAHUIIA, K KOTOPOII Bl
XOTHUTe HOXYyUnTh Joctyn, Ha Wayback Machine: web.archive.org.

Yerko pasaensyite aHOHMMHbIE NTMYHOCTH

He pexoMeHAyeTcA BRIIOIHATEL pa3iINUHEBIe MHTEpHET-3aaul, KOTO-
pBIe He JOJDKHBI OBITh CBA3AHBI APYT C APYTOM BO BpeMd OJHOTO ce-
amca Tails. Bel qoJDKHEI TIATETBHO pasHeaTh pasiInduHble (KOH-
TeKCTHEIe) mmuHocTy! Hampumep, onacHO IpoBepATE CBOO JIMUHYIO
3JIEKTPOHHYIO IIOUTY ¥ IMyOJINKOBATh AaHOHMMHBIN TEKCT BO BpeMs
OJHOTO ceaHca. [[pyrMMu cIoBaMM, BBI He JOJDKHBI OBITh MAeHTI (M-
HypyeMbl JI aHOHMMHEI B ceTH Tor omHOBpeMeHHO. BeI Taxke He
IOJIKHBI MICIIONB30BaTh CeTh Tor Iop IceBAOHMMOM A U IICeBIOHMU-
MoM B B oHOM ceaHce, Tak KaK 3TU IICEBJOHMMBI MOTYT OBITH CBA3a-
HBI Uepe3 KOHTPOJINPYeMbIIl MINM CKOMIIPOMETVPOBAHHEIN BBIXOTHOI
petpanciarop Tor. Beikmouaiite u nepesanyckaiite Tails mexny wH-
TepHeT-aKTUBHOCTAMM I101 Pa3sHBIMU JIMIHOCTAMMA!

dynxnua «Hosag ngentudnkaiua» 6paysepa Tor HeqocTaTouHa Ans
MOJHOTO pasaeleHNd KOHTeKCTHRIX naeHTnduKaimii B Tails, mo-
CKOJIBKY OHA He BOCCTAHABJIMBaeT COeMHEeHN 3a IIpeferaMu Opayse-
pa Tor, u BEI coxpaHgeTe TOT ke y3ea Bxoaa Tor. Ilepesanyck Tails —
Jyuniee penieHue.
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Onion Circuits = o X

tor7kryptonit

Fingerprint: 583FF9BB97BCED65D2642AD7FAA2!
Published:  2017-03-17 03:39:20

IP: 78.156.117.236 (Denmark)
Bandwidth: 38.67 Mb/s

tor7kryptonit, SkyNetTorRelay, orion
« tor7kryptonit, kirill, DFRI6
tails.boum.org:443
tails.boum.org:443
w tor7kryptonit, Casper03, blackfish

ocsp.int-x3.letsencrypt.org:80 StolenNodeNick

Fingerprint: 434CFA3E59878081AD5F6B8F48A87
v tor7kryptonit, visibilityspots, AquaRayTerminus Published:  2017-03-16 16:02:59

check.torproject.org:443

ITpunoxenne Onion Circuits mokaseIBaeT, Kakoit kaHa1 Tor MCIIOIb-
3yeT coemMHeHMNe ¢ cepBepoM (BeO-caiitom uam uHbIM). HOTRA OBI-
BaeT IOJIe3HO yOeANThCA, UTO BEIXOMHOI peTpaHCIATOp He HaXOIUT-
cd B OIIpefieJIeHHOM CTpaHe, YTOOBI OBITH JaJbIlle OT CAMOTO IIPOCTOTO
JOCTyIa JJIA CJeACTBeHHBIX OPTaHOB. B IpuBeeHHOM BEHIIIe IIpUMe-
pe coequnenne c check.torproject.org mpoxonur uepes peTpaHCIATO-
pHI tor7kryptonit, Casper03 u Berxonnoit yzex blackfish. IIpu xHaska-
TUM Ha KaHAJT Ha IIPaBoJl ITaHeIN 0ToOpasATcd TeXHIUecKye CBefie-
HUA 0 ero perpaHcaaropax. Pyukuus «Hoesrit maenTugurarop» Opa-
y3epa Tor nmosyre3Ha mui MsMeHeHUS 3TOTO BBIXOTHOTO peTpaHCIATopa
Oes mepesarycka ceaHca Tails, KOTOPEIT MOJKHO IIOBTOPATH JO TeX
Top, MOKa Y Bac He OyaeT BEIXOJHOTO PeTPaHCIATOPa, KOTOPHII Bac
ycTpout. MBI He pekoMeHAyeM MCIIOIb30BaTh « HoBwIlT mpeHTNMKA-
TOp» JJIA NepeKIIoUeHNT MeXXy MAeHTU(UKATOpaMI, HO TOJIBKO ec-
JIV BBI XOTHUTe M3MEHUTD BBIXOTHON y3eJ B paMKaX AeICTBIIL OMHOTO
U TOTO JKe MAeHTHpUKaTopa.
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