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(*) He mosBonsiiTe OCYILECTBIATh OOBICK B momerneHnn (Ha-
npumep, B IpyToii KOMHaTe) Ge3 Balllero MpucyTcTBus. BHuma-
TEJIBHO CJIE[IUTE 32 [EeCTBUAMIU MEHTOB U TIOHATHIX, OHU MOTYT
YTO-TO MOAKMHYTb.

B mepByio ouepenb Bac IOCTPAOTCS JIMIIUTH CPENCTB CBSSIL
Heo6xonumo ycrerh 3a610KUpOBaTh TeIeOH OO TOro, Kak OH
[ormajer B pyKu MEHTOB.

Ha Bce omacHble, IIPOBOKaIMOHHBIE BOIPOCBI—S51 craThs u
OTKa3 FOBOPUTH Oe3 3aI[UTHUKA.

(*) CriokoitHO IIPOBeANTE «IKCKYPCUIO» IT0 KBAPTUPE, CIIENTE 32
IeVICTBUSIMY MEHTOB, [I0Ka3bIBaITe COIEPKMMOe 1IKa(OB, TyM-
6ouex, SIUKOB U T.I. ITO MOXKET II0MOUb 130eXKaTh arpeccun
B Bally cTopoHy. He mpemsrcTByiiTe IpoBefeHNIO OOBICKa—
Mycopa y»Ke y Bac B KBapTupe.IIpu conpoTnBiieHnM K BaM MOTYT
NPUMEHNTD CUJTY JJIM YCTPOUTH HOJHBI IIOTPOM B KBapTUPE C
OTKpBIBaHMEM Kadessi B BAHHOIA.

(*) Bce, uTO M3BIMAOT, JOJKHO OBITH OIMICAHO B COOTBETCTBYIO-
1eM JoKyMeHTe. UTO M3BITO U He OIMCAHO—YKpaJeHo ¥ He
BepHeTCsS K BaM HUKOTrAa. BHUMaTebHO IIPOBEPSIATE ITOT CIIN-
COK, BHOCHTE CBOM IIPaBKIU, CTaBbTe MOIIINCH, KOT/IA YBEPEHBI,
YTO BCE YETKO.

(*) Cxopee Bcero, Bac 3amepxar. COIPOTUBIATHCI HET CMBICIA,
TONIbKO 3apaboTaere ¢1.19.3. (HeNMOBMHOBEHME COTPYIHUKY I10-
muun). CIOKOMHO UAUTE B MAIUUHY, B y4acTKe TpeOyiire
3BOHOK, JOHecuTe MHGOPMAIMIO O 3ajepKaHuM 10 IIpaBo3a-
LIATHNMKOB MJI T€X, KTO MOKET C HUMM CBSI3aThCH.

M nomHUTE caMoe riiaBHOE O TIOPpbME:

* He 6oirecs ee.

* He nomagaiite B Hee.
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KOTOpBIe Jlake He IMEIOT IIpolieccyalbHOoro cTaTyca. OT ocMOT-
pa MOXXHO OTKa3aTbCd, HO Mycopa He CKaXyT BaM 3TOTO CaMI I
BpAJ JIM IIPOU3HECYT CJIOBO «OCMOTP», IIO3TOMY UMTANTE TOKY-
MEHTEI.

[Ipy ocMOTpax He JKECTAT, HO MOTYT IICUXOJIOTMUYECKY [aBUTh,
uTOOBI BBI, HAIIPUMED, Pa3bIOKMPOBAIIN YCTPOIICTBA.

Ecnn aT0 06BICK U IIpOCAT pasbIOKMPOBATh YCTPOVICTBO, 3AIITI
B MeCCEHJUKepHI U IIpoyee—oTKasbIBairecs (51 crarss, Huuero
He [lesiaTh 0e3 3alLUTHIKA, 3a0bLIN [TAPOIN—YTO YTOLHO).

He oTkprIBaiiTe ABEpH, eciu HUKOrO He skpaere. Ecam >xmere—
CIIpalllyBajiiTe II0 MMEHN 1 CMOTPUTE B INIa30K. [JoroBopurech
006 9TOM C OCTATBHBIMMU JIIOABM, IIPOKUBAOIIIMI B KBAPTUPE.

Ecnm 3a nBepblo0 MEHTBI, CPa3y OIIOBECTUTE JOBEPEHHBIX JIIOIEN!
(ToBapmILell, IPABO3AILNMTHIKOB/aqBOKATOB, CEMBIO, APYTUX
JIofiel, MPOKMBAIOIIMX B 3TOM KBapTMpe M T.II.—CIMCOK MH-
AVMBUAYAJIbHBI). 3a0I0KMpYIiTe ¥ BBIKIIOUUTE BCE YCTPOIICBA,
KOTOpBIe MOTYT BaC CKOMIIDOMEHTNPOBATb.

Ecnu BBI HMKAaK paHee He BBIJAJM CBO€ IIPUCYTCTBIUE OOMA, TO
BequTe ceOst Tux0. Bo3MokHO, OHU YitaAyT caMu.

Ecnu nmepesxpaTh HEBO3MOKHO, TO OO TOTO, KAK OTKPHITH ABEpPh,
MIOTIPOCUTE COAPYAHMKA(OB) IPENCTABUTHCS U MPETBIBUTH 10~
KyMEeHTHI uepe3 IJ1a3ok. Bce manuble ¢ukcupyiite (3anmmumre
U Cpasy OTIIpaBbTe NOBEPEHHBIM JIOAAM, MO0 MOXKHO OBITH
TIOCTOSSHHO Ha 3BOHKE C KeM-TO U3 HUX, IIPOTOBOPUTE BCIYX,
YTOGBI yCIIBIIIANN U 3aIICAIIN).

[ mo0bIX JanbHENIINX HEeCTBUII BHYTPM Balllero goMa
Yy MEHTOB [OJDKHBI OBITH COOTBETCTBYIOIIME TOKYMEHTHI. ITO
MO’KeT OBITH ocMOTp My 00bIcK. OcMOTp—roOpOBOIBHOE Me-
poIpuATye, OT HEr0 MOXHO U HY»KHO OTKa3bIBaThCA.

(*) B mro6om ciryuae, TpeGyiiTe 1 UNTAIITE JOKYMEHTBI, KOTOPbIE
BaM IpeqbaBiasiorT. [lo BosamokHOCTHU doTorpadupyiire.

Eciam ato 0OBICK, TO MOJDKHBI IIPUCYTCTBOBATH IOHATHIE VLUIU
BUeOoCheMKa. BTopoe jyullle, IOTOMY UTO IOHATBIE 3aUaCTYIO
HOOMEHTOBAHBI.

[TyGnukarms MCUYepIIbIBAIOIell MHCTPYKIMU 10 Ge30IacHOCTH, K
CO’KaJIEHNIO, HEBO3MOJKHA. TeM He MeHee, MbI COBMECTHO ¢ [IBInKe-
HueM VpKyTCKMX AHApXMCT_OK' MOATOTOBIIIN HEKOTOPHIE TpaBMIa
110 MHPOPMAIMOHHOI 1 GU3NUECKOIT 6€30ITaCHOCTH IS JIIOENT, 3a-
HIMAaOIIUXCI KaKUM-JI100 aKTUBU3MOM B Hallle HEIIPOCTOe BpeMsl.

«Ceityac >xe He 37-1 TOI—YTO XOUYelllb, TO U TOBOPMU, TeM Gojiee B
MHTEpHeTe, 'YEPHBIIT BOPOHOK' 3a TOOOI 3aBTpa He Ipueper. Yero
MPATATBCI-TOP», CKasal Kak-to IlytuH 06 aHOHMMHOCTI B VHTEp-
Hete. Kak Bumm, IpnesskaeT ¢ 3aBUHON PEryJIIpHOCTHIO.

[loaroToBKa K penpeccuam

YT0681 HpOﬂTI/I Uepe3 BCE NCIIBITAHUS JIOCTOIZHO, HaM HYXHO K HUM
TOTOBUTBLCA.

HcnpITEIBaTh CTpax Iepel OOBICKOM, ITOJNIMILEICKMM HaCWINeM,
TIOPBMOJ—3T0 HOPMAJIBHO. ITOT CTPaX HY’KHO IIPUHATD, €TI0 MOKHO
obcyxpmatp u paborats ¢ HuM. Ho meiicTBoBaTH BCE Ke HYXKHO,
JICXOJISI U3 CBOMX YOeXIeHUII U 3aau.

CrokoitHO 06myMaiiTe CBOYM BapMAaHTEHI, CBOIO cTparermio. Obcynmnre,
K KaK/M IIOCJIEICTBYUAM BBI TOTOBBL 3aaiiTeCh BOIIPOCOM: UTO BaM
HY’KHO, UTOOBI OBITH TOTOBBIMM?

JKenaTenbHO 9TO HejIaTh B KOJUIEKTMBE, €CIIN OH €CTh, VIV C OJIyoKani-
VMU OPY3bIMU U IOAPYTaMU.

[IpomomskaiiTe TO, UTO BBI [ejlaeTe, M MINUTE HEOOXOOUMYIO IIOX-
OepKKy miIsg atoro. Ecim Hy)XKHO—CMeHUTe II0JIe AesATeIbHOCTI.
MO>KHO CMEHUTDH MECTO U PETVMIOH >KUTEIbCTBA.

K 3amepskanusam, obpickam u 3akitioueHno B CU30 takke HYXHO
TOTOBUTHCI. BOT HEKOTOpBIE IIIary, KOTOPbIe MOKHO IIPEeIIPUHATH
3apaHee:

* IlonroToBbTE CBOE MECTO MPOKMBAHMA—HE AEpPKIUTe JOMa HUI-
Yero, UTo MOMKET XOTh KaK-TO MCIIOJIb30BaThCI IIPOTUB Bac,
BILIOTH JO CAMBIX MeJIoueli. ATUTallMOHHbIE MaTepuaJbl, Belle-

'https://t.me/anhoirk
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CTBa, MIPeIMEThI—BCE, UTO MOKET BBI3BATh BOIIPOCHI, JOJKHO
XpaHUTBCSA B OPYTOM MecCTe, He CBI3aHHBIM C BAMU HAIPAMYIO.

YcraHOBuUTE CBA3B C Meaua, M yOeaMTeCh, UTO eCIM Ha BaC XOTh
Kak-To OyAyT BO3HelICTBOBATh CIMJIOBUKI, 3TO OyIeT IlepemaHo
orsacke. ITocrapaiiTech, YTOObI aHAPXMCTCKOMY IBIDKCHUIO I
TakMM Ipymnmnam, kak Arapxuctckuit Yépusnrir Kpect, 3ona Co-
JIMIApHOCTM ¥ OPYIUM, Oblia MaKCUMaJIbHA JOCTYIIHA HE00X0-
nuMasi nHpopManus o Bac.

Haiinure ceGe agBokara mim afBOKaTKy, KOTOPBIM BBl MOXKeTe
IOOBEPSTH, 3AKJIIOUNTE C HUMM JOTOBOp Ha sammry. Vnmm, mo
KpallHell Mepe, BBIMANTE Ha CBA3b C IIPABO3AILITHBIMY MHULI-
aTMBaMU, COCTAaBbTe IIPEICTaBIEHNE O TOM, K KOMY BBl MOIJIN
ObI 0OpATUTHCS B CIIyuae HEOOXOAMMOCTI.

O3HaKOMBTECH C IIPABOBBIMIU aCIIeKTaMIU 3aJeprKaHmns, 0ObICKa,
norpoca. 3HajiTe To, Kakye MeICTBUS CUJIOBMKOB SIBJISIIOTCS 3a-
KOHHBIMMU, a KaKle HeT.

[ToaroToBbTE CBOM YCTPOIICTBA. YOEOUTECDH, UTO BAIIIN A€BAICHI
3amm@poBaHbl M XPAHUTE BCE, UTO MOXKET OBITH MHTEPECHO
CUJIOBUMKAM, B 3a111(ppOBAaHHOM BIE B XPAHUJINIIAX, JOCTYII K
KOTOPBIM €CTh TOJIBKO Uepe3 APYTUX TOBAPUIIEN U TOBAPUILEK
—JKeJaTeJIbHO 3a rpaHwuiein. Haigure crmocod yHUUTOXEHUS
nHpopMaUMN B CIydyae SKCTPEHHON CUTYaLI.

OO6roBopuTe pasanuHble CLIEHAPUM HA CIIy4ail apecTa co CBOM-
MM ONM3KMMIU, OIpegesIuTe ILTaHbl AeCTBUII. 3ameliCTByiiTe
JII0el, KOTOphble He M3BECTHBI CIJIOBUKAM VM He IONaAyT IIOX
ymap B ciyuae 3afepKaHus BaC WIN JIOHEN 13 BAIero cooo-
II[eCTBA, I CMOTYT BeCTU HeOOXOAUMYI0 KOMMYHUKALIUIO I
BBIIIOJIHATD ApPYyTME 3aJa4n.

[TonroToBbTe TaK HA3bIBAEMYIO «KAHAPEVIKY»: 3aIIMIIINTE BULEO-
obpaljeHne Ha ciyuail apecra. PacckaxmTe Ha 3TOM BUEO,
YTO BBI OXKUJaeTe, UTO Bac OyAyT IBITaTh U NPUHYKIATh K
3ammcy BUOEO, e BbI OymeTe OTpeKaThCs OT aHAPXUCTCKOTO
JBIVDKEHIIS I OTOBapMBAaTh ce0sl, 3aUMTHIBAs TEKCT, HAIIMCAHHBIN
MeHTaMu. O6BACHNTE, YTO JI0ObIE BAIIN 3aABJICHI, CIeJIaHHbIe
Ha MEHTOBCKOM BUJI€O, SIBJIFIOTCA CHEJIAHHBIMY II0J NaBJIEHM-
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lpoyee

BrIOmpaiiTe OTKpBITBIE aHAJIOTY IIPOrPaMMHOTO OOecIledeHNs, cie-

IuTe UTOOBI OHU IPOXOAMIN ayANUT (HE3aBUCUMYIO IIPOBEPKY 0e3-

OTIACHOCTH).

Odnaitn

OryappIBaThCA 110 CTOPOHAM: HENPUMETHBIE, HO MaJIOIIPMAT-
HBI€ JIIOAV MOTYT IIPOBOXXKaTh Bac JOMOI JJIM B APYTHE MecCTa.
He orkpeiBaiiTe Bepu HUKOMY. Benure qmanor TOJIBKO uepes
IBEPBD, €CJIN UTO, TOBOPUTE, UTO POAUTEJIEN TOMA HET.

51 crarpsa KoHCTUTYHMU—He CBUIETEIBCTBOBATH IIPOTUB CeOs
U CBOUX OJIM3KUX.

ITomuaure 0 Kamepax. OCOOEHHO eIV XOTUTE YCKOJIb3HYTh W3-
Iox uyTKoro B3opa bomabiroro Bpara.

He nonp3yiiTech JOCTaBKOI €bI, CTApaliTeCh He MICIIOJIb30BaTh
CepBUCHI TAKCU WM BBI3BIBATH HE CO CBOETO HOMepa U He Ha
CBOII agpec.

06bick, OcMoTp, MpUIWLAN MEHTDI

(TO, YTO OTMEUECHO 3BE€3Q0UKaMI MOXKET OBITH HEBO3MOKHO ocyl1e-

CTBUTH IIPU TPYOOM IIPOBEREHNN OOBICKOB U 3a/{ep>KaHMIIL.)

C TeMnu, ¢ KeM )KUBeTe BMeCTe, MOKHO JOTOBOPUTHCS 00 YCIOB-
HOII pase, KOTOpask OMIOBECTUT, UTO C BAMY IIPUIILIN MEHTBL.

B 0cobbIx ciiyyasgx OOBICK MOMKET IPOUBONMTH, KOr[Ia Bac HET
I0Ma, HO OOBIUHO €ro0 IIeJIBIO0 SIBIISETCS B T.U. 3a[(epKaHue.
CrapaiiTech IOAAEP/KMBATH XOPOIIIVE OTHOIIEHNUS C COCeNIMI,
TaK OHVM MOTYT, HaIlpUMep, He OTKPBITH IIOJBE3IHYI0 ABEPH
ITOJIMLIVIY, VIV, €CJIMA MX II030BYT B KAUeCTBe ITOHITHIX, ObITh Ha
Balllell CTOPOHE.

OcHoBaHmMe st 06BICKA—YTOJIOBHAS CTaThs (CTAaTyC OOBUHSE-
moro miu csuperens). OCMOTp MOKeT IIPOBOAUTHCA Y JIIOMEN,
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rpama, ICXOIHBIN KoJ cepBepa 3aKkphIT. He cTONUT IT0JI30BaThCA
IIpOUMMMI MeCCeHpKepaMI C IIPUBA3KOil HoMepa TeiedoHa,
€CJIVL HET BO3MOKHOCTH AeJIaTh 3TO ¢ MHOCTPAHHOM CYMKOIL.

* IIpu 3BOHKax uepes JOObIE MECCEHIKEPHI JIyUllle OTKIIYATH
P2P unu 3Bonuts uepes npoxcn (Tor, VPN).

* He nonbsosarbes cepBucamu BK-rpymmn (Hukakumm) mois Ka-
Kux-1ub0 aKTMBUCTCKUX Hell. B kpaiiHeM ciydae menaTh 3TO
AHOHMMHO U uepe3 Tor.

* He IIOAIINCBhIBATBCA CBOVIM MMEHEM U HE€ CTAaBUTb CBOIO q)OTO‘
rpa(bmo HJM B KaKHX COLCETIAX WUIIN MECCEHJIKE€pax, a TaKXKe
JICIIOJIB30BaTh YHVIKAJIbHbBIC HIUKHEIIMBI.

* Xopoune BapuaHThl MecceHKepoB: Element (skenarensHo He
Ha CTAaHIAapTHOM CepBepe, MCIOoNb3yiiTe, Hampumep Disroot),®

Deltachat.

* JIro6oi make caMblil 3aIUINEHHBIT MECCEHIKED He yOepesKeT
BacC OT He HaJle>KHBIX JI1ofell. CBA3bIBalITECh TOIBKO C IIPOBEPEH-
HBIMI KOHTaKTaMI, BEIpaboTaiiTe CBOV Crioco0 Bepmdukanmn
JIIOIEN.

° MCHOHLSyﬁTC Pa3HbI€ aKKayHTbI IJIA PAa3HbIX eJe’.

*IMpumeuarue om No Trace Project: Mp1 pekoMeHfiyeM ucrionb3osath Signal, a
He Telegram. Bee water B Signal mmdpyroTcst CKBOSHBIM LIM(POBAHIEM, B TO Bpe-
Ms Kak B yaTax Telegram OHO He MCITOJIb3yeTCs IO YMOJIYAHMIO, & B IPYIIIIOBBIX
YyaTax He MOXKeT OBbITh MCIIONB30BaHO Boobie. Kpome Toro, Signal mcmosnssyer
CTaHJapTHBIE IIPOTOKOJIBI LMpoBaHys, a Telegram HecTaHHApPTHbIE, KOTOPbIE
B TIPOLIUIOM IIOfIBEPTANICH CEPhE3HOI KPUTHMKE® CO CTOPOHBI MCCIIeToBaTeNnelt
6€e30TMacHOCTH.

*https://words.filippo.io/dispatches/telegram-ecdh

®Mpumeuanue om No Trace Project: Mbl pekoMeHIyeM MUCIIONb30BaTh Signal, a
He Element/Matrix. Ilo cpaBaenmio ¢ Signal, y Element/Matrix mioxas sauura
MeTafiaHHbIX 11 MHOYKECTBO APYyIux npobiem.®

"https://anarc.at/blog/2022-06-17-matrix-notes/#metadata-handling

8https://telegra.ph/why-not-matrix-08-07
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€M, U X HeJIb35 BOCIpMHIMATh Bcephés. Ilepenaiite 9T0 BUgeo
Ha Oe3oIlacHOe XpaHeHMUe, U TOTOBOPUTECh—KOTAA M TOe 3TO
BIe0 OymeT IyOIMKOBATHCS, €CIIM C BAMI UTO-TO IIPOM3OIIET.
Y6enurech, UTO BBl He CMOXKeTe IOBJIMATh Ha ITyOJIMKAI[UIO
«KaHapeVKy» 13-3a JaBJIEHNI U IIBITOK.

To, uem MBI 3aHUMaeMca—3TO 60ppba. E€ HY)XHO BOCIIpMHMMATB
COOTBETCTBEHHO, ¥ TOTOBUTBHCA K BEPOSITHOCTM TOTO, UTO OOpBOY
IpUAETCSA MPONOJIKUTH B HEBOJIE, B HEOIATOIPUATHBIX YCIOBUAX U
TIOJ CHJIBHBIM JAaBJIE€HNEM.

YcTpoiicTBa

Vcnonp3yiiTe yCTpoiicTBa ¢ 6€30TaCHBIMM OIIEPAIOHHBIMYL CUCTE-
MaMIL.

g temedona: sato GrapheneOS mam cBexkuit u OGHOBIEHHBIII
LineageOS (ma MOMeHT HammcaHUss WHCTPYKLMM aKTyalbHBIIL

LineageOS 20).

Ilns xommbiorepa: 1o Tails,”> Ubuntu 22.04 mmu 22.10 co Bcemn
o6HoBieHMAMN. TakKe He CTOUT CTAaBUTH IPUIIOKEHUS He U3 CTaH-
IapTHOTO PEITO3UTOPYIs, €CIIM BbI He YBEPEHBI B IX aBTOPaX.

Baxxno:
* He monp3oBaThcs yCTpOIICTBAMM IIOOBIBABIINMIY B PyKax y I1O-
JIALIATA.
* HIndposars BCE, UTO MOXKHO 3aIIn(PpOBATh.
* Ecnu Henb3a 3amndpoBaTh—HE MOJIB3YIITECH STUM.

* TTonsayitrecs VPN 1o ymomuanuro. B nacrpoitkax VPN 3a6io-
KUPOBATh NPUJIOKEHNS, COEMHEHVISI KOTOPBIX He VYT Yepes

VPN.

[Tpumeuarue om No Trace Project: Tails 3To omepanmonHas cucreMa, paspa6o-
TaHHAas TaK, YTOOBI HE OCTABJIATH CJIEJIOB Ha KOMIIBIOTEPE, TTI€ BBI €€ UCIONb3Y-
ere. TakKe OHa 3aCTaBJIseT BCe BAIllM MHTEPHET-COEAMHEHNUS TIPOXOUTD Uepe3
ceTn Tor.


https://words.filippo.io/dispatches/telegram-ecdh
https://anarc.at/blog/2022-06-17-matrix-notes/#metadata-handling
https://telegra.ph/why-not-matrix-08-07

* Ucnonssyitre TAILS mns Bcero, uro tpeGyer Gosblieit aHOM-
HIUMOCTH, K IIPUMEpPY, UCIIOIb30BaHue MIU(PPOBAHHOI IIOUTHI,
VICTIOJIb30BAHNS KPUIITO-KOIIENBKOB U XpaHeHue PailioB, ecin
y Bac HeT 0e30I1aCHOTO YCTPOJIICTBA ¢ 0E30IIaCHOI OIepaIIOH-
HOJ CUCTEMOIL.

ITomuuTe:
* Ecnu tenedon moGbIBag B pyKax y MEHTOB, TO OH 0OJIbIIE HE
GesormaceH.
* Ecin Her mmndpoBaHms, TO yCTPOIICTBO TOKe He Ge30I1acHo.

* Eciim Ha yCTpOJICTBE CTOMT CTAaHAAPTHAS IPOIIMBKa—ITO He
0e30I1aCHO.

* Be3somacHee 11CIOJIb30BaTh YCTpoﬁCTBa CO CBEXNMMI OOHOBIIE-
HUAMHI.

Maponu

* Ucnonnayitre KeePassXC nna xpanenns napomneit.’
* Crour ux nepuonuuecku (pas B 1-3 mMecsia) MeHATS.

* He mcnonpsyiiTe oOMH M TOT ’Ke IIapOJIb AJII Pa3HBIX CEPBICOB.

bpaysep

° OTKpLIBaIZTe IIpUCIaHHBbIE CCBIIIKN TOJIBKO U€pPE3 TOI‘.

* Tlonbsyitrecs Tor muisa Bcero, CBA3aHHOTO C aKTUBUCTKUMIU Ji€-
JaMMI.

3 [pumeuarue om No Trace Project: BbI MOeTe XpaHUTD GOJTBITYIO UACTh CBOMX
napoieit B KeePassXC, uto6br He 3anmommuars mx. OHU MOryT GBITH OUEHb
IUIMHHBIMY ¥ CIIyUaiHBIMU (HanpuMep, cocToATh U3 40 CIyyaifHbIX CMBOJIOB).
OpnHako BaM IIPUAETCS 3aIlIOMIHATH I1apOJIN, KOTOpPbIe BB BBOJNTE IIPH 3arpy3Ke
3amn(ppOBaHHBIX YCTPOMCTB. [JIs HIX MBI peKOMEHAYEM MCIIONIb30BATh IIAPOJII
Diceware, cocrosiyue He MeHee ueM 13 5 cI0B. Takye IIapoyt MOXHO CreHepy-
posatb ¢ nomoursio KeePassXC (Bbibepure Brianxy «IlaponbHas ¢pasa» mpu
reHeparuy mapoJis).

* He 3axonute Ha caiitbl 6e3 mmdpoBanusd. To ecTs, BeIOMpaiite
caiiTsl HaumHamwmmecs ¢ <https» a He «http».

* Ilo BosMOXHOCTM, ycTaHOBuTe pactumpenns NoScript u
DuckDuckGo pust Toro, uro6s1 610KMpPOBATh TpeKePHI M CKPIUII-
THL

* Paspesnsiite CBOIO [eATENBHOCTD U IIOCEIIEHIE PA3IMUHBIX T0O-
CYIapCTBEHHBIX CATOB (MM CAITOB, OIU3KUX K TOCYJAPCTBY:
C6epbank, [Toura Poccun, Tocyciyrn). MHOTIE U3 STUX CAiiTOB
OyayT IpejsaraTb BaM MICIIOJIb30BATh POCCUIICKIUIL CepTU(IKAT
6e301macHOCTH. ITOT cepTUUKAT IT03BOJIUT IIEPEXBATHIBATE Ba-
IV JaHHbIe Ha APYTUX caiiTax (naske He POCCUIICKIX).

* [l HEKOTOPBIX LieJIell BaM MOKeT IOTpeboBaThCsI 3aX0AUTh Ha
oIpefieéHHbIE TOCYAapPCTBEHHBIE CANITHI (TOT K€ CIIMCOK 3aKO-
HOIIPOEKTOB, K IIPUMepPY) U U1 HUX HY>KeH 3TOT cepTuduKar,
HO €ro yCTaHaBJIVBATh Heslb3d. Eciy Bce jXe Hy)KHO 3aliT! Ha
MOHOOHBIN CailT, TO JIyUIlle CTaBbTe Opaysep CO BCTPOEHHBIM
cepTnUKATOM U HIU B KOEM ClIyuae He UCIIONIb3YIiTe ero HUTHE,
KpoMe Takux caiitoB. [Ipumep GpaysepoB cO BCTPOEHHBIM pOC-
cuitckum cepruduraroMm—Iumekc-6paysep nm XpoMuym rocr.

MecceHxepbl

* He ucnonpsyiite B Tenerpame poccuiickuit HoMmep, TeM Oonee
3aperMCTPUPOBAHHBII Ha BAaC WJIM BallMX OMM3KMUX. PasmoObITh
«IEBYIO CUMKApTy» BBl MOKeTe C IIOMOIIBIO APY3ell U TOBapu-
1I[eiT, KOTOpBIE ceifyac 3a IpaHumIell (KelaTeIbHO B «He ApyrKe-
CTBEHHBIX CTPAHAX»).

* HUcmonsayitre Tenerpam ronsko ¢ Tor minn nanéxusim VPN. Kak
HAaCTpPOUTD: MOKeTe HalITM B MHTepHeTe II0 3aIIpoCcy «HaCTpOliKa
mpoxcu Telegram». Bor, HanpuMep, mpocrast MHCTPYKIIVSL.

* BricraBure B TesmerpaMe «KTo BUANUT BpeMs MOero IIOCIeTHETO
Bxoma» Ha «HuxTO».

* Signal Takxe MMeeT cCBOM HEJOCTATKM, KOTOPbIe MOTYT IIPMBE-
cTM K HapyteHunio aHoHuMHocTI.* U y Hero Tak ke, kak y Teme-



